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10th

Context: SAST and testability UCAAT —

Static application security testing (SAST) is widely used in industry to detect vulnerabilities [1]

CVE-2011-3357: FILE INJECTION BUG IN MANTIS BUG TRACKER ' SAST TOOL
1 /f FILE: core/gpc_api

api.php
» function gpe_get( Sname .
i if ( isset( $_POST[$name]
$r = gpe_strip_slashes t$PO§T[$.1me]}

ion gpc_get_string ($name, ..) {
unc_g args():
nc_array (gpc_get’, Sargs);//tarpit?

5 )

yug_actio | ext.php

gpce (m'):
ile = bug ctio up . $act . ' _inc.php’;

cqun’c once (.. . $act_fl|c},//sink

[1] OWASP Code Review Guide v2.0, cf. Figure 1 and Figure 2

- ES@PW-Optimizing the Value of Automateladitsting = #JCAAT @B
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Context: Injection vulnerabilities

Any attacker-controlled data (source) flowing in a dangerous operation (sink) without sanitization?

source

Tainting data-flow
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10th

Context: SAST and testability UCAAT —

Static application security testing (SAST) is widely used in industry to detect vulnerabilities [1]

Was all the code analyzed?

ﬁ e No bugs under the carpet?

CVE-2011-3357: FILE INJECTION BUG IN MANTIS BUG TRACKER

/! FILE: core/gpc_api.php
» function gpe_get( Snmame, ..) {
i if( isset( $_POST[$name] ) ) { //source
$r = gpe_strip_slashes( $_POST[$name] );

return $r;
s }

0 function gpe_get_string ($name, ..) {
11 Sargs = func_gel_args():
$r = call_user_func_array (’gpc_get’, Sargs);//tarpit?

14 return $r;
15 } °
| Research questions
17 /f FILE: bug_actiongroup_ext.php
15 Sact = gpe_get_string (action’);
1o $Sact_file = "bug_actiongroup_"' . $act . '_inc.php’;
0 require_once (.. . S$act_file); [/

sink

Code obstacles impacting SAST?

Can we measure these obstacles?

Can we discover/remediate them?

[1] OWASP Code Review Guide v2.0, cf. Figure 1 and Figure 2

% Optimizing the Value of Automat
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CVE-2011-3357: File inclusion in mantis bug tracker

0 require_once (.. . $act_file); [/ sink




CVE-2011-3357: File inclusion in mantis bug tracker

17 // FILE: bug_actiongroup_ext.php

s $act = gEc_get_string(’action’);

9 $act_file = “bug_actiongroup_’ . S$act . ’_inc.php’;
20 require_once (.. . S$act_file); //smk_




CVE-2011-3357: File inclusion in mantis bug tracker

function gpc_get_string ($name, ..) {
$args = func_get_args () ;
$r = call_user_func_array (|’ gpc_get’|,

return $r;

}

/!l FILE: bug_actiongroup_ext.php
$act = gEc_get_string(’action’);
$act_file = “bug_actiongroup_’ . $act
require_once (.. . $act_~file); //smk_

$args);

?

_inc .php’;
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CVE-2011-3357: File inclusion in mantis bug tracker

/!l FILE: core/gpc_api.php
function gpc_get( $name, ..) {

if ( isset( $_POST[$name] ) ) {

$r = gpc_strip_slashes ( $_POST[$name] );

}
Iit;,.turn $r;
}

function gpc_get_string ($name, ..) {
$args = func_get_args () ;
$r = call_user_func_array (’gpc_get’,

return $r;

}

/1 FILE: bug_actiongroup_ext.php
$act = gEc_get_string(’action’);
$act_file = “bug_actiongroup_’ . $act
require_once (.. . $act_~file); //smk_

$args);

?

_inc .php’;



CVE-2011-3357: File inclusion in mantis bug tracker

/!l FILE: core/gpc_api.php

function gpc_get( $name, ..) {

if ( isset( $_POST[$name] -} {_[/source_ ;
$r = gpc_strip_slashes ( $_POSF[$name]_ )~ "~~~ POST
J Ry
return $r; |

}

function gpc_get_string ($name, ..) {

$args = func_get_args () ;

$r = call_user_func_array (’gpc_get’, $args);
return $r;

}

/1 FILE: bug_actiongroup_ext.php

$act = gEc_get_string(’action’);

$act_file = “bug_actiongroup_’ . $act *_inc.php’;

require_once (.. . $act_file); [/ sink
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Toward testability patterns for SAST

10th

UCGAAT —

Many

1

/! FILE: core/gpc_api.php

> function gpc_get( $name, ..) {

if ( isset( $_POST[$name] ) ) { //source

(including commercial ones) do

$r = gpc_strip_slashes ( $_POST[$name] );

return $r;

8 }

0 function gpc_get_string ($name, ..) {
11 $args = func_get_args();

12 $r = call_user_func_array (’gpc_get’,
14 return $r;

15 }

74 :
2

// FILE: bug_actiongroup_ext.php

8§ $act = gpc_get_string(’action’);
o $act_file = ’bug_actiongroup_’ . S$act .
) require_once (..

. $act_file); //sink

vulnerable app

$args) ;//obstacle?

*_inc.php’;

that

// replace with

// code companion for the obstacle

//
‘ Sa=$_GET[“p1”];// source

Sb = $Sa // replace with obstacle!

echo Sb; // sink

testability pattern skeleton (baseline XSS)

Optimizing the Value of Automat
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Toward testability patterns for SAST UGAAT —

Many (including commercial ones) do that

1 // FILE: core/gpc_api.pl

> Function g;,L_g;l;( ‘slr‘,’;mgfp ) function F($var) { // code companion SAST Correct
3 if( isset( $_POST[$name] ) ) { //source .

¢ $r = gpc_strip_slashes ( $_POST[$name] ); return $var; // for the obstacle RIPS NO

. ) I
7 feiurn srs ‘ $a = $_GET[“p1"]; // source ‘ phpSAFE  NO

Sb = call_user_func_array(“F”, [$a]); // obstacle

0 function gpc_get_string ($name, ..) { ) WAP NO
I $args = func_get_args(); echo $Sb; // sink
$r = call_user_f -3 ay (’ _geth, § s);//ob le? h 1
e e A S o 212 testability pattern instance , Progpilot  YES

return $r;

I comm_2 NO
7 // FILE: bug_actiongroup_ext.php

$act = gpc_get_string( action’);
9 $act_file = ’bug_actiongroup_" . $act . ’_inc.php’; Comm_1 YES
0 require_once (.. . S$act_file); //sink

vulnerable a
PP Sr = gpc_get(...Sargs); // no obstacle anymore

that , commercial tool Comm_2 the

a4
Y/

E <
WiBsting ' #UCAAT B
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Many variants of that pattern can be created... m S

function F(Svar) { // code companion function F($Svar) { // code companion function F_1(Svar){ // code companion
return Svar; // for the obstacle return Svar; // for the obstacle return Svar; // for the obstacle
) / — | / — | / — ...
Sa=S$_GET[“p1”];// source Sa=S$_GET[“p1”];// source functionF_2($var){ //
Sb = call_user_func_array(“F”, [$a]); // obstacle $f=“F"; // obstacle return “foo”; //
echo $b; // sink Sb = call_user_func_array($f, [$a]); // obstacle } //
instance 1 echo $b; // sink Sa=$_GET[“p1"];// source
instance 2 $f =$_GET[“Func_id”]; // obstacle
Sb = call_user_func_array(“F_".$f, [$a]); // obstacle
code companion echo sb; //sink
for the tarplt instance 3

source




Testability Patterns for SAST

€) testable-eu/sast-testability-patte. X+

<«

Targeted = popular
. ~120 pattern instances
. ~150 pattern instances
. ~200 pattern instances

We inspected the entire language manual

What do we want to do with them?
SAST tools
patterns into applications
Remediate patterns to increase testability

c O

SAP Managed Bookmarks

@ github.com/testable-su/sast-testability-patterns 2 ¥

sasT SAPUIS-opensap @ SSO-association tau. Ecars

# master + Go to file

@ pome AvAl review pattern 31 . yesterday (95

B .github/ISSUE_TEMP...  Update 3--new-pattern-discovery-rule.md 2 weeks ago
B vscode Add JSON schemas for patterns + instances 3 weeks ago
| AvA DAVA] review pattern 31 yesterday
| S [[JS 1] fixed pattern discovery issues (#10) last week
Im PHP PHP: 19: Add discovery rule for instance 2 yesterday
B docs [[ DOC 1] minor improvement (#8&) last week
B pattern_template Add JSON schemas for patterns + instances 3 weeks ago
O gitignore minor: merge 2 weeks ago
[ LICENSE LICENSE 3 weeks ago
[ READMEmd Updated README (#8) last week
= READMEmd z

Testability Pattern Catalogs for SAST

JAVA Y ¥ JAVASCRIPT | @ BHP

This repository includes catalogs of SAST testability patterns for the OWASP
Testability Patterns project. Testability Patterns (TPs) are problematic code
instructions that affect the capability of code analysis tools for security testing.
Due to TPs, SAST tools may not detect an existing vulnerability, or conversely,
report a false alarm

This project has a OWASP website available at: https://owasp.org/www-
project-testability-patterns-for-web-applications/.

Quick Start

* Whatis a testability pattern?
* Testability patterns structure
* Example pattern template

* Adding a pattern

@ = @ @

Concur Links

& @

SAPIT Links

& O s

SAP Links »

Add file = <> Code~ LI S

SAST Testability Patterns

& owasp.org/www-project-testability...
[0 Readme

&8 AGPL-3.0 license

Yy 2stars

@® 1watching

% 0 forks

Releases

No releases published

Create a new release

Packages

No packages published

Contributors 5

$00

Languages

I
® Java
® Scala 101

I -
JavaSeript 30.6%

Shell 19.
® HTML
® Python 1.8%

® PHP 40%

Suggested Workflows
Based on your tech stack

@ PublishNodejs  Configure
Package to
GitHub Packages
By GitHub Actions.
Publishes a Nodejs package to -

https://github.com/testable-eu/sast-testability-patterns
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Testability Patterns Framework for SAST

Framework provides operations for
SAST tools (e.g., codeql integrated)
patterns into apps (via Joern and Scala queries)

tpframework measure -1 JS -p 1 2 --tools codeql:2.9.2

tpframework discovery -t MYAPP/ -1 PHP -a --tools T1l:v1l T2:V2

Results spoiler
Measurement: many SAST tools struggle on our patterns
Discovery: many apps in Github use these patterns

Testability for SAST can be improved!

) testable-eu/sast-tp-framework = X =+

&

Ucaar

SAP IT Links. SAP Links

wasp.org/www-project-testability-patte.. =

C {Y @ github.com/testable-eu/sast-tp-framework/tres/refact.. @ 2 % @ © @ @ B @ ® [0 g !
S0P Managed Bookmarks sasT SaPUIS-opensap @ SSO-association ta Ecars
compaluca Fired content of messurement son files &dbsbee 20 hours ago {9 95 commits
wseode add vsconfig for json schema 3 wesks 200
sasT SAST messurement: vuln type matching comected

gualitytests

testability_att

tp_framework
.dockerignore
gitignore
gitmodule:
Dockerfle
LICENSE
READMEMd
configpy

docker-compase-gevyml

docker-compase-testsym|

0D 0OD00OD0D0ODOoD DO DD ODODOCG D

setup.py Testability_pattem submodule set to public u 3 montns ago

= READMEmd ra

TP-Framework: Testability Pattern Framework for
SAST

TP-Framework relies on testability patterns to reduce false positive/negative rate in SAST analysis over
supported programming languages. Testability pattems are code patterns that make difficult for SAST
tools to detect a vulnerability.

TP-Framework enables operations such as:

* measurement of SAST tools against a catalog of testability patterns, and
 discovery of testability patterns within application source code

Packages

No pach

Contributors 4

*‘3 Soheilkhodayari Sone

compaluc: ca
° prome Lukss Seide

=5 mal-tee Maite

Languages

® Python966% @ Docksrfile 3.1%
Other 03%

Suggested Workflows
Based on y st

Python Configure

SLSA Generic Configure
generator
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1. Measurement: many SAST tools struggle on our patterns m /_

our pattern instances against
Overall: <50% support for PHP and <60% for JS
Tools Combination: 66% PHP, 82% JS

100%

moverall mSTATIC mD1-D2 D3-D4 mSECURITY mAPI mObject
90%
80%

70%

60%

50%
40%
30%
20%
10% I
0% I

RIPS PHPsafe Progpilot Comm_2 Comm_1 LGTM  NodelJsScar Comm_3 Comm_2 Comm_1

L
Y/

supported patterns (%)
a%

PHP JavaScript

Optimizing the Value of Automat
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2. Discovery: many apps in Github use these patterns m /_

. Created for our patterns and run them over open-source PHP (from Github
and Sourcecodester)

. All patterns
Our patterns are very in the real world 60 oL o
".:"_':'.':r‘: . . GM
50 A ST - GL
Sl e o
Unique obstacles per obstacles per
Project LoC £ 40
5 30
g
£
Z 20
10 -
0

10! 102 103
Number of opcodes / Occurrence of all the patterns

¥ o
gigsting * #UCAAT a8




10th

2. Discovery: many apps in Github use these patterns m /_

PHP: created discovery rules for our patterns and run them over >3000 open-source PHP apps (from Github
and Sourcecodester)

Comm_1 and Comm_2 patterns

Our patterns are very prevalent in the real world 60 —
: Comm:1
50 - L
Unique obstacles per obstacles per C T
Project LoC E 407
g
5 30
commi s :
=]
£
2 20+
10
0 T '.' 1
104

Number of opcodes / Occurrence of (Comm_1 / Comm_2) patterns

~ g
> -
W
J—
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3. Testability for SAST can be improved! m /_

Remediation 1: Two targeting PHP and JS
transformations intended as code rewriting for obstacles

in 48 apps (over ~2700 alerts inspected)

true positives from 31 projects: 38 impacting popular Github projects
Remediation 2: (e.g., our paper at USENIX 2023)
Remediation 3: provide to make SAST tools overcoming obstacles (on-going work)

Optimizing the Value of Automat



A new OWASP project: journey started

10th

UCGAAT —

Targeting the dimension

First concrete result:

https://qgithub.com/testable-eu/sast-testability-patterns

https://qgithub.com/testable-eu/sast-tp-framework

Interested to contribute with your valuable expertise?

https://owasp.org/www-project-testability-patterns-for-web-applications/

Let us devise OWASP top 10 testability patterns for SAST!

Can we do the same for DAST, Privacy, ML?

4
Y/

= @ownrse

OWASP Testability Patterns for Web
Applications

(o)

OWASP Testability Patterns for Web
Applications

OWASP TESTABLE redefines the classical secure development life-cycle
around the concept of testability, providing new tools for:

= Web and Al/ML Developers
« Managers
= Security Teams

Objective

The OWASP project aims to deliver tools and methodologies for:

« Managers: New metric quantifying the security and privacy risks of a
program.

« Developers: Better and flexible tools to improve testability, reducing
security and privacy risk exposure.

« Security teams: Better and more flexible security, privacy testing, and
Al/ML tools.

@ Watch 2 r Star | 4

The OWASP® Foundation
waorks to improve the
security of software
through its community-led
open source software
projects, hundreds of
chapters worldwide, tens
of thousands of members,
and by hosting local and
global conferences.

Testability Patterns
for Web Applications
Information

& Incubator Project

/¥ Breaker

£ Builder

S Tool

¥ Version 0.0.1

Social Links

Optimizing the Value of Automat
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Any further questions?
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