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The Wall of Confusion in Project Teams  {CAAT S

Graphic: https:/ [www.rightbrainnetworks.com/2016/01/08/5-promising-developer-tips-success-devops-world/
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DevOps & CI/CD UCAAT —

DevOps stands for Development & Operations - A business drive to improve communication and
collaboration among development and operations teams, in order to increase the speed and quality of
software deployment ~> A new culture/mindset + practices + tools
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Benefits of Automation Pipelines JGCGAAT S
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v" Teams focus on business requirements and high-quality code
v Multiple deployments per day if needed: faster-to-market/pilot sites

v Significantly lower change failure rate
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From DevOps to DevSecOps JGCGAAT S

DevSecOps automates the integration of security at every phase of
the software development lifecycle, from initial design through
integration, testing, deployment, and software delivery!

Static Application Security
Testing

+ Directly on Code
« Language Specific

« Does not Require
Deployment

Deployment

Dynamic Application Security
Testing

* Requires Deployment

« Runs Directly Against the
Application

« Simulates Malicious Parties’
Behaviour
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Takeaway UCAAT

Embracing DevOps principles
is above all a change in
Organizational Culture.
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Observation Sources JGCGAAT S

O  SERRANO( )

Funded under European Union’s Horizon Funded under European Union’s Horizon 2020
2020 research and innovation programme Research and Innovation programme under
under grant agreement No 952684. grant agreement No 101017168.




Challenges impeding DevSecOps in o

Multi-Organization Teams UCAAT —
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Hot Tips to Tackle Problems (1/2) UCAAT /—

1. Establish and promote common DevSecOps Culture.

2. Identify a common set of DevSecOps tools.

3. Use Infrastructure-as-Code principles to define and manage
infrastructure and environment configurations consistently.

4. Provide training and knowledge-sharing opportunities to bridge
skill gaps.

5. Communicate the benefits of DevSecOps and the project changes

effectively to reduce resistance.

S @)W Optimizing the Value of Automateladigsting ’ #JCAAT @
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Hot Tips to Tackle Problems (2/2) UCAAT —

6. Develop a clear synchronization and coordination plan, including release
calendars and dependencies.
7. Define a common testing strategy that includes unit tests, integration tests,
security tests, performance tests, user acceptance tests.
8. Set common Acceptance Gates for both security and general quality levels.
9. Continuously monitor and optimize the performance and scalability of the

DevSecOps pipeline.
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Sample CI/CD and Integration Testing o
Environment with SAST&DAST UCAAT /—
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Declarative Pipeline Definition

stages |
stage{ "Checkout") {
steps {
echa ‘'Checkowt SCH*
chEckaut Scm

checkout([$class: “GITSCM*,

[[name: enw.BRANCH_MAME]],
ne: [[$cimes: ‘ClesnBeforeCheckout®]],
userfemctelonfigs: sc¢m, userfemoteConfigs

stage(’Execute Unit Tests with Maven™) {
steEps |
#cho "Exgcuts Umit Tests with Maven'

sh ‘ewn -f pos.xal clean test’

stoge( Assesble .Jar with Maven') {
steps
acho "Assemble .jar with Mawen'

sh 'mwn -f pom.xml package -DskipTests®

steps{

withSonarQubefrv(instalisticrdame: ‘SonarlOTac"){
echo 'Starting Static Application Security Testimg analysis using SonarQube”
sh “mvn -K sonarisonar”

stage( ' Perfors Systes-Wide Vulnerability Assesssent') |

steps {

script {

echo *Staerting System-Wide Vulnersbdlity Assessesnt amalysis®
sh = curl --max-time 1 -X GET S http: /R {5WVA_RDDRESS frMultiModul eVulnerabilityPredictior

O

CITHUB + GIT

1. Developer Pushes
Code using Git as SCM

JENKINS

4. Unit f Functionality
Tests Are Being Executed

swwva Module

7. System-Wide
Vulnerability Assessment
{SAST) Performed

JENKINS + DOCKER

10. Earlier Version of App
Undeployed

O

GITHUB + GIT

2. GitHub Webhook
Detects the Push Event

JENKINS + GIT

3. Code is Pulled From Git
on CI/CD Server

JENKINS

5. Code Is Packaged via a
Build Automation Tool
{Depending on Language)

&

Y docker

SONARQUBE

6. SAST is Performed
Directly on Code

JENKINS + DOCKER JFROG ARTIFACTORY

8. Docker Image Built
following Dockerfile
instructions

9. Docker Image Pushed
to Registry

JENKINS + DOCKER OWASP ZAP

11. New Docker Image 12. DAST is Performed

Deployed




Quality Gate Example
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sonarqube\\\

0 O New Security Hotspots

— Reviewed

| ¥y I master @ April 21, 2021, 1:18 AM  Version {r
Issues  Security Hotspots  Measures Code  Activity More - i= Project Information
I QUALITY GATE STATUS I I MEASURES I
Passed New Code Overall Code
Since
All conditions passed.
Started ago
New Vulnerabiliies Securit
¥y

Security Review 0

v Quality Gates in SonarQube enforce a quality policy that sets conditions against which the master branch of the code

repository is measured . Definition of Quality Gates in SonarQube is a combination of a measure, a comparison operator and

an error value. Example: number of critical vulnerabilities must not exceed 0 and medium vulnerabilities 3.

v By using these KPIs a Quality Gate answers the practical question of whether a development project meets certain criteria

and is ready for release.
v These KPIs will ensure the production of high-quality solutions and will drive the different components developments.

Optimizing the Value of Automateladiesting ~ #JCAAT @B
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Thank you!
Questions?

Feel free to contact me at:

Dimitris.
Bougioukos@netcompany.c
om

netcompany

Intrasoft

@@ SERRANO( )


mailto:AngelaMaria.Despotopoulou@netcompany.com
mailto:AngelaMaria.Despotopoulou@netcompany.com
mailto:AngelaMaria.Despotopoulou@netcompany.com

	Presentation
	Slide 1: Shifting Left: Integrating Automated Security Testing into Development Operations of a Research Project
	Slide 2: The Wall of Confusion in Project Teams
	Slide 3: Traditional Software Engineering
	Slide 4: The Wall of Confusion in Project Teams
	Slide 5: DevOps & CI/CD
	Slide 6: Benefits of Automation Pipelines
	Slide 7: From DevOps to DevSecOps
	Slide 8: Takeaway
	Slide 9: The Wall of Confusion in Project Teams
	Slide 10: Observation Sources
	Slide 11: Challenges impeding DevSecOps in Multi-Organization Teams
	Slide 12: Hot Tips to Tackle Problems (1/2)
	Slide 13: Hot Tips to Tackle Problems (2/2)
	Slide 14
	Slide 15: Sample CI/CD and Integration Testing Environment with SAST&DAST
	Slide 16: Declarative Pipeline Definition
	Slide 17: Quality Gate Example
	Slide 18: Thank you! Questions?


