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Automated Security Testing 
into Development Operations 
of a Research Project
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The Wall of Confusion in Project Teams
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Traditional Software Engineering
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The Wall of Confusion in Project Teams

Graphic: https://www.rightbrainnetworks.com/2016/01/08/5-promising-developer-tips-success-devops-world/
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DevOps & CI/CD
DevOps stands for Development & Operations - A business drive to improve communication and 
collaboration among development and operations teams, in order to increase the speed and quality of 
software deployment        ~>  A new culture/mindset + practices + tools 
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Benefits of Automation Pipelines

✓ Teams focus on business requirements and high-quality code

✓ Multiple deployments per day if needed: faster-to-market/pilot sites

✓ Significantly lower change failure rate
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From DevOps to DevSecOps
▪ DevSecOps automates the integration of security at every phase of 

the software development lifecycle, from initial design through 
integration, testing, deployment, and software delivery!
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Takeaway

Embracing DevOps principles 
is above all a change in 
Organizational Culture.
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The Wall of Confusion in Project Teams
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Observation Sources

Funded under European Union’s Horizon 
2020 research and innovation programme 
under grant agreement No 952684.

Funded under European Union’s Horizon 2020
Research and Innovation programme under 
grant agreement No 101017168.
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Challenges impeding DevSecOps in 
Multi-Organization Teams

Cultural 
Differences

Coordination

Tool Chain 
Integration

Resource 
Allocation

Skill and 
Knowledge 

Gaps

Monitoring 
and Feedback 

Loops



#UCAAT

Hot Tips to Tackle Problems (1/2)

1. Establish and promote common DevSecOps Culture.

2. Identify a common set of DevSecOps tools.

3. Use Infrastructure-as-Code principles to define and manage 

infrastructure and environment configurations consistently.

4. Provide training and knowledge-sharing opportunities to bridge 

skill gaps.

5. Communicate the benefits of DevSecOps and the project changes 

effectively to reduce resistance.



#UCAAT

Hot Tips to Tackle Problems (2/2)

6. Develop a clear synchronization and coordination plan, including release 

calendars and dependencies.

7. Define a common testing strategy that includes unit tests, integration tests, 

security tests, performance tests, user acceptance tests. 

8. Set common Acceptance Gates for both security and general quality levels.

9. Continuously monitor and optimize the performance and scalability of the 

DevSecOps pipeline. 



SAST & DAST
A  T O U C H  O F  
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Sample CI/CD and Integration Testing 
Environment with SAST&DAST

Disclaimer: All 
depicted tools are 
open-source, 
possess “community 
editions” and may 
be replaced with 
equivalents, 
proprietary or not.
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Declarative Pipeline Definition



#UCAAT

Quality Gate Example

✓ Quality Gates in SonarQube enforce a quality policy that sets conditions against which the master branch of the code 

repository is measured . Definition of Quality Gates in SonarQube is a combination of a measure, a comparison operator and 

an error value.  Example: number of critical vulnerabilities must not exceed 0 and medium vulnerabilities 3.

✓ By using these KPIs a Quality Gate answers the practical question of whether a development project meets certain criteria 

and is ready for release. 

✓ These KPIs will ensure the production of high-quality solutions and will drive the different components developments.



Thank you!
Questions?

Feel free to contact me at:

Dimitris. 
Bougioukos@netcompany.c
om

mailto:AngelaMaria.Despotopoulou@netcompany.com
mailto:AngelaMaria.Despotopoulou@netcompany.com
mailto:AngelaMaria.Despotopoulou@netcompany.com
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