NOLEPN

Trustworthy Al in

Telecom

Dr. Andreas Mader, Head of Al/ML
Nokia Standards

ETSI Al Conference
5t to 7t of February 2024

1 © 2024 Nokia




The promise of Al-Native Networks

Better performance

Efficient solving | |
of complex problems Continual learning
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Al: more than a tool.
Transformative impact on the way we work and build products

@ @ Data-driven R&D

GenAl transforms the
daily work routines
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Domain engineering
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Al nativeness, at all device and network layers
llustrative examples

UE

* Positioning
* Application awareness
RAN * Dynamic user clustering

Al native air interface
* Scheduling and resource

* Device Management
e Robotics
»  Predictive maintenance

* Energy saving/efficiency allocation

« Mobilit dicti + Load balancing/traffic
obility prediction steering

= Slicing Dynamic Spectrum

. . A
* Flexible function enablement ccess

and placement

Orchestration &

* Network optimization & Management

maintenance « Al-driven intent-based

A

» Network robustness Automated core oty orking
o Core cognitive + Self-coordination
and resilience controller

Net k between SON Functions
etwor * AlI/ML management as

+ Network performance a service
analytics

* ML model provisioning
for NWDAF
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in manufacturing
* Smart homes

* Beam based coverage
optimization

* Mobility optimization

* Multi-agent team

learning



Al-Native Mobile Network Architecture

and end-to-end
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Mobile devices Radio Networl
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Do we have an Al trust issue?

&\W . - N TlME IDEAS = TECHNOLOGY
@f\ G ‘ @ An Al Pause Is Humanity's Best Bet For
: . o7 | .. _
” D

2 N ~ 7 Preventing Extinction
2z \ /9

OCTOBER 2,2023 | 7 MIN READ

‘Al Anxiety’ Is on the Rise—Here’s How to Manage It

Rapid advances in generative artificial intelligence have prompted big
questions about the future of work and even human creativity. Experts have
suggestions for how to manage all these unknowns gg}
Erling Haaland supposedly dead: Al from

newspaper in Norway makes nasty mistakes
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How to create trust.

Trustworthy Al

Technical &
Governance operational Standardization
enablers .

Principles of r
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Principles of Responsible Al

O O

Fairness Accountability

, Responsible Al

o

Reliability o

Sustainability

Privacy Transparency
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Regulatory initiatives on artificial intelligence
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Certified responsibility

Examples of conformity certificates (planned or already existing)
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Draft EU Al Act mandates CE confort
for high-risk systems .
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Technical enablers

X . o X
55| Explainability |8 Fairess

' = Explain output of Al/ML solutionsina ! ' = Data & model bias detection and

. comprehensible manner E . mitigation

. = Online and offline methods i . = Reinforcement learning (from human

= Various software frameworks available ! . feedback)

________________________________________________________________________________________________

©  Reliability

' = Security against Al-specific attacks (e.g.
. data poisoning)

= Testing and requirement frameworks

' = Monitoring
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Standardization enablers: Testing, verification, & validation

Specified performance requirements*

- Test requirements and procedures for
Functionality based LCM

Operate and Data

monitor collection . .
Test cases for pre-deployment validation

. For minimum and generalization

Radio
performance

MLOps
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Network Devices

Post-depl

Development
and testing
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Standardization enablers: Network & Service Automation
ETSI ZSM 012

ZSM Framework Consumer(s)

|

Cross-Domain Integration Fabric
’ ’ ’

" ML Data Trust Management Service

Domain Domain Domain Domain Data ||Domain Trust & ML Data Trust Evaluation Service
Orchestration Intelligence Analytics Collection Security ML Model Trust Management Service
. MLM i

Domain Control

o o o o ®
Domain Integration Fabric

I

r Management Function(s)
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Concluding remarks |
How do we create trust?
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