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Car cockpit innovation & User experience

AR-HUD – Field of Vision Assistant Car – Phone convergence

Merc

edes

-

Benz 

E300

Digital Key

Car interior

Advanced entertainment Car – Home IoT

Connectivity open doors to Cybersecurity vulnerabilities

Car regulations include protection of vehicles against cyber-attacks

Voice Command
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EU car regulation ecosystem

Industry associations

SuppliersCar Manufacturers 

DG GROW

EURO NCAP is an 
independent association 
testing selected vehicles 
provided on the EU 
market

Parliament

Council

Member States Testing Services

OEMs

Member States

Standards

TC 22
Road

Vehicles

NOT REGULATORY

For EU 
Specific

regulations

International regulations

EU regulations

Applies to Type Approval
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WVTA – EU Whole Vehicle Type Approval (EU/2019/2144)
REGULATION (EU) 2019/2144 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 27 November 2019
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Regulation (EU) 2022/1398 amending (EU) 2019/2144

Commission Delegated Regulation (EU) 2022/1398 of 8 June 2022 amending Regulation (EU) 2019/2144 … to take into account 

technical progress and regulatory developments concerning amendments to Vehicle Regulations adopted in the 

context of the United Nations Economic Commission for Europe
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Cybersecurity & UNECE R155 compliance

As UNR155 entered into force disrupted market access to some existing car models, it is top concern of OEMs in 2024!
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Organisation of IS 21434

⚫ Clauses 5 and 6 (Management of Cybersecurity) include the implementation of the 

organizational cybersecurity policy, rules, and processes for overall cybersecurity 

management and for project dependent cybersecurity management.

⚫ Clause 7 (Continuous Cybersecurity Activities) defines activities that provide 

information for ongoing risk assessments and vulnerability management of E/E 

systems until end of support.

⚫ Clause 8 (Risk Assessment Methods) defines methods to determine the extent of 

cybersecurity risk.

⚫ Clause 9 (Concept Phase) defines an item and the relevant assets, provides 

cybersecurity risk determination, and defines the cybersecurity goals.

⚫ Clause 10 (Product Development) defines the cybersecurity specification, 

implements and verifies cybersecurity requirements specific to an item or 

component.

⚫ Clause 11 (Cybersecurity Validation) describes the cybersecurity validation of an 

item at the vehicle level.

⚫ Clause 12 (Production) specifies the cybersecurity related aspects of fabrication, 

assembly and/or calibration of an item or component.

⚫ Clause 13 (Operations and Maintenance) specifies activities related to 

cybersecurity incident response and updates to an item or component.

⚫ Clause 14 (Decommissioning) includes cybersecurity considerations that relate to 

the decommissioning of an item or component.

⚫ Clause 15 (Distributed Activities) includes requirements for supplier management
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UNR155 – ISO 21434 – CyberSecurity Management System (CSMS)

Vehicle

Retails
Commissioning

Design
Development

Supply chain
Manufacturing

IT services
Backend servers

Repairs &
maintenance
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Digital Key example – cybersecurity regulation scopes & overlaps

Relay Attack

Device OEM
Server

Vehicle OEM
Server

Mobile Vehicle

BLE

DK authentication

BLE

UWBUWB

NearLinkNearLink

Control
Module

Key 
management

Secure Element

DK 
framework

Device 
App

Car 
App

DK Applet

Mitigation techniques:
• Secured SR communication

• BLE (secured pairing)
• UWB (localisation)

• Motion sensor
• Deactivate key when 

not moving

Secure Element

DK Applet

UNR155

RED

CRA? If solely for Car DK then covered by EU 2019/2144??

NFC NFC

BLE UWBNFC

Card - 
phone

Remote 
Key

PEPS

BLE UWBNFC

CRA
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NearLink Full stack security by design

Full-stack security protection

• Three-layer security mechanism design: Device security, transport 

security, and application security

• Application-based security configuration for each layer

Application security domain

Transport security domain

Device security domain

Digital
keys

wBMS

Screencast Voice
Active noise
cancellation

Surround
view

Authn credential conf., Authn & security context estab., 

air interface security protection, security context update

Secure storage, secure boot,

security protection, security mgmt.

Application security domain: Application specific full 

design of security configuration

• Service characteristics-based configuration of 

application, transport, and device security mechanisms

• Transport security requirements & mechanism for 

application layer

Strong authentication & authorization, high-security 

transport

• Mandatory two-way authentication, supporting locking 

of the number of authentication times

• High-security credentials: 256-bit pre-shared keys, 

strong password

• Negotiable security mechanism: Support of dual 

cryptographic algorithms, negotiable integrity  & 

encryption

Physical layer security: Robust to relay attacks, random 

signal perturbation for anti-forgery

Device security: high-security isolation

• Secure storage ensures multi-account data isolation

• Domain-based security isolation: Domain firewalls block 

remote attack paths.

NearLink security architecture
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把数字世界带入每个人、每个家庭、
每个组织，构建万物互联的智能世界。

Bring digital to every person, home and 
organization for a fully connected, 
intelligent world.

Thank you.


	Slide 1: Providing Car Best User Experience while Complying with Cybersecurity Regulations 
	Slide 2: Car cockpit innovation & User experience
	Slide 3: EU car regulation ecosystem
	Slide 4: WVTA – EU Whole Vehicle Type Approval (EU/2019/2144)
	Slide 5: Regulation (EU) 2022/1398 amending (EU) 2019/2144
	Slide 6: Cybersecurity & UNECE R155 compliance
	Slide 7: Organisation of IS 21434
	Slide 8: UNR155 – ISO 21434 – CyberSecurity Management System (CSMS)
	Slide 9: Digital Key example – cybersecurity regulation scopes & overlaps
	Slide 10: NearLink Full stack security by design
	Slide 11

