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Car cockpit innovation & User experience
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Connectivity open doors to Cybersecurity vulnerabilities

Car regulations include protection of vehicles against cyber-attacks
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EU car regulation ecosystem
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WVTA - EU Whole Vehicle Type Approval (EU/2019/2144)

REGULATION (EU) 2019/2144 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 27 November 2019

L325/10 E Official Journal of the European Union 16.12.2019

Chapter IT - OBLIGATIONS OF MANUFACTURERS

Article 4 - General obligations and technical requirements

1. Manufacturersshalldemonstratethatallnewvehiclesthatareplaced onthe market, registered orentered into service,
and all new systems, components and separate technical units that are placed on the market or entered into service, are
type-approved in accordance with the requirements of this Regulation and of the delegated acts and implementing acts
adopted pursuanttoit.
2. Type-approval in accordance with the UN Regulations listed in Annex [ shall be considered as EU type-approval in
accordance with the requirements of this Regulation and of the delegated acts and implementing acts adopted pursuant to
it.
3. The Commission is empowered to adopt delegated acts in accordance with Article 12 to amend Annex [ in order to
take account of technical progress and regulatory developments by introducing and updating references to the UN
Regulations, and relevant series ofamendments, thatapply on a compulsory basis.
4. Manufacturersshall ensure thatvehicles are designed, constructed and assembled so asto minimise the risk ofinjury
tovehicle occupantsand vulnerable road users.
5. Manufacturers shall also ensure that vehicles, systems, compenents and separate technical units comply with the
applicable requirements listed in Annex I1 with effect from the dates specified in that Annex, with the detailed
technical requirements and test procedures laid down in the delegated acts and with the uniform procedures and
technical specifications laid down in the implementing acts adopted pursuant to this Regulation, including the
requirementsrelating to:
(8] restraint systems, crash testing, fuel system integrity and high voltage glectrical safety:
{b] wulnerable road users, vision and wvisibility:
{c] wehicle chassis, braking, tyres and steering:
(d] on-board instruments, electrical system, vehicle lighting and protection against unauthorised use

including cyberattacks:
(e] driver and system hehaviour; and
(f) general vehicle construction and features. su HUAWEI




Regulation (EU) 2022/1398 amending (EU) 2019/2144

Commission Delegated Regulation (EU) 2022/1398 of 8 June 2022 amending Regulation (EU) 2019/2144 ... to take into account
technical progress and regulatory developments concerning amendments to Vehicle Regulations adopted in the
context of the United Nations Economic Commission for Europe

Article 1 - Amendments to Regulation (EU) 2019/2144

Annexes [ and II to Regulation (EU) 2019/2144 are amended in accordance with the Annex to this Regulation.

(i) the rows for requirements D3 and D4 are replaced by the following: & Keys =
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[ ‘D3 Protection \l UN Regulation No 18 A | AN | AN | A | A | Al A A ® "
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D4 Protection of UN Regulation No 155 : B B B B B B B BE; & nours 24 minites 1499k
vehicle against :
cyberattacks }

A: Date for the prohibition of the registration of vehicles, as well asthe placing on the market and entry into service of components and separate technical units: 6 July 2022
B: DateforrefusaltograntEUtype-approval: 6July 2022
Date for the prohibition of the registration of vehicles, as well as the placing on the market and entry into service of components and separate technical units: 7 July 2024
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Cybersecurity & UNECE R155 compliance

"

UN Regulation 155

Issue date: 22 January 2021 | Published
UN Regulation No. 155 (UN RI55) minimum

requirements
for cyber security “list of threats and corresponding

mitigations” and CSMS (Cybersecurity Management
System).

Mandatory for new vehicles types from July 22

and for new vehicles produced from July 24

ISO/SAE 21434 and
UNR 155 Compliance

250% increase in high and massive-scale attacks in 2023 compared to 2022*

Infotainment system

Access to vehicle controls and
sensitive data, such as location and
personal contacts.

Critical control systems

Loss of control over the vehicle,
endangering the safety of
occupants and other road users.

Compliance
Management

Work Product Management
& Assessments

Seculy 1es

Software Update Management _

Telematics transmit diagnostic
and performance data

Track owners' movements or
manipulate the functionality of the
vehicle remotely.

Keyless entry systems

Unlack and start a vehicle
without the key fob, leading to
vehicle theft.

EV charging station

Access customer data such as credit
card info.

TARA

Automated Assessment of Threat,
Impacts, Attack Paths & Trees

Deploy
To Test Env.

Operate
In Test Env.

Dynamic Testing

Functiona' , Fuzz and
Penetration Testing

Static Scanning, RxSWIN Tracing, Software
Update Management

As UNR155 entered into force disrupted market access to some existing car models, it is top concern of OEMs in 2024!
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Organisation of IS 21434

Clauses 5 and 6 (Management of Cybersecurity) include the implementation of the
organizational cybersecurity policy, rules, and processes for overall cybersecurity
management and for project dependent cybersecurity management.

Clause 7 (Continuous Cybersecurity Activities) defines activities that provide
information for ongoing risk assessments and vulnerability management of E/E
systems until end of support.

Clause 8 (Risk Assessment Methods) defines methods to determine the extent of
cybersecurity risk.

Clause 9 (Concept Phase) defines an item and the relevant assets, provides
cybersecurity risk determination, and defines the cybersecurity goals.

Clause 10 (Product Development) defines the cybersecurity specification,
implements and verifies cybersecurity requirements specific to an item or
component.

Clause 11 (Cybersecurity Validation) describes the cybersecurity validation of an

item at the vehicle level.

Clause 12 (Production) specifies the cybersecurity related aspects of fabrication,
assembly and/or calibration of an item or component.

Clause 13 (Operations and Maintenance) specifies activities related to
cybersecurity incident response and updates to an item or component.

Clause 14 (Decommissioning) includes cybersecurity considerations that relate to
the decommissioning of an item or component.

Clause 15 (Distributed Activities) includes requirements for supplier management

4. General considerations

5. Organizational cybersecurity management

5.4.1 5.4.2 543 54.4 5.4.5 5.4.6 54.7
Cybersecurity Cybersecurity Information Management Tool Information Organizational
governance culture sharing systems management security cybersecurity
management audit
6. Project dependent cybersecurity management
6.4.1 6.4.2 6.4.3 6.4.4 6.4.5 6.4.6 6.4.7 6.4.8 6.4.9
Cybersecurity | |Cybersecurity Tailoring Reuse Component Off-the-shelf | |Cybersecurity| |Cybersecurity Release for
responsibi- planning out-of-context component case assessment post-
lities development
7. Distributed cybersecurity activities
7.4.1 7.4.2 7.4.3
Supplier capability Request for quotation Alignment of responsibilities
8. Continual cybersecurity activities
8.3 B.4 8.5
Cybersecurity Cybersecurity Vulnerability Vulnerability
monitoring event evaluation analysis management
Concept phase Product development phase Post-development phases
9. Concept 10. Product development 12. Production
9.3 10.4.1 13. Operations and maintenance
Item definition Design
13.3 13.4
9.4 10.4.2 Cybersecurity Updates
Cybersecurity goals Integration and verification incident response
9’,5 11. 14. End of cybersecurity
Cybersecurity concept Cybersecurity validation support and decomissioning
15. Threat analysis and risk assessment methods
15.3 15.4 155 15.6 15.7 15.8 159
Asset Threat scenario Impact Attack path Attack feasibility Risk value Risk treatment
identification identification rating analysis rating determination decision
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UNR155 - 1SO 21434 - CyberSecurity Management System (CSMS)

Supply chain IT services
Manufacturing Backend servers
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maintenance

Design
Development

\
Vehicle
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Digital Key example — cybersecurity regulation scopes & overlaps

CRA? If solely for Car DK then covered by EU 2019/2144??
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NearLink Full stack security by design
(6) NearLink

Full-stack security protection Application security domain: Application specific full
design of security configuration

* Three-layer security mechanism design: Device security, transport - Service characteristics-based configuration of
security, and application security application, transport, and device security mechanisms

» Application-based security configuration for each layer » Transport security requirements & mechanism for
application layer

Application security domain Strong authentication & authorization, high-security

transport
Digital [Screencast}[ Voice J
keys

* Mandatory two-way authentication, supporting locking
of the number of authentication times

Active no_ise
cancellation

. . * High- rity credentials: 256-bit pre-shared keys,
’ WBMS 1 Transport security domain Surround igh-security credentials: 256-bit pre-shared keys
view strong password
Authn credential conf,, Authn & security context estab., * Negotiable s.ecurlty .meChan'Sm: .Supp.ort of 'dual
air interface security protection, security context update cryptographic algorithms, negotiable integrity &
encryption

Physical layer security: Robust to relay attacks, random

Device security domain signal perturbation for anti-forgery

Secure storage, secure boot,

security protection, security mgmt.
Device security: high-security isolation

» Secure storage ensures multi-account data isolation
NearLink security architecture « Domain-based security isolation: Domain firewalls block
10 remote attack paths.




Thank you.
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The information in this document may contain predictive
statements including, without limitation, statements regarding

the future financial and operating results, future product

portfolio, new technology, etc. There are a number of factors that
could cause actual results and developments to differ materially
from those expressed or implied in the predictive statements.
Therefore, such information is provided for reference purpose
only and constitutes neither an offer nor an acceptance. Huawei
may change the information at any time without notice.

2 HUAWEI



	Slide 1: Providing Car Best User Experience while Complying with Cybersecurity Regulations 
	Slide 2: Car cockpit innovation & User experience
	Slide 3: EU car regulation ecosystem
	Slide 4: WVTA – EU Whole Vehicle Type Approval (EU/2019/2144)
	Slide 5: Regulation (EU) 2022/1398 amending (EU) 2019/2144
	Slide 6: Cybersecurity & UNECE R155 compliance
	Slide 7: Organisation of IS 21434
	Slide 8: UNR155 – ISO 21434 – CyberSecurity Management System (CSMS)
	Slide 9: Digital Key example – cybersecurity regulation scopes & overlaps
	Slide 10: NearLink Full stack security by design
	Slide 11

