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Who Am 1?

* 10T Security Assessment Product Manager at Keysight

 Established Firmalyzer in 2018 in Belgium, focusing on
pioneering loT Security Solutions and Automated
Firmware Security Analysis.

* Led to the acquisition of Firmalyzer's technologies by
Keysight Technologies in late December 2023.

 Transitioned to Keysight as the Product Manager for
loT SA since January.
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Introduction

IOT G rOWth & Secu rlty » Over 25 billion connected devices globally.

R | SkS * Increased security vulnerabilities and risks for manufacturers.

Why St an d ar d S M att er * 10T security standards and regulations protect devices, consumer data, and market trust.

* Global regulatory bodies have introduced diverse requirements for I0T device security.

Chal Ienges for » Fragmented, region-specific standards make compliance complex.
M an ufactu rers + Failure to comply can lead to penalties and loss of consumer trust.

Pu rpose Of Th IS * Provide actionable insights on navigating loT security standards.

Prese ntatlon * Help manufacturers improve product security and meet global compliance requirements.
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loT Device Vulnerabilities

Examples of 5 0T security gaps

ICSA-22-172-03 _
Can allow an attacker to execute W
malicious code on the device. )/

/ 00100 \
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ICSA-20-063-01
Can grant access control to a thief by 1
means of remote execution.

CVE-2021-39238
Enables remote code execution, can
spread across network.

CVE-2021-28372
Allows hackers to watch and listen to
live feeds.

CVE-2021-33883

Allows altered doses of medication to
be delivered to patients without any
checks.




Security Is No Longer Optional

Growth in compliance and standards for consumer and enterprise loT devices
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Advancing Technology
for Humanity

Broad IoT
Device Security
Standards
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ETSI EN 303 645
ISO/IEC 27402
NIST IR 8425
IEEE 1547.3-2023
ISA/IEC 62443
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Cybersecurity
@; L 1bulmg Schemr\

Department for K ,
Science, Innovation

& Technology U.S. CYBER TRUST MARK

National
Consumer loT
Labelling

US Cyber Trust Mark
Singapore CLS

The UK Product Security and
Telecommunications
Infrastructure
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ctia @owese

International
Technology
Standards
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ORAN Alliance

Open Web Application Security
Project (OWASP)

CTIA for cellular loT

Sector
Standards &
Specifications

04

Transport | TSA | Pipeline Operators

Defense | CMMCv2.0 | Defense
Contractors

Energy | UL 2941 | Distributed Energy
Resources (DER)

Automotive | UN ECE WP.29 Vehicles



ETSI EN 303 645

* Focuses on consumer I0oT devices,
providing baseline security requirements.

» Covers 13 provisions, including secure
communication, data protection, software
updates, and resilience to cyber threats.

» Adopted in national certification schemes in
Finland, Germany, Singapore, India,
Vietnam, UK, and Australia.

* Initially EU-focused, but now influences the
US and EU's mutual recognition plans for
loT certification.
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PREN 18031-1

» European standard outlining common
security requirements for internet-
connected radio equipment.

» Will be enforced by mid 2025.

* The key components of EN 18031-1 include
access control, authentication, secure
updates, secure storage, secure
communication, and maintaining up-to-date
software/hardware.
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ISO/IEC 27402

* Part of the ISO/IEC 27400 series, provides a(\\Zat'on f

baseline ICT requirements for loT devices to O/-

support security and privacy control. 0\ J}
* Key Areas: % Q)o
* Device Policies & Documentation: Risk management, Q O’
vulnerability disclosure, and handling processes. (@)

* Device Capabilities & Operations: Secure configuration, .,: 0——)‘
data protection, interface access, software/firmware n (-
updates, user notifications, and user data removal. c _I<I

* Encourages risk assessment based on device type, "c'\'J Q)

usage, and potential threats. + y

- &
~ S

« Supports uniform security practices for 0T devices
across industries.
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NISTIR 8425

 Establishes cybersecurity guidance for
consumer |oT products to enhance security

and privacy.
* Includes devices, cloud services, and mobile
apps, not just the device.

- Key components are device identification, National Institute of
secure configuration, data protection, access
control to interfaces, secure software updates, Standards and TeChHOIOQY

and cybersecurity event logging. U S Departmenf OF COmmerce

 Align with lIoT Core Baseline to improve
consumer trust and reduce vulnerabilities In
connected devices.
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U.S. Cyber Trust Mark

» National cybersecurity label for consumer
loT products.

* Includes devices, cloud services, and
mobile apps, not just the device.

« Based on NISTIR 8425, with technical and
non-technical criteria, covering secure
software updates, data protection, and
interface access.

* FCC requires independent lab testing for
certification, ensuring high-quality
standards.
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European Cyber Resilience Act

 Finalized in March 2024, enforcement begins late
2025

* Fines up to €15M or 2.5% of global turnover

» Key Requirements:

Secure Design: State-of-the-art security by design and
default.

Vulnerability Management: Monitoring, updates, timely
patching, and reporting.

Technical Documentation: Full transparency on all
components (SBOM-like).

Security Support: Lifecycle security support and
updates.

Conformity Assessments: Class | (internal), Class Il
(third-party).

Incident Reporting: Report vulnerabilities to authorities.
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Challenges

» Manufacturers must meet diverse
cybersecurity standards to sell products in
different regions.

» Multiple regulations can be overwhelming
for manufacturers, requiring careful
navigation and understanding.

» Achieving compliance demands significant
resources in both time and financial
investment.

* Non-compliance leads to penalties, legal
risks, and loss of market access.
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Solution

« Manufacturers must prioritize compliance
efforts to ensure efficient and timely market
access.

* We analyzed 4 widely-used standards and
identified 8 common requirements that
manufacturers can prioritize to start aligning
with various regulations.
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Top 8 Common Requirements

Requirement

1. Authentication and Access
control

2. Vulnerability reporting

3. Secure and automated
software update

4. Secure Storage for protecting
security assets

5. Secure Communication

6. Software integrity

7. Data security

8. Input validation

ETSI EN 303645

PREN 18031-1

NIST IR 8425

ISO/IEC 27402

5.1 No universal default passwords

5.6 Minimize exposed attack
surfaces

5.2 Implement a means to manage

reports of vulnerabilities

5.3 Keep software updated

5.4 Securely store sensitive security

parameters

5.5 Communicate securely

5.7 Ensure software integrity

5.8 Ensure that personal data is
secure
6 Data protection provisions for
consumer loT

5.13 Validate input data

5.1 [ACM] Access control mechanism
5.2 [AUM] Authentication mechanism
5.10 [GEC] General equipment capabilities

5.3 [SUM] Secure update mechanism

5.4 [SSM] Secure storage Mechanism
5.11 [CRY] Cryptography

5.5 [SCM] Secure communication mechanism
5.11 [CRY] Cryptography

5.3 [SUM] Secure update mechanism

5.10 [GEC] General equipment capabilities

8.4 Interface Access
Control

9.2 Information and Query
Reception

8.5 Software Update

8.3 Data Protection
Capability

8.3 Data Protection
Capability

8.5 Software Update

8.3 Data Protection
Capability

8.4 Interface Access
Control

5.2.6 Interface access

5.1.3 Vulnerability disclosure
and handling processes

5.2.7 Software and firmware
updates

5.2.5 Protection of data

5.2.5 Protection of data

5.2.5 Protection of data
5.2.7 Software and firmware
updates

5.2.5 Protection of data
5.2.4 User data removal

5.2.6 Interface access



Harmonizing Compliance Across
Standards

Despite the variety, most standards share common
requirements, making full compliance achievable.

Country-specific regulations are largely based on four
key standards, streamlining efforts for compliance.

The upcoming EU Cyber Resilience Act may prompt
updates to existing European standards, especially in
areas like SBOM generation.

Key Takeaway: With careful alignment and
awareness of evolving regulations,
achieving comprehensive compliance is
within reach.
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Thank you

zahra.khani@keysight.com
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