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About CyberPass

CYBERPASS offers an Al-powered
platform that simplifies product
cybersecurity compliance, saving
time and reducing costs for

organizations.
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High means that the vendor delivers the product itself along with evidence that it conforms to the security requirements - an
independent accredited or notified third-party, not under control of the vendor, performs an assessment of the security based on at least: a
review to demonstrate the absence of known vulnerabilities; testing to demonstrate that the product correctly implement the security
functionalities; an assessment of their resistance to skilled attackers using penetration testing. This level provides assurance in that the
product have been evaluated at a level intended to minimize the risk of state-of-the-art cyberattacks carried out by actors with significant
skills and resources.
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‘We provide a fully comprehensive loT security by design, risk management, consulting, audit and certification services supported by
automated processes. We created the st Worldwide IoT products cybersecurity assessment platform and a unique specialized and
independent loT security lab with a disruptive business offer solving the technical and commercial challenges in 1oT. Qur framework covers the
whole loT solution from Chip to Cloud, is business-context driven and offers a proper security dimensioning with respect to the customer's ...
Read more

More about lab Red Alert Labs




Why Use ETSI EN 303 645 in a
Regulatory Compliance Framework?

« Standardization
« Simplification

 Trust Building
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However, Key Elements are M




Our Modular Approach
Covers the Following Areas

« Certification « Evaluation and « Impact
Policy and Certification Assessment
Process Guide Report
« Security « Vulnerability « Evaluation Report
Requirements for Management &
loT Products Disclosure Policy * Accreditation
Policy for
 Certification « Maintenance and Evaluation Bodies
Application & Impact
Agreements Assessments
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Certification Policy and Process

« Evaluation Criteria
« Stakeholder Roles & Responsibilities

« Appeal & Revocation Procedures
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Security Requirements
for loT Products

Based on ETSI EN 303 645

User security & privacy

Device resilience

Secure communications

Software updates
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Certification Application
& Agreements

« Standardized submission document

« Legal terms and conditions between parties
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Evaluation and Certification Guide

o Guidelines

« Evaluation Criteria

*
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Vulnerability Management
= & Disclosure Policies
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. ldentifying, prioritizing, addressing security issues
« Disclosure policies
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« Trust through transparency

©2024 Proprietary and Confidential. All Rights R

eserved.

2
RED /\LFRT L \Bg
IoT Sec



VIISULATE

IMPACT @ O Maintenance and Impact Assessments
REPORT N

0 LERDT TN S GOSN 5T m.a
Lo mxur;um O ZASIIS FESCOYIO LD RS 224 PN

« Ongoing patching and updates

« Evaluating changes affecting compliance

« Impact Report Template for manufacturers
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- - Evaluation Report Template

CYBERPASS

CyberPass Lab Report
« Standard format for assessment results

« Evaluation outcomes

Prepared by:

=

RED ALERT LABS
loT Security
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Accreditation Policy for Evaluation Bodies

e« Ensures evaluators meet ISO 17025
and ISO 17065 standards

e Criteria and Process

 Reliability and consistency across evaluations
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/ —_\ How CyberPass Simplifies
N\ Security Compliance

P

 Integration
 Efficiency

e Assurance
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How About Your Challenges?

SCAN ME




Bringing Trust to the
Internet of Things

A 3'rue Parmentier, 94140, Alfortville, France I

https://www.redalertlabs.com

b +339517907 87

RED ALERT LABS ¥ @RedAlertLabs
[oT Security |

/company/red-alert-labs
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