
Security Conference 2024

A Comprehensive Cybersecurity 
Certification Framework 
based on ETSI EN 303 645

Presented by: David Nosibor

October 2024



About CyberPass

          offers an AI-powered 

platform that simplifies product 

cybersecurity compliance, saving 

time and reducing costs for 

organizations.



Why Use ETSI EN 303 645 in a 
Regulatory Compliance Framework?

• Standardization

• Simplification

• Trust Building



However, Key Elements are Missing



Our Modular Approach 
Covers the Following Areas

• Certification 
Policy and 
Process

• Security 
Requirements for 
IoT Products 

• Certification 
Application & 
Agreements

• Evaluation and 
Certification 
Guide

• Vulnerability 
Management & 
Disclosure Policy

• Maintenance and 
Impact 
Assessments

• Impact 
Assessment 
Report

• Evaluation Report

• Accreditation 
Policy for 
Evaluation Bodies



Certification Policy and Process

• Evaluation Criteria

• Stakeholder Roles & Responsibilities

• Appeal & Revocation Procedures



Security Requirements 
for IoT Products

• Based on ETSI EN 303 645

• User security & privacy

• Device resilience

• Secure communications

• Software updates



Certification Application 
& Agreements

• Standardized submission document 

• Legal terms and conditions between parties



Evaluation and Certification Guide

• Guidelines

• Evaluation Criteria



Vulnerability Management 
& Disclosure Policies

• Identifying, prioritizing, addressing security issues

• Disclosure policies

• Trust through transparency



Maintenance and Impact Assessments

• Ongoing patching and updates

• Evaluating changes affecting compliance

• Impact Report Template for manufacturers



Evaluation Report Template

• Standard format for assessment results

• Evaluation outcomes



Accreditation Policy for Evaluation Bodies

• Ensures evaluators meet ISO 17025
and ISO 17065 standards

• Criteria and Process

• Reliability and consistency across evaluations



How CyberPass Simplifies 
Security Compliance

• Integration

• Efficiency

• Assurance



How About Your Challenges?



Bringing Trust to the 
Internet of Things
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