
Security Conference 2024

Industry Certifications for 
Smartphones and IoT Devices 
using ETSI Specifications

2024-10-17

Presented by:



Industry Certifications 
for Smartphones and 
IoT Devices using ETSI 
Specifications

2



Agenda

Industry Certification for Smartphones and IoT

GSMA MDSCERT

ADA CASA / MASA

CSA Product Security Certification

     



4

Industry Certification Schemes – Relevant Organizations

GSMA

✓ GSMA engages members, 
governments and civil society

✓ GSMA facilitates the 
industry’s focus on areas 

such security
✓ GSMA has the key members 

that are needed to make this 

certification program a 

success

✓ In 2022 GSMA launched a 

working party to define an 
industry run certification 

scheme for smartphones

✓ Launched in 2019 with a 
mission to make Play safer

✓ Expanded to cover mobile 
and cloud applications using 

OWASP standards
✓ Application assessments 

are critical for an end-to-end 

connected device security 

strategy

✓ In 2023 the ADA moved 

under the Linux Foundation 
with Google, Meta, and 

Microsoft as the Steering 
Committee

✓ Global organization that has 
been around for 20+ years 

focusing on IoT products
✓ Very strong representation 

from a variety of IoT vendors
✓ Formed the Product 

Security Working Group to 

define a harmonized standard 

and certification program for 

IoT devices

✓ Launched a 1.0 Spec that 
maps to NIST IR 8425, ETSI 

EN 303 645, and MRA with 
Singapore CLS

ADA CSA

https://www.gsma.com/services/fraud-prevention-security-services/did-you-know-security-is-so-important-in-2023-it-is-influencing-consumer-buying-decisions-for-smartphones/
https://security.googleblog.com/2019/11/the-app-defense-alliance-bringing.html
https://security.googleblog.com/2022/12/app-defense-alliance-expansion.html
http://mas.owasp.org
https://csa-iot.org/newsroom/the-new-united-states-cybersecurity-label-drives-forward-the-iot/
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GSMA MDSCert - Mobile Devices Security Certification scheme

▪ MDSCert aims to provide an industry-wide security assurance framework that increases 
the transparency of security capabilities of mobile devices, with a view to facilitating 
improvements in security levels across the whole mobile device ecosystem

▪ Mobile devices are evaluated against the ETSI Consumer Mobile Device Protection 
Profile (ETSI TS 103 732 series) and the GSMA MDSCert Supplemental Requirements for 
the security evaluation of mobile devices.

▪ The set of security requirements have been grouped into the following categories:
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• Cryptography

• Updates

• Preloaded applications and permissions

• Authentication

• User and privacy settings

• Device integrity

• Connectivity

• Vulnerability remediation and patching

• Device lifecycle

• Device bootloader

• Device security configuration

• OTA client and updates

• Device signing keys



GSMA MDSCert - Mobile Devices Security Certification scheme

▪ GSMA will NOT be the owner of the Scheme, only of the scheme documents

▪ The Scheme would consist of security evaluations carried out by accredited 
MDSCert Security Test Laboratories (MSTL) and overseen by the 
Certification Bodies (CB)

▪ Certificate validity: TBD by the CB (up to 2 years)

▪ Suitable certification procedures based on similarities

▪ Suitable certification maintenance procedures
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GSMA MDSCert - Mobile Devices Security Certification scheme

Digital & Product Solutions8

Security Assurance 
Level 1 

Verified Self-
Assessment through 

questionnaire

Security Assurance 
Level 2 

Functional Test + 
Documentation 

Review

Security Assurance 
Level 3 

Level 2 + 
Penetration Test

Assurance level ➔ 



GSMA MDSCert - Mobile Devices Security Certification scheme

o GSMA will NOT be the owner of the scheme, only of the scheme documents.

o Documents developed by the GSMA MDSCert WG containing the elements of 
the scheme

• FS.53 MDSCert Scheme Overview 

• FS.54 MDSCert Security Test Laboratory Accreditation 

• FS.55 MDSCert Evaluation Methodology 

• FS.56 MDSCert Security Requirements 

Digital & Product Solutions9



GSMA MDSCert - Mobile Devices Security Certification scheme

Development at GSMA

o Status

• Approved FS 53 / 54 / 55 by GSMA FASG (July 2nd, 2024) 

• Sent FS.56 for approval at FASG level

• FS.56 returned by FASG to DSG  for scope changes (Sep 30th, 2024)

• Approved FS 53 / 54 / 55 by ISAG (Sep 25th, 2024)

o Next steps

1. [FS.56] DSG (Device Security Group) to fix comments from FASG 

2. To send back FS.56 for approval at FASG (Fraud and Security Group) level

3. [FS.56] Approval at ISAG (Industry Specification Approving Group) level

4. Scheme docs publication ready for operation hopefully in Q4 2024 
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App Defense Alliance
CASA / MASA
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App Defense Alliance 

▪ The App Defense Alliance (ADA) is a collaborative initiative designed to protect the 
app ecosystem from security threats. Its goal is to provide a secure environment 
for app developers and users by identifying and mitigating vulnerabilities in 
mobile and cloud applications.

▪ Key Programs

▪ MASA (Mobile App Security Assessment)
▪ CASA (Cloud App Security Assessment)

▪ Benefits of ADA Programs

▪ Enhanced protection for mobile and cloud apps
▪ Certification from trusted industry experts
▪ Compliance with industry security standards
▪ Increased trust and confidence from users and businesses

CASA / MASA
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App Defense Alliance 

▪ MASA is a security program under the App Defense Alliance (ADA) aimed at improving 
the security of apps on Google Play. It offers developers an independent security 
assessment based on OWASP MASVS (Mobile Application Security Verification Standard)

▪ Authorized 3rd party Lab Assessment
▪ Google Play Badge

▪ Process

1) Contact Lab
2) Assessment
3) Certification

Mobile Application Security Assessment
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App Defense Alliance 

▪ Cloud App Security Assessment (CASA) is a security assessment framework under the 
App Defense Alliance (ADA) for cloud-based applications based on OWASP ASVS. It helps 
cloud app developers improve security posture by evaluating and certifying apps against 
industry best practices.

▪ Key Benefits
▪ Independent security verification
▪ Enhanced trust and credibility
▪ Compliance with cloud security standards
▪ Risk based

▪ Program Tiers

▪ Level 1: Developer tested & verified 
▪ Level 2: Developer tested & Lab verified
▪ Level 3: Lab tested & verified

Cloud Application Security Assessment
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App Defense Alliance – Linux Foundation 

▪ Development of new profiles (v0.9)
▪ Mobile Application
▪ Web Application
▪ Cloud App & Config

▪ Certification Scheme (WIP) 
▪ Evaluation Methodology
▪ Lab Accreditation
▪ Scheme overview

▪ Next Steps 
▪ Formal approval expected by Q4

New Profiles – Current Status



CSA IoT Security 
Certification Program
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Global Collaboration 

Since 2002, Connectivity Standards 

Alliance has been dedicated to simplifying 

the complex, creating an open path to IoT 

adoption and innovation, and promoting 

universal open standards, enabling all 

objects to securely connect & interact.

CSA is a multi-standards group enabling 

collaboration across IoT players, 

accelerating market growth and delivering 

value to our members & the industry.

What CSA does: 

• Standards Development 

• Testing and Certification 

• Market Reach and Influence 

Connectivity Standards Alliance © 2023

Global Leadership
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18 CSA IoT Device Security Certification Program 1.0

Current Situation
IoT Device Security Certification Program 1.0

Attacks against IoT systems 

continue to grow

In numbers, sophistication, and impact

National certification/labeling 

programs

USA, Singapore, Finland, etc.

Governments are responding 

with standards and regulations
✔ USA - NIST 8259, NIST IR 8425, NIST SP 800-213, 

and various laws

✔ EU -USA Cyber Security Act, Cyber Resiliency Act 

and revised Radio Equipment Directive

✔ Referencing standards such as IEC 62443 & ETSI 

EN 303 645

✔ UK -  Product Security and Telecommunications 

Infrastructure bill: Singapore, Finland, China, etc.

Diverging requirements will lead 

to high costs and complexity
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Product Security - A Global Approach

+ More to Come in the Future

ETSI EN

303 645

CLS

 Regulation

NIST IR

8425

CSA Solution

Create a product security 

certification, based on global 

requirements

Certify once, qualify everywhere

▪ USA - NIST IR 8425

▪ ETSI EN 303 645

▪ Singapore - CLS Regulation

IoT Device Security Certification Program 1.0
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Product Security Verified Mark

The Product Security Verified Mark is confirmation a product meets the 
specification security requirements, with the goal of inspiring consumer 
confidence. 

▪ When displayed prominently on certified product 
packaging, store signage, and online platforms, 
this Verified Mark builds trust by serving as a 
marker for secure IoT devices. 

▪ A printed URL, hyperlink, QR code, or a 
combination of these representations on the 
Product Security Verified Mark gives consumers 
access to more information about the device’s 
security features.

IoT Device Security Certification Program 1.0
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IoT Device Security Certification Program

▪ IoT Device Security Certification Program 1.0

▪ Scope: IoT Device (No need to use Matter)
▪ Aligned with NIST IR 8425 / ETSI EN 303 645
▪ Verified Self Assessment (Level 1)
▪ MRA with Singapore

▪ Relevant Documents for Certification Program

▪ Specification
▪ Evaluation Questionnaire
▪ Assessment Guidance

IoT Device Security Certification Program 1.0

Customer fulfills 
Questionnaire ATL Review CB Approval



Product Security Certification Program v1.1
Next Steps 

▪ Compliance with RED / CRA

▪ Additional MRA 

▪ Product Scope ( Mobile Application / Cloud Services)

▪ Alignment with latest document from FCC (US Cyber Trust Mark) 

▪ Security Profiles (Verticals) 

▪ Security Assurance Levels  

▪ Recognition of third party assessments



Industry Certifications for Smartphones and IoT Devices
Harmonization across Standards for Connected Devices

OS

SE

SoC

TEE

App1 App2 App3

SoC

TEE

OS

MASACASA
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Thank you
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