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• TELEMETRY delivers reliable tools, techniques, and methods for 
cybersecurity testing and vulnerability detection at both component and 
system level, piloting of prototype tools, architecture, and framework in 
aerospace, manufacturing, and telecommunications use cases.

• Aviation: focusing on the cargo monitoring system to improve flight 
security

• Smart Manufacturing: security monitoring of production machines, 
routers, IoT devices.

• Telecom Use Case: security testing of IoT devices (Home Gateway)

Poster: TELEMETRY: a novel approach to cybersecurity testing and 
assurance
Poster Overview:

What you will learn:
The project completed the first verification iteration of the developed tools in the three different use cases scenarios.
Considering the context of the Telco use case dedicated to the Security Testing:

• Prioritizing CVEs and detecting 0-days early is feasible and shows strong potential.
• Advanced tools (SBOM Generator, Dynamic Risk Analysis) can overcome current limits in vulnerability prioritization.
• Fuzzing remains highly effective, as demonstrated by the discovery of new 0-days in real products.

Presented by
Paolo De Lutiis – Manuel Leone / TIM
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• C-ITS security is based on ECC asymmetric crypto. It will 
be broken by Quantum Computers   

• Encrypted messages are using the ECIES scheme 
specified in IEEE 1609.2

• What solution for the replacement of ECIES?
• Our hybrid solution allows to move to QSC in advance

Poster: ML-KEM-ECIES: A hybrid Key Exchange and Encryption
Scheme Based on CatKDF for C-ITS

Poster Overview:

What you will learn:

• We present the hybrid ML-KEM-ECIES key exchange 
• It is built on the Concatenate hybrid key exchange mechanism (CatKDF) [ETSI 103 744]
• The specification integrates the KDF2 key derivation, allowing the reuse of existing 

implementations
• Our solution is suitable for C-ITS, with low performance penalty compared to pure PQC. 

Presented by
Brigittte Lonc/IRT-SystemX 
(in the frame of SystemX Cybersecurity for Trusted 
Mobility (CTM) project)



© ETSI 2025. All rights reserved.

• Post-quantum crypto increases randomness & entropy needs
• Replaced SHAKE-based XOFs in ML-KEM-512 with direct QRNG 

injection
• Achieved 4.56% faster computation but 7.7× larger keys
• Required 65× more entropy per session than standard
• Only viable for specialized hardware with integrated QRNGs
• Keys must remain internal to device for viability

Poster: Replacing XOFs with Fresh Entropy in ML-KEM

Poster Overview:

What you will learn:
• Impact of post-quantum migration on entropy infrastructure
• Trade-offs between computation and entropy consumption
• Performance comparison: direct entropy vs XOF expansion
• Practical limitations: TLS incompatibility, key size overhead
• Hardware requirements for high-throughput deployments
• Alternative approaches: SHAKE acceleration vs direct entropy

Presented by
José Ramón Martínez 
Quside
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• Overview of the quantum threat on embedded systems
• Discussion on the “urgency” of adaptation
• A bird-view on quantum threat analysis and risk 

assessment (TARA)
• Migration timeline focused on embedded systems 

(especially automotive)

Poster: Not if, but when: The case of universal post-quantum 
readiness
Poster Overview:

What you will learn:
• The embedded domain’s constraints when migrating to PQC (Post-quantum 

Cryptography)
• The impacts of the Quantum threat on an automotive vehicle
• The joint efforts that need to be synchronized between OEMs, suppliers, and 

standardization bodies when migrating to PQC.

Presented by
Mouna WAMRA - Bertrandt
Fadiga VAKANGA - Bertrandt
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• The CUSTODES project -A Certification approach for dynamic, 

agile and reUSabIe assessmenT
• fOr composite systems of ICT proDucts, servicEs and processeSqw

• asewXxx e

• Objectives,
• Approach
• Tools
• Pilots

Poster Title: CUSTODES

Poster Overview:

What you will learn:

• The Cybersecurity certification workflow
• The CUSTODES proposition
• Trust Challenges for the certification actors
• Custodes Toolset
• Custodes USE Cases

Presented by
Andreas Miaoudakis, Cyberalytics Limited
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• Benchmark of TLS 1.3 with post-quantum cryptography
• KEM fixed to hybrid X25519MLKEM768
• Authentication with new PQC digital signatures
• New FIPS 204 and 205
• Some algorithms from NIST Round 2
• Local network simulation for losses and delays

Poster: Benchmarking TLS 1.3 with PQC on Realistic Network 
Conditions 
Poster Overview:

What you will learn:
• How to benchmark TLS 1.3 with OpenSSL
• How to simulate realistic networks on Linux using network namespaces, veth and netem
• Some insights about the impact of new digital signatures on TLS handshake
• Bonus: Chameleon certificates and related certificates (RFC 9763)

Presented by
Iyán Méndez Veiga

Affiliations:
Lucerne University of Applied Sciences and Arts
https://www.hslu.ch/en/acs

Institute for Theoretical Physics, ETH Zurich
https://qit.ethz.ch/
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Demo: Benchmarking and Visualizing the PQC Digital Signatures Zoo  
Demo Overview: https://pqc.crypto-lab.ch/

What you will learn:
• Benchmarking post-quantum cryptography signatures with liboqs
• Creating interactive visualization with Plotly + Dash

Presented by
Iyán Méndez Veiga

Affiliations:
Lucerne University of Applied Sciences and Arts
https://www.hslu.ch/en/acs

Institute for Theoretical Physics, ETH Zurich
https://qit.ethz.ch/
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Demo:  Operationalizing SBOM practices across product and 
security teams
Demo Overview:

What you will learn:
• How to assess the completeness and trustworthiness of SBOMs to strengthen supply chain security.
• Understand how enriched SBOM data improves decision-making during vulnerability management.
• Gain practical insights into aligning SBOM practices with regulatory and audit requirements.
• Apply SBOM use cases such as licensing, provenance, and risk tracking to boost efficiency and collaboration.
• See how SBOMs can support faster and more accurate incident response workflows.
• Learn from real customer case studies that show how SBOM Studio and SBOM Consumer deliver measurable 

security and visibility into organizations assets and business value.

Presented by
Dmitry Raidman
CTO & Co-founder

SBOM Studio and SBOM Consumer

• Validate and measure quality for produced SBOMs
• Import, enrich and visually observe SBOMs
• See related vulnerabilities and risk in SBOMs
• Monitoring of SBOM for regulatory compliance
• SBOM use cases, OSS licensing, software provenance
• Incident response trough SBOM - Shai-Hulud
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• A security and trust solution for 6G transport networks.
• Dynamic relationships between an operator and multiple 

providers.
• Integration of key technologies: DLT, SSLAs/TSLAs, CLs and AI.
• Protection of the transport connectivity service against DDoS 

attacks.

Demo: Packet and Optical Transport Providers Security 
Enforcement in Multi-Stakeholder Untrusted Networks
Demo Overview:

What you will learn:
• A proposed new way for operators to interact with many different security providers 

using SSLAs/TSLAs.
• Blockchain as the key element to keep track of what is offered vs. requested.
• The management of trust parameters to evaluate how trustworthy is each provider 

during and after their performance.
• The use of (ETSI ZSM) CLs and AI to protect the E2E service across multiple domains.

Presented by
Dr. Pol Alemany
Centre Tecnològic de Telecomunicacions de 
Catalunya (CTTC-CERCA)

Related projects: ACROSS / 6G-OPENSEC
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• Challenge: SMEs drown in logs; partners lack app context; 
central hoarding breaks least-access and inflates cost.

• Filter at source: Moniscient whitelists known-good; only 
anomalies leave the host (data minimization).

• Ingest and fabric: Kafkatail → Kafka 3.x (KRaft, TLS+SASL, 
ACLs) → ksqlDB windows/joins.

Demo: Hay-Free Logging: Real-Time Whitelisting and Stream-
SQL Analytics for a Minimal-Ops SOC
Demo Overview:

What you will learn:

• Detection and context: Logsnapgen (SQLi, scans, auth streaks) + Aranei 
enrichment → actionable events.

• Demo objective: SQLi burst → filtered, detected, enriched, alerted 
end-to-end; prove Zero Trust + lower SIEM/storage cost.

Presented by
Hans Christiaan de Raad - OpenNovations
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• Security of industrial applications that use remote rendering, where complex graphics 
are computed on a server and then streamed to the user’s AR or VR glasses.

• System's ability to protect collaborative sessions, such as multiple users inspecting a 
3D CAD model of an engine in a VR environment.

• Security of multi-user AR sessions used for tasks like virtual prototyping.
• Tested threats tested: API Exposure and DDoS attacks that cause network congestion.
• HORSE Security platform can work across a full 5G network infrastructure.
• Offloading complex 3D application rendering to server, specifically for HOLO apps.
• Server transmits rendered output as stream to AR/VR glasses using  HOLO technology

Demo: Exploring 6G Security via HORSE platform: Real-
timeThreats and Mitigation in AR Server/Client Interactions.
Demo Overview:

What you will learn:
• How Threat Prediction workflow works by identifying potential APIExp and DDoS threats and defining defense policies before the attack 

starts.
• How Threat Detection process uses these pre-assessed policies to quickly identify and respond to a live attack in real-time.
• Importance of IA-NDT, which tests defense actions on a virtual replica of the network to predict the results and check KPIs before 

enforcement.
• How CAS component validates suggested defense actions, ensuring they do not break any existing network rules or policies.
• Mechanism for handling different types of input data for security analysis, using Log data for API Exposure and raw traffic for DDoS attacks.
• Full integration path of security components, from monitoring the infrastructure and applying AI (DTE) to creating an intent-based 

command that is enforced by the system.

Presented by

Alex Carrega - CNIT 
(alessandro.carrega@unige.it)

HORSE Project H2020
(https://horse-6g.eu)
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• Production Device Anomaly Detection: Detection of production anomalies 
through the Robot Anomaly Detection tools

• Network Anomaly Detection: Detection of network anomalies for identifying 
suspicious network activities that could indicate potential cyber threats.

• Vulnerability detection: SBOM based vulnerability detection
• Trust and Risk assessment: Automatic trust and risk evaluation based on factory 

events
• Data Space Logging: Transparent documentation of all factory events in an audit-

proof data space

Demo: TELEMETRY: Cyber Security Resilient Smart Manufacturing
 
Demo Overview:

What you will learn:

• How anomaly detection tools can be used to detect anormal production equipment 
behaviour and suspicious network traffic without having to manually create rules

• How system vulnerabilities can automatically be flagged through automatic SBOM 
validation

• How system risk and trust scores can be calculated based on those events

Presented by:

Jens Kuhr – Nokia
Robert Seidl - Nokia

https://telemetry-project.eu
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• Edge-to-cloud continuum 
• Multi-tenant isolation
• OpenNebula orchestration
• Hardware-based security
• Cryptographic remote attestation
• AI/ML workloads

Demo: Confidential Computing Continuum from Edge to Multi-
Cloud toward 6G
Demo Overview:

What you will learn:
• Deploy secure enclaves
• Implement multi-tenant architectures
• Configure remote attestation
• Execute confidential AI workloads
• Monitor security metrics
• Apply 6G security principles

Presented by
Massimiliano Gimondo/NextGCloud 
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• Live experiment in a secure local cloud environment
• Execution of attack using real ransomware
• Real-time observation of protected vs. unprotected 

services
• Post-attack analysis and insights

Demo Title: Cloud Anti-Ransomware

Demo Overview:

What you will learn:

• Why current detection and reaction mechanisms are challenged in front of ransomware
• How cloud-hosted applications can be efficiently secured against ransomware
• Why the Cloud Anti-Ransomware solution is unique
• What are the technical and business benefits of the solution

Presented by
Wojciech Niewolski / Orange Polska S.A.
Krzysztof Bocianiak / Orange Polska S.A. 
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