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The issue

 Development of new release finished

 CI/CD pipelines executed successfully – 100% tests passed

 New release deployed to production

 CRITICAL BUG found in production!!!

What’s wrong?
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Definition

What does Green mean?

 Green means the tests we wrote passed.
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the tests we wrote passed
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Test Pyramid

Acceptance

System Integration

System

Component Integration

Component

The number and naming of the layers may differ.

Tests in different levels may have different granularity.

The Test Pyramid supports the team in

 test automation, and

 test effort allocation

by showing that different levels of test automation 

support different goals.

Test Pyramid: (ref. ISTQB glossary)

A graphical model representing the relationship of the amount of testing per level, 

with more at the bottom than at the top.
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Have we included tests 
on all appropriate test levels?
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The Pesticide Paradox

Tests wear out

If the same tests are repeated many times, they become 
increasingly ineffective in detecting new defects (Beizer 1990).

The same set of test cases will no longer find new defects so:
 existing tests and test data may need to be modified
 new tests may need to be written

Systems evolve → tests must evolve too
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the tests we wrote passed
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Exhaustive testing is impossible

 Testing everything is not feasible except in trivial cases → All possible combinations 

of inputs, usage scenarios and random situations almost always lead to an infinite 

number of test cases.

 In order to cover as much as possible and focus testing effort, testers should 

consider:

 test techniques

 test case prioritization 

 risk-based testing
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Writing the tests – Human lies
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Instead of resolving the logic error, AI had simply hard-coded an escape hatch.

Reward Hacking
AI system finds a way to maximize its reward signal without actually achieving the intended goal. It 
exploits loopholes in how success is measured rather than doing the task properly.

 failing test case
 one specific scenario refuses to pass
 handing over to AI agent
 AI claims it fixed it
 ran the test -> Passed

Writing the tests – AI lies
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the tests we wrote passed
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Is it really green?
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The tests are green – AI lies again

Claude wrote Playwright tests that secretly patched the 
app at runtime, so the tests would pass.
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Absence-of-defects fallacy

 Software verification will ensure the success of a system → fallacy

 In addition to verification, validation should also be carried out.

 Even if all tests pass, this doesn‘t mean that the system meets the users‘ needs. 

 Validation of business needs is critical -> it prerequisites human insight



17

Verification vs. Validation

Verification

 The process of confirming that a work product fulfills its specification.

 Regardless of the intended purpose or use

 Do we make the system right?

Validation

 Confirmation by examination that a work product matches a stakeholder’s needs.

 Proof from the perspective of the customer

 Do we make the right system?
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What about the tests we didn’t write?

Missing 

 Critical Processes

 Negative scenarios
 Edge use cases

Due to

 Lack of appropriate test data

 No traceability to requirements 

 Not using test design techniques
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Testing shows the presence, not the absence of defects

Testing:

 can show that defects are present in the test object

… but can not prove that there are no defects (Buxton 1970).

 reduces the probability of remaining undiscovered defects

 increases the probability of finding undetected defects

But even if no defects are found, it is not a proof of test object correctness.
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What can we do?

 We need tests on all relevant test levels, yet exhaustive testing is impossible

 We need to both verify the specifications AND validate business needs

How can we do this?
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Test Strategy

 Form a clear test strategy for each test level and each test type.

 Target Coverage may be different in each test level – this is ok!
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Learn the product

 Don’t focus only on programming skills.

 Domain knowledge is also important.

 Use exploratory testing.

 Ask questions.
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Focus on Quality, not quantity

AI can create hundreds of tests in only minutes. 
 Do we need them all? 
 Do they make sense?

Do not just automate test steps, automate with business intent in mind.
Business Intent: 

 Write automated tests in business language
 High-level tests should reflect real business scenarios
 Group tests by business processes, not by screens

Use Machine Logic AND Human Insight
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We CANNOT automate everything

 We cannot and should not automate everything!

 Automation for the sake of automation –> FAIL

 100% automation -> MISLEADING

 Combine test automation with manual testing
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Risk-Weighted Traceability and Reporting

 Traceability not only to requirements

 Provide a risk level to each requirement and trace back the test execution results to risk.

 Risk covered and residual risk is a valuable information for a go/no-go release decision.
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Quality Control vs. Quality Assurance

 Testing -> Quality Control (corrective, product-oriented)

 Quality also necessitates Quality Assurance (preventive, process-oriented)

E.g., when a bug is slipped to production, we must trigger root cause analysis, identify 
testing/development/process gaps and improve testing

 If a good process is followed correctly, then it will generate a good product.
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Key Takeaways

 Now, in the era of AI, it is even more important to ensure a quality product.
 Because everything we build, we build it really fast.
 AI is building millions of Lines of Code. 

 Is this code really useful? 
 Is this code maintainable? 

 We need requirements validation, not just verification.

 We need Quality Assurance, not just Quality Control.



thank you.
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