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Abstract \— ¥

Evaluate prompt engineering for generating structured requirements from natural language and assess
their usefulness for LLM-based test case generation.

Funded by:
® The Y GENIUS project!.

@® Generative Al for Software Development Life Cycle.

® ITEA 4 project, participants from Germany, Austria, Belgium, Finland, Portugal, UK, Turkey and Canada.
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Requirement Formalization N\ Y

Ideally, requirements should be:
@® Understandable
@® Testable / Verifiable
@® Unambiguous
@® Traceable

In reality, requirements are often unclear, lack provenance, and are not directly usable.

LIGLL

How the customer How the project leader How the analysl designed How the programmer What the customer really
explained it understood it wrote it needed

© ETSI 2025. All rights reserved.
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Language for Embedded Safety and Security X\ Y

(LESS)

® Domain Specific Language (DSL) with a formally specified grammar.
@® Describes safety and security requirements!2,
@® Controlled Natural Language (CNL):

@® Requirements follow a strict syntactic template.

@® Almost natural sounding sentences.

@ Structured, precise, and machine-interpretable.

/ﬂr_ ~RIDCESE - h

r ' /| eprovioe | \
|<When?:> , , \ Lwhnm‘?:: THE! | <thing to be
Under whal | THE SYSTEM —}:E{ | pseldgl processeds

tonditions? >} <Process> JI||' <process detail>

BE ABLE TO
<process>

Fig 1: Rupp template!3!
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Language for Embedded Safety and Security "~ %
(LESS)

@® Natural language requirement:

If auto mode is on, the server should be able to change the current pressure

@® Equivalent LESS expression:
WHILE auto_mode IS selected THE server SHALL BE ABLE TO adjust current_pressure

© ETSI 2025. All rights reserved.
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Language for Embedded Safety and Security N\

(LESS)

WHILE auto_mode IS selected THE server SHALL BE ABLE TO adjust current_pressure

\

System activity

Obligation
<Process verb 0..n>

7 / ENSURE | DETECT | _
Conditional Subject SHALL ALLOW | PREVENT | Object

. SWITCH
<Conditions 0..n> > <Component name> . <Component name>

While |If .. THEN.. | DURING A |AN | THE | ALL | EACH

External condition

IF AND ONLY IF

1

PROVIDE <x> WITH A |AN | THE | ALL | EACH
SHALL NOT THE ABILITY TO
<process verb>

BE ABLE TO
<process verb>

Fig 2: Breakdown of a LESS expression

© ETSI 2025. All rights reserved.
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Large Language Models (LLMs) in Software \
Engineering
® LLMs can support automating software engineering tasks.

Requirements and
design

®

Key challenge is generating structured outputs that strictly follow
predefined grammar rules.

@® State-of-the-art present several solutions:

@® Grammar Constrained Decoding (GCD): masks invalid tokens during
decoding!l.

Code generation

A

LLM

@® Grammar Aligned Decoding (GAD): constrains decoding while
preserving the model’s natural distributionl®!,

@® Current methods are often complex to implement and introduce
additional generation overhead.

Testing and quality
assurance

Fig 3: LLMs in software development

© ETSI 2025. All rights reserved.
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Objectives 2
1 Evaluate prompt engineering for generating requirements that follow the rules of a target DSL called
LESS.
2 Compare LLM-based test case generation from LESS requirements and natural-language

requirements.

3 Benchmark multiple models across industrial use cases to assess practical applicability.

© ETSI 2025. All rights reserved.



. ETSI7__\\
Case Studies \\y

Ventricular Assistive Device (VAD):
@ Industrial case study from Berlin Heart GmbH.
@® Many regulatory requirements.
@ High safety criticality.
@® Only aggregated results can be shared!®l.

2 Apr. 6:57m
*r Electric vehicle

E-GAS monitoring concept!’!: (—
@ Industrial example from the literature. i | m 100%
@® High security relevance. - a0 S

# AC charger 100%

@ All results along with prompts, application used for experimentation, analysis of
results, aggregated counts are openly availablel8l,

Departure time has not been set.

Fig 4: Medical and automotive domain case
studies

© ETSI 2025. All rights reserved. e
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DeepSeek-V3

requirements (for
DeepSeek-V3.1

conversion)

I REQ_Prompt :
! LLM Response I Dynamic Validation
: e LESSgrammar . I
I description 1. GPT-40 e reqmremer.\ts : e Uses LESS grammar
: e LESS vocabulary )| & G6PT-5 » * NLP-LESSpairs i » e Line-wise check
| 3. meta-llama3.1- 8B e Json formatted I
I'| « Few-shotexamples 1
I 4. meta-llama 4- 17B I
1| ® Naturallanguage 5 I
| . I
1 6. 1
- I
- I
|

Correct Results 4 Incorrect Results

Formatted Requirements Formatted Requirements
e Satisfies LESS e NOT satisfying LESS

Test Generation /

© ETSI 2025. All rights reserved.

Deterministic

LLM-assisted LESS-based

LLM-assisted NL-based

LESS requirements
Python scripts to
generate JSON
formatted test cases.

LESS_to_TEST_prompt
(LESS grammar, LESS
Vocabulary, few-shot
examples, LESS requirements
for test generation)

LLM for test case generation
Generate JSON formatted test
cases

NL_to_TEST_prompt

(LESS vocabulary, few-shot
examples, natural language
requirements for test
generation)

LLM for test generation
Generate JSON formatted test
cases

Fig 5: Experimentation workflow
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Experimental Setup and Outcomes: "~ 2
Requirement Formalization

REQ_Prompt
LLM Response

e LESS grammar
s . GPT-4o0 LESS requirements

. GPT-5 e NLP-LESS pairs
. meta-llama 3.1- 8B e Json formatted

description 1
2
3
4. meta-llama4- 17B
5
6

\ 4

e LESS vocabulary

A 4

e Few-shot examples

e Natural language
requirements (for

. DeepSeek-V3
. DeepSeek-V3.1

conversion)

e e e e e e ey

® Few-shot learning (FSL) examples: 7 + 5 (VAD + EGAS)
@® Natural language (NL) to LESS expressions: 28 + 25 (VAD + EGAS)

@® Models:
@® VAD: GPT-40, meta-llama 3.1 (6-bit), and DeepSeek-V3
@® E-GAS: GPT-5, meta-llama 4 (4-bit), and DeepSeek-V3.1

© ETSI 2025. All rights reserved.
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Experimental Setup and Outcomes: \" 2
Requirement Formalization

Table 1: Requirements generated by LLMs within the E-GAS case study. Total NL requirements: 25; FSL samples: 5

Prompt Model Syntactically Correct Generations Syntactically Incorrect Generations

Exact Matches Syntactically Different Semantically Incorrect Misclassification Error Hallucinations Incompleteness Others

GPT-5 14 4 1 2 3 1 1
REQ Prompt Llama4-17B 13 2 0 0 8 4 1
DeepSeekV3.1 16 5 0 0 3 2 0

Results:
@® Most requirements are exact matches.
@® Larger models followed instructions without explicit FSL examples.

@ Hallucinations were rare for larger models.

© ETSI 2025. All rights reserved.



Experimental Setup and Outcomes: Test
case Generation

REQ_Prompt
LLM Response Dynamic Validation
e LESS grammar .
description GPT- 40 = requlremer?ts e Uses LESS grammar
GPT-5 »| ® NLP-LESSpairs » e Line-wise check

e LESS vocabulary

e Few-shot examples

e Natural language
requirements (for
conversion)

Y

meta-llama 3.1- 8B
meta-llama 4- 17B
DeepSeek-V3
DeepSeek-V3.1

I S

e Json formatted

ETSI 7\

N

4

Correct Results < Incorrect Results

© ETSI 2025. All rights reserved.
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Formatted Requirements
e Satisfies LESS

Formatted Requirements
e NOT satisfying LESS

Test Generation

Deterministic

LLM-assisted LESS-based

LLM-assisted NL-based

e LESS requirements

e Python scripts to
generate JSON
formatted test cases.

LESS_to_TEST_prompt
(LESS grammar, LESS
Vocabulary, few-shot
examples, LESS requirements
for test generation)

LLM for test case generation
Generate JSON formatted test
cases

NL_to_TEST_prompt

(LESS vocabulary, few-shot
examples, natural language
requirements for test
generation)

LLM for test generation
Generate JSON formatted test
cases

Fig 5: Experimentation workflow
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Experimental Setup and Outcomes: Test N\ 2
® FSL examples: 7 +5 (VAD + EGAS)
@® Manually generated test cases from FSL examples from Req_Prompt
@® Models:
@® VAD: GPT-40, meta-llama 3.1 (6-bit), and DeepSeek-V3
@® E-GAS: GPT-5, meta-llama 4 (4-bit), and DeepSeek-V3.1
. Test Generation T TTTTTE 1
| |
: Deterministic LLM-assisted LESS-based LLM-assisted NL-based :
| |
: LESS reaut e LESS_to_TEST_prompt e NL_to_TEST_prompt :
I * requements (LESS grammar, LESS (LESS vocabulary, few-shot i
I e Python scripts to i I
I Vocabulary, few-shot examples, natural language !
| generate JSON examples, LESS requirements requirements for test |
I formatted test cases. f . . I
I or test generation) generation) I
| e LLM for test case generation e LLM for test generation |
: e Generate JSON formatted test | |e Generate JSON formatted test :
I cases cases 1
| |
| |
e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e |
Fig 5: Experimentation workflow @
© ETSI 2025. All rights reserved.
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case Generation

Table 2: Test cases generated from LESS requirements (LESS_to TEST prompt) and from NL requirements (NL _to_TEST_ prompt)
within the EGAS case study.

Prompt Model Total LESS specifications Correct Generations Incorrect Generations

Misclassification Error Incompleteness Error Hallucination Others

GPT-5 18 12 (67%) 0 1 0 5
LESS to TEST prompt Llama4-17B 15 14 (93%) 0 1 0 0
DeepSeekV3.1 21 15 (71%) 3 3 0 0
GPT-5 18 9 (50%) 6 1 3 8
NL to TEST prompt Llama4-17B 15 9 (60%) 5 6 5 6
DeepSeekV3.1 21 11 (50%) 4 9 9 4

Results:
@ High success rate when converting LESS requirements to test cases.

@ Natural language to test case generation leads to hallucinations and incorrect details.

© ETSI 2025. All rights reserved.
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Discussion and Conclusion \ H

Discussion:

@® Well-designed prompts improve accuracy and reduce errors across both
large and small models.

® Grammar rules should be defined in a way models can understand.

@® FSL samples should be selected carefully, especially for small models.

@® Generating test cases from intermediate representations (IR) like LESS
reduces ambiguity, improving generation accuracy.

@® Drawbacks:
® Developers need to have understanding of the DSL grammar structure.

@® Iterative improvement.

Conclusion:

@ Models can reliably adhere to grammar constraints when prompted
correctly.

@ Case studies demonstrate feasibility of our approach.

© ETSI 2025. All rights reserved.
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Language for Embedded Safety and Security "~ 2
Natural language requirement
The ECU may adjust the left EPU during valve operation only when the right EPU is in the stopped
state, and whenever the right EPU is in the stopped state during valve operation, the ECU may
adjust the left EPU.
LESS equivalent:
WHILE Valve IS operated THE ECU SHALL BE ABLE TO adjust THE left_epu IF AND ONLY IF right_epu
IN is_stopped
Conditionals | Object Attributes | Subject |Obligation| System Activity Object External Condition Relaxes
WHILE Valve operated THE ECU| SHALL |BE ABLE TO adjust | THE left_epu | IF right_epu IN is_stopped -

© ETSI 2025. All rights reserved.
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Language for Embedded Safety and Security " 2

Natural language requirement:
1. The clinical user interface should display the description of auto mode if auto mode is selected

2. If both pumps and cannulae are in setting, and the combination is not recommended in PCM, the user
should immediately receive a message

LESS equivalent:
1. IF auto_mode IS selected THE clinical_ui SHALL display THE description OF auto_mode

2. IF pumps AND cannulae IN setting AND combination IN not_recomended _in_pcm THE user SHALL
receive A message

© ETSI 2025. All rights reserved.



: _ ETSI(__
Results: Requirement Generation "~ Y

Prompt Model Syntactically Correct Generations Syntactically Incorrect Generations

Exact Matches Syntactically Different Semantically Incorrect Misclassification Error Hallucinations Incompleteness Others

GPT-4o 21 1 1 3 1 1 0
REQ Prompt Llama3-8B 15 5 2 2 2 2
DeepSeek 21 1 2 3 1 0 0
Requirements generated by LLMs within the VAD case study. Total NLP requirements: 28; FSL samples: 7
Prompt Model Syntactically Correct Generations Syntactically Incorrect Generations

Exact Matches Syntactically Different Semantically Incorrect Misclassification Error Hallucinations Incompleteness Others

GPT-5 14 4 1 2 3 1
REQ Prompt Llama4-17B 13 2 0 0 8
DeepSeekV3.1 16 5 0 0 3 2 0

Requirements generated by LLMs within the EGAS case study. Total NLP requirements: 25; FSL samples: 5

© ETSI 2025. All rights reserved.
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Results: Test Case Generation \ Y

Prompt Model Total LESS specifications Correct Generations Incorrect Generations

Misclassification Error Incompleteness Error Hallucination Others

GPT 4o 92 17 (T7%) 5 0 0 0
LESS to TEST prompt Llama3-8B 15 12 (80%) 2 3 0 0
DeepSeek 22 20 (90%) 2 0 0 0
GPT 4o 22 13 (59%) 4 10 0 0
NL to TEST prompt Llama3-8B 15 11 (73%) 2 3 1 2
DeepSeek 22 15 (68%) 2 4 2 0

Test cases generated from LESS requirements (LESS_to_TEST_prompt) and from NL requirements (NL_to_TEST_prompt); VAD case study

Prompt Model Total LESS specifications Correct Generations Incorrect Generations

Misclassification Error Incompleteness Error Hallucination Others

GPT-5 18 12 (67%) 0 1 0 5
LESS to TEST prompt Llama4-17B 15 14 (93%) 0 1 0 0
DeepSeekV3.1 21 15 (71%) 3 3 0 0
GPT-5 18 9 (50%) 6 4 3 8
NL to TEST prompt Llamad-17B 15 9 (60%) ) 6 5 6
DeepSeekV3.1 21 11 (50%) 4 9 9 4

Test cases generated from LESS requirements (LESS _to TEST prompt) and from NL requirements (NL_to _TEST_ prompt); EGAS case study

© ETSI 2025. All rights reserved.
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RequirementClassification: |
SafetyGoal
SafetyFunctional
SafetyTechnical
SecurityGoal
SecurityFunctional
SecurityTechnical

1.

Variables: [
systolic pressure,
diastolic pressure,

Components: [
compact drive,
user,

] r
ObjectAttribute: [
engaged,
current,
invalid,

] r

States: |
is running,
is stopped,
bvad mode,

] r

Requirements : |

Requirement: Req genl
RequirementClassification: SecurityFunctional

{
WHILE bvad mode THE system SHALL BE ABLE TO pause THE left epu TIF AND ONLY IF right epu IN is stopped

) Fig: /spec_doc/berlin_heart.ess
© ETSI 2025. All rights reserved.
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Your task is to convert the natural language requirements into LESS
requirements. The LESS formatted requirements are controlled
language requirements that follow the following rules:

1. Conditional: each requirement begins with a "conditional" (optional).

This could contain keywords: "IF" or "IF NOT" or "WHILE"...
2. multiple object attributes that describe attributes of the subject
from the [ObjectAttribute] list

Always maintain same case letters for [Variables], [Components], [Verbs
1, [ObjectAttributel, [Errors] as in the list below:

Variables: [
systolic_pressure,

1,
Verbs: [
start ,

You can use the following Json formatted examples to generate the
results. The results should also be in same format.

L
{

"nlp": "While the system is in bvad mode, it should allow the user
to start the right EPU only if the left EPU is running.",

"LESS": "WHILE bvad_mode THE system SHALL BE ABLE TO start THE
right_epu IF AND ONLY IF left_epu IN is_running"

}7
1
Now convert the following natural language requirement into a LESS
requirement:
L
{

"nlp": " The system should allow the user to pause the left epu
while in bvad_mode if and only if the right EPU is in the
stopped state."

}
]

Fig: Excerpts of prompt REQ_Prompt to illustrate its structure
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2 {

3 "natural_language": "If the system switches from manual mode to auto

mode, the user should be able to alter the default diastolic
pressure.",

4 "LESS": "IF FROM manual _mode TO auto_mode THE user SHALL BE ABLE TO
adjust default_diastolic_pressure"

5 s

6 {

7 "natural_language": "If the lvad mode and the right epu fails, the
compact drive software should immediately signal an S4 type
error.",

8 "LESS": "IF lvad_mode AND right_epu IN failed STATE THE
compact_drive_software SHALL signal A s4_error"

9 +

10 ]

Fig: JSON output from Llama3-8B model, where each JSON element maps an input natural language requirement to its
generated LESS representation

© ETSI 2025. All rights reserved.
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"natural_language": "If the compact drive first switches from auto
mode to manual mode, the system should provide default values
for pressure parameters with the ability to confirm.",

"LESS": "IF FROM auto_mode TO0 manual_mode THE system SHALL PROVIDE
default_values_for_pressure_parameters WITH THE ABILITY TO

confirm."

"natural_language": "If the compact drive first switches from auto
mode to manual mode, the system should provide default values
for pressure parameters with the ability to confirm.",

"LESS": "IF compact_drive_first_switch FROM auto_mode TO0 manual_mode

THE system SHALL PROVIDE
default_values_for_pressure_parameters WITH THE ABILITY TO
confirm."

Fig: The figure shows semantic errors in LLM generated requirement.The first pair is output from the Llama3-8B
model, while the second is the ground truth
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"Requirement":"Regq_gen0",

"RequirementClassification":"SecurityFunctional",

"LESS Requirement":"IF compact_drive IN failed STATE AND
clinical_ui IN is_running STATE THE user SHALL SWITCH THE

clinical_ui TO is_stopped"

"Reference":"test-Req_gen0-positive",

"Requirement":"Regq_gen0",

"Testobjects":["compact_drive", "clinical_ui", "user"],

"PRE":{" compact_drive":{"failed":true}, "clinical_ui":{"
is_running":truell},

"Action": "unconditiomnal",

"POST":{"clinical _ui":{"is_stopped": truel}

© ETSI 2025. All rights reserved.

Fig: A pair of JSON-formatted LESS requirement and the corresponding test case.
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1| L
3 {
1 "Requirement":"Req_gend",
"RequirementClassification":"SecurityFunctional",
6 "nlp Requirement":"The system should check the default systolic
pressure before engaging the manual_mode."
7 1,
8 {
9 "Reference":"test-Req_gen4d",
10 "Requirement":"Req_gend",
11 "Testobjects":["system", "default_systolic_pressure"],
12 "PRE":{"manual_mode":truel},
13 "POST":{}
14 ¥
15 1,
16 L
17 {
18 "Requirement":"Req_gen26",
19 "RequirementClassification":"SecurityFunctional",
20 "nlp Requirement":"The compact drive software should signal a
T3 alarm if the temperature of the compact drive is less
than &5 C"
21 Iy
22 {
23 "Reference":"test-Regq_gen26",
24 "Requirement":"Req_gen26",
25 "Testobjects":["compact_drive_software", "
temperature_of_compact_drive", "T3_alarm"],
26 "PRE":{"temperature_of_compact_drive":{"less_than_5_C":truel}},
27 "POST":{}
28 }
29 ]
0| ]

Fig: Output depicting model hallucination in test cases generated by Llama3-
8B model directly from the natural language requirements.

© ETSI 2025. All rights reserved.
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Model Details ¥

GPT-40 N/A N/A 128K
GPT-5 N/A N/A 400K
Meta-llama3.1-8B--Instruct (GGUF) 6 8B 128K
Meta-llama_Llama-4-Scout-17B-16E- |4 17B (Activated), 109B (Total) | 10M
Instruct (GGUF)

DeepSeek-V3 N/A 37B (Activated), 671B (Total) | 128K
DeepSeek-V3.1 N/A 37B (Activated), 671B (Total) | 128K

Details of the models used during the experiments

© ETSI 2025. All rights reserved.
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