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@® A feed-forward perceptron
®» Learns recognizing patterns
®» Can be trained to predict outcomes

®» Delivers oracles
* Quite similar as the good old Pythia did in Delphi

@® \Whateveran LLM delivers
®» Are hallucinations
®» They’re mostly correct if well trained

®» The oracle predicts the future

* However, there is no reasoning based on facts behind
and factual understanding is completely missing

@ This is observational knowledge only (Gnosis)
®» Trained by a training set — no idea why!
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Current Attempts to Add Scientific Reasoning to Al

% Connectto a knowledge base

®» Promptthe LLM with real-world data

@® Reality-Augmented Generation (RAG)

eleq 1ndu

®» Hope you’ll get less hallucinations

®» You cannot trust the LLM

@® DeepSeek Reasoning
® Displayintermediate results

® Select most promising
Chains of Thoughts (CoT)

@® Still no trust...

@® You’'ll getless but you get still some

Turn 1

Question@®
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Input Layer
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Turn 2
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Answer @
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Hidden Layers
Turn3
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Output Layer
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@® Thisis notreasoning!

® DeepSeek has a CoTl hash that shows which branch
in the neural network to continue

®» The way to continue is made out from statistics
collected from the training set

®» There is no deductive logic, no scientific reasoning,
just statistical observations (gnosis) and chatting...

® Validationis necessary

®» Before going into action, an Al Agent must consult a
Cause-Effect Concept Generator (CECG) that
validates the result with respect to some business

or safety rules

®» The CECG must be able to generate the rules that
allow to execute the required task

euro project office
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Modeling Functionalities According to ISO 19761 (COSMIC)

Device Data Log F;:::Zg:l | Sensor / | Actuator / Al Engine ‘
| | | | |
Customer @® Data Movements move Data Groups : *1J/ Move some Data ; : :
Orientation ) ) | Vs ¢ | |
®» Data Groups categorize what kinds of : g2LEromt AEngne__ : o
data is moved between objects i S - 3./ Response from Al Engine -
- | |
Lean ®» Data Groups are relevant for security : ! Move Data o Ackaty .o :
SIS aspects, such as Privacy and Safety oo silogoany i i :
® Data Groups transport Knowledge : : : : :
Agile
Proce ® Data Movementsalways involve a Functional Process
Trig:ger
» Elthel’ Entl’y & eXIt, or Read & erte — >/ Devie : ad Funcﬁnal | Application User
Project ®» Functional Processes communicate with other Functional Processes
Estimations I

either via Devices, or Persistent Data

Aoplcaion measued
Software Boundary

el @® Data Groups containing knowledge have a certain Reliability

Functions /
o

COSMIC 10
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. Reliability Of Data GI‘OU pS Device Data Log F;p:jg::' \ ,.". Sensor / | Actuator / Al Engine ‘
depends on the Objects of Interest ! l l S !
. | <'}: 1.// Move some Dafa ’ I I
» DGVlCGS | {?2.// Prompt Al Engine * - Q
* Data comes with a reliability ratio . . : 3//; com Al Engine *
. . I O i . iesponse om ngine
» OtherAppllcatlonS | ;4.//MoveDatatoAquat(Er ;<'> |
* An Al app comes with a reliability ratio . 5./ Log Data. . . .
< : | | |

® Persistent Data
* Might contain data with a reliability ratio

@ Reliability of Data Groups combines on Functional Processes

®» Combination calculates statistical expectation of reliability originating from all data
groups
®» Functional Processes yield data groups with combined reliability

@® Programmers of Al should take care of reliability of the data groups moved

¢ euro project office

Master your project.
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Three Types of Knowledge

Customer @® Three Types of Knowledge @® Technical Solutions
yp g
Orientation
®» What objects should it recognize? ®» Training Models
. * The underlying domain objects * Typical samples from a typical world
Six Sigma * Perceptrons that recognize them * Deep Learning, continuous updates
* Many solutions for the same object * Neural networks
Agil -y : :
Procei /j =®» What concepts should it learn? ®» Learning Concepts
, * Some concepts are easier to learn than * Learning to perform actions that are
being programmed typical for the domain they are built for
Project * Continuously adapting to user’s behavior ¢ Continuously adapting by collecting and
Estimeti and preferences evaluating experiences
®» Which concepts are compulsory? ®» Lambda Concepts
Fﬁ::f,’f,?,rs * Deterministic behavior * Reacting on specific objects & scenarios
e Structural knowledge * Predefining behavior

* Algorithmic programs * Compulsory decisions 12
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Three Types of Tests

Customer @® Three Types of Knowledge ® ATestis passed, when
Orientation
®» What objects should it recognize? ®» The Al Agent recognizes the object with
n * The underlying domain objects expected reliability
Six Sigma * Perceptrons that recognize them * The individual test case is not predictable
* Many solutions for the same object * The knowledge is of limited reliability
: — .
Pr(ﬁ:ge':;es O ®» \What concepts should it learn? ®» The Al Agent recognizes the concept
* Some concepts are easier to learn than * The individual test case is not predictable
being programmed  The knowledge is of limited reliability
Project * Continuously adapting to user’s behavior * Design of Al Agent must include corrective
EsimES and preferences measure in case the response is wrong
» Which concepts are compulsory? » Responses are correct
Func * Deterministic behavior  The Al Agent uses knowledge that is 100%
e Structural knowledge reliable — usually written in Python

* Algorithmic programs * Testable like any traditional program 13
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® AnIntelligent System is a hybrid system

between Symbolic Al and LLMs that
checks responses with a Cause-Effect
Concept Generator (CECG)

®» A CECG generates rules derived from some
rule set, using the same tokens as the LLM

An Al Agent is an Intelligent System whose
CECG models Business Processes for
some organization

Type © requirements for an Al Agent:

®» Allresponses must be consistent with
business processes

®» The Al Agent never must hallucinate!

euro project office

Master your project.

What is an Al Agent?

Request@pt/—\
Real-world

Business Processes

\‘5\

LLM
Generate logical cause- NV
effect chain matching g 4
response from LLM L

Find out whether LLM result makes sense by
comparison with cause-effect chain
Validate offered price & conditions

Explain validated response
Execute business process actions
Deliver result

14
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What is an Al Agent?

ustomn ® AnIntelligent System is a hybrid system
_ between Symbolic Al and LLMs that

Customer

T,iggge, /" Prompt / Action Control ) ﬂm‘ | Execute / CECG Explainer ) LM Construct Respanse)
checks responses with a Cause-Effect Q R : : : : : }
A g ; ; . ; .
Ly Concept Generator (CECG) -— AR i ; i 5 |
Six Slgma . | | | | | | %4‘// UM WEEQ
®» A CECG generates rules derived from some S | ¢ | | |

A'B.// Match Response ,
\ 4 y

| | y
1 1 1 8/ Response for Execution >

rule set, using the same tokens as the LLM

1 1 1 o 8.// Explanation S

<>._._. .

Agile : <> 10.// Prepare Execution ‘ : | | : S nse;

Proc An Al Agent is an Intelligent System whose | | oummrime i 6 i i

. -~ 1 1 1 1 ¢.1z.// Validate 6 1 1

CECG models Business Processes for @ | | 6 ! ey i i

. . plain I | | | | <.514.// Transform Respuns% |

. some organization i $ i i i |

PrOIGCt 16k Exglane Response & ! ! 1 ! 1 1

Estimations 1 17/ Execute Validated RIs nse é I 1 1 1

1 l I 18,/ Confim Aﬂion‘ I I 1 1

® Type © requirementsfor an Al Agent: e ; : : : :

e ®» All responses must be consistent with | | | | | | | |
Funchil business processes

®» The Al Agent never must hallucinate!
15
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What is an Al Agent?

Triger / Prompt / Action Control J Device Data Log / Execute / CECG Explainer J LLM ’ Construct ResponseJ
| | | | | | | |
- o 1.// Get a Request A . - - : - -
Customer ”—’Q | | | | | |
Orientation 5 . 2 2./ Log Data R . . . . .
R g 1 ? 0% | | | | |
espon . . ) . . . . .
) 3.// Forward Request into LLM N
: | 3% i i i i % |
: A4/ LLM tries a Response
| | | | i | 4 2%
. ~5.J/ Forward Response into CECG : R . . .
Lean I ® R i <> I I I
Six Sigma | | | | "6.// Match Response : : > <>
i | | | | | 3/ Eesponse for Execution .-
i | | | | | ‘. 8./ Explanation :.
Agile | | <>4 | | | | 9./ Create Response ‘
Processes I & <10 Prepare Execuion g I I | | I
Vallfiate | | *11.// Explain Response | 1 > S I I
i | | 1 1 _ 412/ Validate R | I
oo . . . . '*. '¢ . .
Project ~— | | A | |13/ Record Valdation 4, | I
Estimations i . ' . . . . . .
Ex‘f'a'" | | | | | ‘ 14,/ Transform Respogsgf |
| A | | | | 15./ Explain Response * |
B XY . . . . .
165 Use Explained Response ‘ | | | | | |
Transfer | *17.// Execute Validated Résponse - $ I | | |
Functions . . . . . .
| $ _ | 18/ Confimm Action * 1 1 I I
| l 19,/ Log Data ! I 1 | | [
<|> 20.// Confirm Execution ‘I I 1 1 1 | | 16
| | | | | | | |
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Splitting a Data Movement Map into Independent Test Cases

Customer @® Data groups play a major role ® 7 ey (£)+7 Xt () + 2 Read (R) +  Wrte (W) = 20 CFP
Orientation o
» Collect the refe renced dat a Tiger | Prolmpt / AcﬁonIControl ‘ Devicelpata ™ Exe:ute / CEICG Expl:iiner . LLIM ConstructIResponseJ
= Data groups hold test data 5 e S S | | | | |
Lean * You might freely choose test data within ! gt ; ; ; fi;
Six Slgma data group bou ndaries | <'>5_// Forward Response inl{:; CECG i <> | | |
* Thus, tests become executable as soon : : : : v T : pome o,
as the data groups are known for each | | | | | | PUIS S S
Agl le o’ ~ 1 1 & 1 1 1 |9/l Creale Response
Processes teSt Case @ | é 10/ Prepare Execution i | | | | |
Va\iéate | | ;11.// Explain Response | | é | |
o o Q i i i i oy i i
For a test case, it is sufficient to = ! ! & ! Lo R von ! !
. ) Explain | | | | | ¢14,// Transform Responsg.> |
Frogs consider the data group as test data . 4 . ! ! - !
EStlmatlons . 16£->UseEx lained Response | 1 1 1 1 1
for each triggered entry data S S S g g g g
18.// Confirm Action 1 1
movement 5 O S 5 5 | ;
Transfer e ey . I ' 20,/ Confirm Execuion | 1 ' ' ' ' '
Fro ®» These are the initial graph entries! oS ; ; ; ; ; ;

18
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Splitting a Data Movement Map into Independent Test Cases

‘ N OW C l-I C k O n th e d ata m Ove m e ntS 7 Entry (E) +7 eXit (X) +2 Read (R) +4 Write (W) =20 CFP B l Report I elect Data Movements for Test Case A.1.2: Response Data

o0

Customer
Orientation

_

t h at b e l,O n g to th e te St C a S e Trigger | Prompt / Action Control J ﬂm‘ | Execute / CECG FNST l m m : mcmes;)onsgfa'
®» Test Case must be coherent @”% ! ! i i i i

— e—— ! ! ! !
Lean * All data movements must be reachable | 5 e

Six Sigma . R ! ! ! i ! i 'M
e Data groups might carry a Reliability | QI Fovard Resprse ) CECG : | | |
i | | 1 ée.// Match Response : : .
i | | | | | g Response for Execution ..
i | | | | | |- 8.// Explanation 5
Agile aTa 1 1 S0 1 S Creale Response,
Processes — i oplSdipste Bisoiong, i i I I I
Validate ° - ° ) ° - - B
; | | AR R R —— | |
H 1 1 1 1 A 12/ Validate 6 1 1
— | | é | | 13.// Record Validatﬂ‘. | 1
| Requesior / Acion Control J Device Data Log | Execue / CECG _’ F Explainer J LLM Construct R&cpunej Explain | | | | | W 1
i 1 1 1 1 I 1 1 1 . . - - - = N
ProjeCt 2 1.1/ Get a Request ¢ - N N - . . I i I
- g | S e e e e | SU B Response )
Estimations ' ! ! ! ! ! ! : : : : :
| ’ML.Q | | | | | 165 Use Explained Response l | | | | | I
\ ‘;'3.4‘1 Forward Reques! ino I'LLM ; i i é i I I N I ! I I I I
i i : i i i 3 I ! | s Carin i I | | |
\ : 10,/ Prepare Execuson : - | | ! | | i I I | i i i |
; ; 11 Expan Responss : | | | N | | | | | 1
Transfer : : : : 1241 vaidae 5 : i Oedublimbecicoe . . . . .
Functions i . ; ; ; } 15 Expan Resporse ; 1 1 1 1 1 1 1 1
| émf Execue Validaied Response b | | | |
\ ¢ | 181 Conirm mon; \ | \ \
i P SY i i i i i
| 20,/ Confirm_Execusion I i | 1 i | | 1 9



User Conference on o o
Advanced Automated Testing euro pr0|ect office

Master your project.

Splitting a Data Movement Map into Independent Test Cases

Custontl ® Smallertest cases are also possible entry £) 7 ot 00+ 2nea () wrne o) 20 cre QTR T —
o o L) —
Orientation - - - .
» U n it te St S Oft e n C O n S i St Of O n e d at a Trigger /' Prompt / Action Control J Device Data Log | Execute / CECG ‘ Explainer ’ LLM ! 'onstruct Response:
| | | | | | | |
T o1/ GetaR t A - - - - - -
movement only 5 S . . . . . .
~— - A 2./ Log Data A - - - - -
- I SE——0 I I I I I
espon( . . o L . . . . .
Lean | | ¢3.// Forward Request into i LM i i : > |
SiX Sigma i i i i i i ¢4.// LLM tries a Respon%
. 5./l Forward Response intp CECG . . . . .
| \% T i | | |
i | | | ée.// Match Response : : .
i | | | | 1 g Response for Execution ..
i | | | | | |- 8.// Explanation 5
Agll.e | | <> | | | | 9./ Create Responseé
ee - - - - - - - -
Processes — 1 & 10.// Prepare Executioni 1 1 1 1 1
Vali‘date | | ;11.// Explain Response | | é | |
4 | | | | é 12,/ Validate 6 | |
— 1 1 é 1 | 13/ Record Validation 1 1
Explain " | 1 1 1 ‘14,// Transform Res@gs% 1
Ffroje_Ct i 1 A 1 1 1 |15,/ Explain Response 4 |
Estimations f ﬂzl - : M : : : : M :
 Requesor / Acton Control Device Data Log [ Execuie / 165 Use Explained Res@nsel 1 1 1 1 1 1
— T T — ; . | | | |
N 2 17/ Execuie Vaiidated Response H . %5 . . . .
| T T e 1 A |18, Conim Acion 1 1 1 1
. L 18/ Confrm Acgon 1 . . . . .
| ¢ T ¢ 1 ] ] | | 1 1 1
. 10,4/ Log Daia . . . %> . . . . .
1 L SE———— 1 1 on ] 1 1 1 1 1 1
TranSfer 20,/ Confirm Execuon 1 1 | | \ \ \ \
f o
Functions

20



User Conference on

Advanced Automated Testing euro p roiect office

Master your project.

Test Coverage Matrix

1Th

Test Coverage Test Stories

Customer Deployment Combinator o | o | . ® ) With the Test Coverage Matrix, you
Orientation % 8 $ $ N %
s & 2 £ w3 can see the effect of test cases
§ % = § = § = You can always argue that too
- |l T &£ &£|o y
Lean § ¢ 2 o o2 much tests do no harm
Six Sigma -~ |2 g 3 2|2
S| 8 § E g § % Exceptto the budget
- N = o
<C <C m om )
Agile User Stories = 8 g g @® Thus, balancing the Test Coverage
Processes = | . . .
Q001 Respond 069|383 15 31 9 |o72 | Matrix is a key requirements for
—’- automated and autonomous real-
2 Explai 4 g - 5 1041 i i
rrodl Q002 Explain 040115 9 21 6 |0 | time testing
Eem e Q003 Perform 06024 10 25 O |055 q ®» Remember, with Al Agents, testing
ldeal Profile for Test Stories: | 0.65 0.30 0.67 0.21 |Convergence Gap Is an ongoing task that never ends
s 0.06 @ ®» The data movement count can
Functions 207 Total Test Size vary depending on test cases.
0.10 Convergence Range
0.20 Convergence Limit [ o1
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With 14 Test Cases only

Cased4 TestData  Expected Response

Test Cases
Te§t3t0(y e Case 1 Test Data Expected Response (Case2 Test Dafa Expected Response |Cased Test Data Expected Response
A Prepare A1 Retrieve Responses | [A1.f  {Request Date} Response Data ~ |A1.2  {Responss Data) Execution Data A13  (Execution Data; Busiess Process}  Explanation
= 02 DefetBad Request | 21 ReesDat VoRegure 422 () Nobwoion W23 () Exprn
B Response B.1 Valdate Responses | .1 (Bad Request Dae; Bushess Pocesses  No Evecuon B1.2 (Bad Response Data; Busiess Processes]  No Execution B13  {NoErecution} Explanaton
%B.2 Execute Requests | B21  {Request Date; Response Date] Execution Data B22  {Request Data; Response Dala] Explanation B23  {Explanafion} Transformed Response

A14  {Exlanaton) Transformed Response

B14  {Explanafion} Transformed Response

business processes

= Orfor a price list, or for other real-world constraints

®» Test Stories A are mainly type @ and ©; responses are type ©
®» There is no excuse not to test your Al Agent!

But you must do it the right way for Al
®» Thisis not an ordinary test
®» Testing Al is an ongoing process —you're never done with it

@® With 14 Test Cases only, an Al Agent can be tested effectively for compliance to

Priority

Weight  Profile | eesue Defct P
065 | .

0|
060 .

12 11 020 | |

|

22
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Automated Test Case Execution

@® Since each data movement moves exactly one data group, once a testcase x; = y is
known, sample test data from the data groups x; can be selected

Thus, the test case becomes executable

If the same data group is displayed multiple times, we take them all

The expected result is also displayed as a data movement that moves a specific data group

Allwhat is needed is to specify valid data ranges for these data groups

* Selecting specific data from a data group, e.g., from a data range, may lead to multiple executions

Any path in the data movement map that leads from the test data to the result can be
executed as a test case

¥y I3 33

* Thus, a test case does not specify a unique test case execution

Not only cantest cases be created automatically, thus completing the test coverage
matrix, but the execution of test cases no longer requires extra coding

= If you have APIs, the approach works also for services where you don’t have access to code

23
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The Key to Testing Al

@® The key to testing Al is understanding the requirements right

Customer
Orientation

®» There are three types, and only one type is testable with traditional test logic

®» The other two - recognizing objects and rules between objects — are statistically testable
Lean Non-functional Requirements (NFR)
- * This means that they can be assessed to deliver good results in some percentage of cases

* Butindividually it cannot be determined whether a testis successful or not

Agile
Processes

@® AnAlAgenthastype © requirements

®» They can be tested in traditional ways with help of a model
that separates unreliable Al hallucinations from “Lambda Concepts”

Project
Estimase * Lambda Concepts are deterministic programs

* In honor to Henk Barendregt’s work on Lambda Calculus who proved ¥
that you can write programs with graphs looking like perceptrons Henk Barendregt

* This is called the Graph Model of Combinatory Logic Prof. emer.
Radboud University

Transfer
Functions
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Testing Al in Practice

Customer
Orientation

® Testing Alis not much more difficult than any other complex system
®» You need a model for identifying critical data groups and data movements

®» You need an understanding how Al works

Lean * LLMs can only generate hallucinations o
Six Sigma . . . E . E l.
Although those hallucinations mostly turn out to be correct, you cannot test it rwin engeler

Prof. emer. ETHZ

Al Agents need —as every Intelligent System - a way to validate those hallucinations

Agile This is called reasoning
Processes

An Al Agent without reasoning is a hazard for your organization

- @® The Graph Model of Combinatory Logic from Engeler explains the true nature of
Estimaii knowledge and reasoning
®» Probably there exists no other form of knowledge than graphs connecting neurons
®» |t explains how the human brain thinks

Transfer
Functions
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