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Motivation \ ¥

loT and embedded devices are widespread, but developing and testing
software for them is challenging because they lack an operating system
with comprehensive debugging and sanitization capabilities

The threat landscape posed by security vulnerabilities is also
growing, resulting in a rising demand for methods to identify

firmware vulnerabilities
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Introduction: Firmware 2

Definition

* Afirmware is a specialized, low-level software program permanently embedded into a hardware
device's non-volatile memory (ROM)

* Volatile memory (RAM) is usually divided into areas for global variables, stack space and heap buffer

* Input and output to external devices (networking, sensors ...) happen through memory mapped
registers (MMIO)

ROM RAM MMIO
Firmware Globals  Stack Heap
Adress Space > ~ lunmapped

Limitations of embedded devices
e Code and memory size

* Observability of internal state
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Introduction: Address Sanitization to " 2
detect Memory Access Violations

Address Sanitization is an error detection method that uncovers memory access violations like buffer
overflows, use-after-free, and stack/heap corruption.

* It works by instrumenting the code at compile time and by adding ‘red zones’ around memory
regions to catch accesses at runtime.

* When an issue is detected, ASan typically aborts the program and prints a detailed report

Drawbacks of ASan Instrumentation
e Added runtime overhead

* Increased the memory usage and larger executables

As most firmware targets have tight memory constrains as well as the limited logging options, why
ASan with instrumentation is not common in firmware development and testing.
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Introduction: Fuzzing "~ 2
Fuzzing is a testing method, that feeds simulated input into the system under test (SUT) Fuzz Data
and observes its behavior. Usually, the SUT is instrumented with ASan to add Ge”ef?t'on
memory access violations as error conditions v’”p“t
SUT
. . ) Execution
* Arandom generated input is generated and fed into the SUT. loutput
* |f an error condition is detected, the input and error messages are reported
Monitoring
* Input minimization can be performed to find shorter inputs resulting in the same error

No

For the next round, the input data is mutated to enter new code path.

Coverage guided fuzzing monitors the execution path and prefers mutations leading
into new code areas Yes

Add to
Bug Report
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Firmware Testing with Fuzzing 2

There are two general approaches for fuzz-testing embedded devices, which have complementary
pros and cons:

Firmware Testing Approach Behavior & timing | Scalability Observability

Interfacing physical hardware device ' The real thing » Limited ¢ Limited > Needs
Hardware

Virtualization of the embeded device > Timing and side / Easy v Easy v Easy
effects may not be
simulated correctly
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Firmware Fuzzing N2
Hoedur + QEMU
Hoedur M is a specialized open source firmware fuzzer that drives a ( QEMU Emulator A
firmware running in the QEMU [ virtualization system | i, TN
MMIOs buts
Hoedur feeds independently mutated multi-stream inputs into the . ! ‘ Stream T
virtualized MMIOs to achieve a higher coverage than other Firmware ‘
state-of-the-art tools 3! 0@l Streamn
\ ........................................:...................... ....... é )
basic block excep:tions :
Hoedur supports fuzzing firmware for ARM Cortex-M micro controller units entry nput eams
(like the STMicroelectronics STM32 and others) widely used in 10T, v ;

automotive and industrial systems

The Hoedur firmware fuzzing system is used as basis for our approch

Hoedur Fuzzer

[1] https://github.com/fuzzware-fuzzer/hoedur
[2] https://www.qgemu.org/
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Firmware Fuzzing
Virtualized Execution in QEMU

QEMU runs its emulation in chunks of instructions (Basic Blocks) up to the next
label branched or returned to [1!

For the Hoedur system, QEMU was adapted with interfaces allowing control by
Hoedur and providing callbacks to inspect the SUT execution:

* A callback for all memory accesses is used to check for MMIO access and to
feed the fuzzer input

* A callback at basic block entry provides code coverage feedback driving the
input mutation

* A callback on QEMU exceptions allow to detect abnormal behaviour

* Register read and write access in these callbacks allows to check for
firmware reset (program counter register is zero)

func1

do

func2()

while

ETSI77 )

N\
func?2

k{ :

endif

return
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Detecting Memory Access Violations in
Firmware Fuzzing

Our Approach

4 . ( )
Ghidra QEMU Emulator
StatiCAnal SISTOO[ ..................................................................... k
y MMIOs Inputs
.- Stream 1
F|'rmware Firmware [ ...
with symbols
E"‘ Streamn
\ A ) \‘ ..................................................................... * + )
: men;lory basic block excebtions :
access entry :
: PR : input streams
. Firmware y y y v :
Analysis Analysi Sanitization
X nalysis
Script -
p Results Engine Hoedur Fuzzer

ETSI
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Static Analysis of the firmware with Ghidra is used to gain insights into functional structure and to aquire
information about local and global variables.

Our Sanitization Engine integrates into Hoedur to detect memory access violations without instrumentation
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Detecting Memory Access Violations in
Firmware Fuzzing

4 . ) ( )
Our Approach Ghidra QEMU Emulator
StatiCAnal SISTOO[ P L L I L CL L LI AL L LU I L LI AL LI DL L LT IILITLITELLLD s k
y i MMIOs Inputs
E .- Stream 1
F|'rmware Firmware [ ...
with symbols :
E"‘ Stream n
\ A ) \‘ ..................................................................... A )
: men;lory basic block excebtions
access entry :
: : PR : input streams
. i |Firmware y y y v :
Analysis | Analysis Sanitization
Script L. .-
ip P Results Engine Hoedur Fuzzer

The Sanitizer

* hooks into basic block entry callback to observe the flow between functions and to maintain up-to-
date acces-control-lists

* reports access control violations in the memory access callback
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Sanitization of Global Variables \\y

Basic Idea

* Use Ghidra static analysis to derive read/write accesses to global variables per basic block and
compute an allowance table.

* During SUT execution, check each memory access against the table of global variables and report a
global variable access violation if the current basic block is contained

False Positives

e Ghidra’s analysis does not always resolve global variable accesses, especially when globals are
accessed indirectly via pointers and offsets (e.g. in functions like memset or memcopy)

* Such indirect accesses can be flagged as violations even though they are legitimate
Mitigation

* Introduce a violation threshold: After a configurable number of repeated violations for the same
access pattern, automatically whitelist that access. This enables deeper exploration of the SUT while
still reporting the unexpected global accesses .

© ETSI 2026. All rights reserved.



Sanitization of Stack Variables

Basic Idea
* Report access to a functions local variables while another function is executing

* On each basic block entry, inspect the program counter and stackpointer to
reconstruct the SUTs control flow as a shadow callstack

e If a new function is entered, add the addresses of the stackframe of the calling
function to a stack access restriction list.

e Legitimate local-variable accesses via pointer parameters are detected from the
analysis metadata and excluded from the restriction list

* [f the function returned, remove the restriction

* During memory access, check the accessed address versus the stack access
restriction list and report a local variable access violation

© ETSI 2026. All rights reserved.
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funci() func2(*ptr)
prologue var a
var b
var c
func2(&b) I~ lock
var a
varb prologue |Vvar d
var c ..
d = *ptr
epilogue
/
unlock
var a
var b
varc
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Sanitization of Stack Variables \\y

Drawbacks and False Positives

e Call-stack reconstruction must handle many architecture- and ABI-specific edge cases (e.g., tail calls,
inline functions, custom prologues/epilogues, function to function branching, threading)

e Struct and composite-type accesses are not always fully resolved by the static analysis and may be
incorrectly flagged

Mitigation

* Track each distinct “function A -> function B local-variable” violation (identified by caller, callee, and
stack offset) across all SUT executions

* Maintain a per-pattern counter and once if configurable threshold is reached, classify the pattern as
benign and add it to a persistent stack-access whitelist

© ETSI 2026. All rights reserved.
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Sanitization of Heap Memory Blocks 2

Basic Idea
* Hook standard heap APIs (i.e malloc/free) to track all allocations and deallocations

* Wrap each allocated block with configurable leading and trailing redzones by adjusting parameters
and return values of the hooked functions

caller malloc(size)

a=malloc(500) size=500 +8
T

return block

return block +4

© ETSI 2026. All rights reserved.
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Sanitization of Heap Memory Blocks N\ Z

* The sanitizer observes the SUTs internal memory management and dynamically updates shadow

structures that reflect in-use blocks with their surrounding redzones and freed blocks which are fully
marked as redzone

* When new allocations overlap freed-blocks, conservatively remove redzone entries and shadow
structures to cope with unknown SUT-internal heap-management characteristics

* During memory access, check the accessed address versus the in-use and freed redzones and if
found, report a heap buffer access violation

Additional benefit

* Inspection of the hooked function parameters allow detection of violations such as zero-size
allocations and double frees

© ETSI 2026. All rights reserved.
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Results

* Our approach has been successfully tested with 22 target SUTs of the Hoedur Experiments 1 study
that feature many edge-cases (recursion, tail calls, custom prologues/epilogues, function to function
branching, threading)

* The approach is able to detect all types of memory access violations without code instrumentation

Drawbacks
* The chosen reporting is too fine-granular and produces lots of False Positives

e Slower fuzzing speed due to
* running QEMU in single basic block execution mode

*  management and checking of several memory access list

© ETSI 2026. All rights reserved. [1] https://github.com/fuzzware-fuzzer/hoedur-experiments Q
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Future Work / Acknowledgements \~ 2

Future Work

* Implement clustering for detected stack violations and relax the whitelisting mitigations to condense
reporting and thereby produce less False Positives

* Since the memory space of embedded devices is small, create a single per-address table for
allowance and restrictions to speedup management and access checks
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