450 SBha. SBA. :'i
ith ik i e
&8 23 - = ¢4 ; ey
8%a. SRR, IBLD SAL. qBuLdRRNL.  aRRRRNL. cRlacdbii cdtlii.
L3 S80e 84« S48e ) | e . 88 * %80 S00AE2S | T3 . &P *8%0a .
*480¢ S00e S04« SADe F % ABA8° 4800 ABMST 8 “Shhe SORE V00
) ~I bhe SBBe %04« SAbe : 3 b ‘ : . Yo 006 U « b 'S80 S88e
8 SBEe : o 38 138s. SB&: ;: H . tHrTIdads
18 . . o MBS . . /) ‘ . « bhe ISR C -~~~ =
. S &be . . o A& [ e 48846 . bk« bSe SB8e l‘".
h g + Shbe SB&« SBBe NS S B 28008, S08. bk« b e B - 2588
"SR ALL S&0e W06 BB NN o *SRABAREF  A%be B/ 08 “SA0ABAG:
Xyt sk S&L o8 & canse” < .8 sas. “esasder

natural care for newborns with
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10% of all
newborns need
Jaundice
treatment




Every 2.3 seconds, a
newborn needs jaundice
treatment. Annually, 14
million babies face the risk
of neurological damage if
untreated, with a severe

drop in quality of life.



The cause?

Bilirubin, a waste product of red
blood cells, reaching its peak

around three days after birth.
Without phototherapy treatment,
it leads to hyperbilirubinemia,

~ and the risk of neurological
damage is high.







Bilihome’s Patented Technology RIS s

lightest and smallest

fOl' ze o Sepa rat'on wearable phototherapy,

the only true mobile
solution.

| . } » Itis a specially designed
T— organic romper.

The flexible open mesh
pads radiate blue light
onto the skin, without
shielding the eyes.

The remote care app
guides parents through
the treatment.

N\ wee
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bilihome

Agenda

+ Background Axini & Bilihome

« Software lifecycle management
for Medical Device Technology

 Embedded testing with MBT

Who only
does GUI testing?

Who works in
embedded?

Who works in a
regulated industry?



When an engineer goes to

medical school

.. Py n.ﬁ*d& _m

e =




For the Jauni Wearable Phototherapy, we
had to show compliance with:

Med ica' deyice teChn()logy EU Medical Device Regulation (MDR)
ISO 13485 - QUS

IEC 60601-1 - Main part on basic safety
and essential performance of MD

SN . IEC 60601-1-2 - EMC
Sy ALEay | IEC 60601-1-6 - Usability
N e IEC 60601-1-11 - Homecare

IEC 60601-2-50 — Phototherapy
equipment

vy |IEC 62471 — Photobiological safety
IEC 14971 - Risk management

ISTA - Transport testing
IEC 62304 - Software lifecycle




Software lifecycle management

IEC 62304 - Software lifecycle management:

« Emphasizing traceability, documentation, and risk-based processes to
m?lr]{taln regulatory compliance to ensure patient (and operator)
safety.

+ Classify software by safety impact (class A, B, or C) and mandates
controls accordingly.

It requires:

Planning (software development plan)

Design and development (safety and security designs)

Risk management (risk identification, FMEA, risk control measures)
Verification and validation (reporting)

Maintenance activities (all of the above)

« The higher the classification, the stricter the requirements for risk
management, verification, and documentation.

 Whenever possible, implement hardware risk control measures (3

The Software
Development
Life Cycle




Software lifecycle management

Jauni Wearable Phototherapy
classifications:

* MDR: Class lla

« Software safety: Class A

* Not immediately life-
threatening if software fails

* Multiple functional hardware
safety measures implemented

b



Software lifecycle management

Class A

No injury or damage to health is possible
No risk to the patient’s health!

Fitness tracker Diagnostic viewer (no interpretations)
‘?}/-'-"' - ~ - -'—'#.\;\ e — - o W

iiii




Software lifecycle management

Class B
Non-serious injury is possible

Reversible or temporary harm, but not life-threatening!

Blood pressure measurement Lung function diagnostics Infusion pump




Software lifecycle management

Class C

Death or serious injury is possible

Anesthesia device

Non-reversible injury or even death!

Pacemaker

Amvia Sky DR-T

Home Monitoring
dr: 0AE-DDDR

(55
e 1234567890 e

@ BIOTRONIK |®|rv

Made in Germany 1S-1




Software lifecycle management

-"‘- -
-

L_J

Quallty Test?ng

gsgb

What should be tested according
Class A:

* Any software risks / risk control
measures. In our case the detection
of all self-test safety mechanisms.

« System-level testing to verify product
requirements.

* Integration testing between
subsystems is not mandatory.

* Module or unit testing is not required.



Software lifecycle management

EC 62304 Software Development Process

Customer Ct:‘set:(r;:er
needs .
satisfied

v 1

System development activities (including system risk management)

g 7 Software Risk Management

m v : ) =
O 5.15W 5.25W 5.3 5W 5.45W 5SSWuUnit | =8 SW e

w= _! | Development Requirements Architectural Detailed Implementation llm‘l .“o"n

o Planning Analysis Design Design & Verification i e

Q Testing

n |
§ 8 Software Configuration Management

9 Software Problem Resolution

o3



SW Release challenge

- |
L SW 5.6 SW
5.15W 5.25W 535w 5.45W 5.5 SW Unit
Development Requirements Architectural  Detailed  Implementation |l;hll‘lU°: n&
Planning Analysis Design Design & Verification m‘rutlng

—

b |IEC 62304 software development process




Why does Axini exist?

Software release as a non-event

v
5.15W 5.25W 5.3 SW M 5.5 SW Unit sssw
Development Requirements Architectural Implementation
Planning Analysis Design & Verification T “ﬂ“.

b |IEC 62304 software development process



Software lifecycle management

o3

A

Scope of 62304

EC 62304 Software Development Process

Customer
needs
satisfied

T

System development activities (including system risk management)

Model Based:-Testing

9 Software Problem Resolution







Agentic Test Automation

Agents on Axini platform System

test

An agent automates the test automation:

- Automated test-case generation, including test-data.
« Automated test-case execution.

« Automated test-case evaluation.

« Automated reporting/dashboarding

21



Meet your agents

General agents SR
- Computation and business rules ' A
« Communication protocol and API
- GUIs |
© . Specialized agents
 Insurance tester

- e 3 = i

«  Output tester (documents, XMLs, etc)
- Webapp GUI tester (portals)
« Disbursement tester (excasso)
« Pension testers
FTK, SPR
UPO, URM, ...
«  Webservice tester (JSON, XML etc)




How to test the Jauni?

23



Implementation
/ * Yellow Box software is

implemented using
MicroPython

: | g © Runs on a dedicated
s/ AL Neny ' STMprocessor

A  User Interface on a
TFTtouchscreen

« Some additional requirements:
P’ cybersecurity due to Wifi + BLE




Most relevant for testing:

Software architecture and design EECEEEtE

check
Heartbeats

Treatment activation,
deactivation, pausing,
and resuming

Hardware faults

Happy and erroneous
behavior

Less important:

 Downloading log files
«  Wifi







Software architecture and design

Jauni

Base Station Pad 1

o__f—-f‘”o_ Pad 1 Pad 1 Watchdog

Battery _ _ ! )
-/ :[ power supply powrer supply

o i >  CANbus |« MCU
power supply
lpad, limiter |pad, limiter Pad 2
'Y r ,
R Watchdog
powrer supply
8 3 Legend
MCU CAN-bus - > CAN-bus — MCcu Protective system
L J Control system
Watchdog

Communication

| Power




Software architecture and design

O Pad 1
@ \_Q/O—””L power supply
O

Model Based Testing

PPPPP




Model based testing

behavior of YellowBox

E Axini Modeling Platform (AMP) working | display leds
model : [—dlsplay_] [_ leds

|

|

|

display

leds

A

YellowBox

| —

yellowbox
can

qy 1seopeq.q )

adapter

A
Y

A
4

™ g
pad2_htj

|

N |
Lpacﬁ_hb pad1 ] |
f

|

e e e m— — — e — e — — — —




SPLASH_SCREEN

no touch
calibration found

CALIBRATE_SCREEN

WAIT_FOR_PADS_CONNECTED

pads connected
no active treatment

fDOWNLOAD7L0G73EFOREJREATMENTW

L J

START_SELF_TEST

AWAITING_SELF_TEST lpads connected

frreatment active

download log pads connected
lbutton pressed fireatment paused
SELF_TEST_ENDED
start treatment button pressed
TREATMENT

cable reconnected
or resume treatment
button pressed

__J

end traatment
button pressed

f EijF_ATMENﬂ
buton pressed [

(HARDWARE}MLU REW

DOWNLOAD_LOG_AFTER_TREATMENT




47

48

49

50

51

52

53
54

55

56

57

58

59

60

61

62

63

17:18:25.641

17:18:25672

17:18:25673

17:18:25.694

17:18:25.754

17:18:25.757

17:18:25.803
17:18:25.830

17:18:25.860

17:18:25.879

17:18:25.899

17:18:25.915

17:18:25.919

17:18:25.931

17:18:25.942

17:18:25.952

17:18:25.964

can

can

can

display

can

can

can

can

can

can

can

can

can

can

can

can

can

?heartbeat

!get_maximum_supported_intensity_level

?get_maximum_supported_intensity_level

!set_bilihome_state

lget version

?get version

'broadcast heartbeat

?heartbeat

?heartbeat

'get_unique_id

'get_unique_id

'get_unique_id

?get_unique_id

?get_unique_id

?get_unique_id

?sanity_check_ready

!broadcast_heartbeat

v2 SANITY CHECK

pad_id
"pAD_2" 12 1

sequence_number system_state
get_maximum _intensity_level

pad_id

“pAD_1"
get_maximum_intensity_level il

pad_id intensity
"PAD_1" ]

M wait for pads connected

state
19

pad_id
"PAD_1"

15668202

pad_id firmware_version
"PAD_1" 3 156 68

major

v

v 1 SANITY CHECK

pad_id sequence_number system_state
"pAD_1" 12 1

v2 SANITY CHECK

pad_id sequence_number system_state
“PAD_2" 13 1
get_unique_id il
pad_id uid_part

“PAD_1" @
get_unique_id il
pad_id uid_part

“PAD_1" 1
get_unique_id [
pad_id uid_part

“pAD_1" 2
get_unique_id [l
pad_id uid_part uid
“PAD_1" 1 [}
get_unique_id i
pad_id uid_part uid
"PAD_1" ] 39008
get_unique_id ji¥]
pad_id uid_part uid
“pAD_1" 2 [}
sanity _check_ready
pad_id

"pAD_1"

v

minor

led_intensity level
(]

patch
242 21291

led_intensity_level
(2]

led_intensity_level
(2]

svn_revision

soft_fault_conditions
e

release_debug_build
]

soft_fault_conditions
]

soft_fault_conditions
]

self_test
2}

self_test
[c]

self_test
[c]

hardware_board_information
e

hardware_board_information
(2]

hardware_board_information
(2]



MBT

1846
1847

1848

1849
1850
1851
1852

1853

1854

1855
1856

1857

1858

1859
1860

17:22:08.132
17:22:08.149

17:22:08.173

17:22:08.201
17:22:08.244
17:22:08.257
17:22:08.267

17:22:08.277

17:22:08.280

17:22:08.298
17:22:08.300

17:22:08.448

17:22:08.481

17:22:08.494
17:22:08.501

can

can

can

display
can

signal led
display

display

can

can

can

display

can

can

can

'broadcast_heartheat

?heartbeat

?heartbeat

?treatment_run_request
!broadcast_set_active state
I'leds white

Iset treatment_state

Iset time

?heartbeat

!broadcast_heartbeat

?heartbeat

Iset _time

?heartbeat

'broadcast_heartbheat

?hearthbeat

tr 14 {

t

-

-

v
v2 |IDLE
pad_id sequence_number

"PAD_2" 238

v1 |IDLE
pad_id sequence_number
“pap_1" 169

om
(b Toet_ctivo_stato

. | white

il treatment running

state
2

_time  00:00:25
duration_string
"00:00:25"

v2 ACTIVE

pad_id sequence_number

"PAD_2" 239

v
v1 ACTIVE
pad_id sequence_number

"PAD_1" i7e

- 00:00:26
duration_string
"@e:00:26"

v2 ACTIVE

pad_id sequence_number

"PAD_2" | 248

v
v1 ACTIVE
pad_id sequence_number

"pap 1" || 171

system_state
2

system_state
2

system_state
3

system_state
3

system_state
3

system_state
3

led_intensity level
3

led_intensity_level
3

led_intensity_level
3

led_intensity_level
3

led_intensity level
3

led_intensity_level
3

soft_fault_condition
]

soft_fault_condition
]

soft_fault_condition
]

soft_fault_condition
[¢]

soft_fault_condition
]

soft_fault_condition
]



Why model based testing for Bilihome?

Lots of fun while designing your application. Documentation has a
stuffy appearance. What if your test results can be generated?
Testing starts right away, and any improvement can be tested
(First Time Right).

Fail Hard - Fail Fast - Fail Often '---*'\‘??‘lelljgll?g%*
Provides early feedback on the design c “‘-‘1'?[“”8-'(§Wémou-

of your software. !;;;t;iT
Includes architects, software
designers, coding and testers in a
single approach. C A [ ,
Improves team cooperation. Tk

o Data ConcurrentuserDevelop Sequence épecmcatmn

Takes ;
Method Final Automatncx .,“"\Ppllt ation



Why model based testing for Bilihome?

Modelling starts with your requirements definition and
creates a testable model throughout the full software
development and maintenance lifecycle.

Tests are in line with the latest software designs.

Documentation is in line with the software designs T

Testing implemented at any interfaceable level.

Direct and quick feedback. o
Tests happy flow and bad weather scenarios. e o s e
Tests your artifacts. B

The more complex the software, the better MBT will become
Integrates at all levels, system, integration, and unit level
testing.



Our ‘lessons learned’

() Testing showed us several anomalies in our released software, without
actually knowing it.

() Added corner case testing (Al-initiated).

() Automated testing.

() Enhanced our product safety and usability.

) Started way too late for this release, so we had to do the modelling and

testing retrospectively. For the next release we start with modeling.

b



Recommendations

* Take testing and test models into account asap, but at least during the
design phase.

e MBT can be applied to any level within the software as long as it can be
interfaced. This thereby ensures clear software boundaries within your
designs.

 MBT software testing is acceptable to the Notified Body.

* No need to integrate hardware, allowing easy initiation of a test case
simulating broken hardware.

* Incorporate continuous testing in your development process in early
stages and integrate it with your CI/CD process.
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Axini navigation metaphor

Easton

(=]

Google maps derives routes based on the
map. In a similar fashion, Axini derives test-
cases and test-data based on the behavior
specification (the model).

« Google maps computes routes.
« Google maps dynamically adapts routes.

« Routes are up to date after an update of
the map.

| faster @

of | . 2 g 37 min :
Sia w = faster @ Brick
L - Township
o

Toms River
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Agentic Test Automation

Model

AN ogent automates the test automation:

Automated test-case generation, including test-data.

Automated test-case execution.
Automated test-case evaluation.
Automated reporting/dashboarding

Adapter

4]



Heterogeneous testing - Adapter

!

] —

Manual code Unit test
components} == + MBT

(sub) system

Model

Dezyne
components

4]

4=m Model check




Test tool comparison

Design

Test

W L

Make specification

Make model

Make test
Predict outcome
Script test
Execute test

Evaluate outcome

)

L
L

-7

@ Manual step

;\E Automated
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