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Case Study :  [matrix]

• [matrix] :  chat application, messaging service
for secure, decentralized communication

• Open source specs, several implementations

• Used in various (European) alternatives
for Big Tech (openDesk, …)

• Servers, clients, bots, bridges, app services, …

• RESTful, OpenAPI, HTTP put get post.., JSON

• OpenAPI for (static) interfaces,
(dynamic) state behaviour in text

• Features:  authentication, login/out,
chat = room: create, invite, join, leave,
send-to-room, get-messages-from-room, …

Source: matrix.org
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• Unexpected, faulty and seemingly random inputs,
to trigger unexpected, breaking behaviour:
 security
 robustness

• Driven by

• High volume (many different inputs)

• Decreased testing bias

• Testing the unexpected

• Automation

Fuzzing

• Input generation, search-based, genetic algorithms:

• corpus = current set of inputs

• mutations on corpus:
 grammar-based
 bit-wise flipping

• evaluated with fitness function:
 coverage
 white/grey/black-box



• Tools :  AFL, …

• By TNO :  WuppieFuzz

• Open source

• On top of LibAFL

• Coverage-guided REST API fuzzer,
 white/grey/black-box

• Using OpenAPI system specification:
 check conformance of responses
 mutate inputs for robustness test

• As black-box fuzzer:
 end-point coverage

Fuzzing :  WuppieFuzz

WuppieFuzz adapter SUT

REST OpenAPI specification

fuzzing



Fuzzing
[matrix]
Synapse Server
with
WuppieFuzz



MBT :  Model-Based Testing
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By Amrita Ray
Using AALpy

• Testing SUT wrt. abstract model as specification:

• Automatic test generation

• More, longer, and diversified test cases

• Model is precise and consistent test basis

• Test maintenance by maintaining models

• Expressing test coverage

• Models: usually some kind of state machine

• [matrix] as Finite-State Machine:



MBT :  TorXakis system
model
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• Tools :  Axini Modelling Platform (AMP), 
GraphWalker, QuickCheck, fMBT, MaTeLo,
MBTSuite, Conformiq, Smartesting, …..

• By Radboud Uni & TNO :  TorXakis

• Open source, experimental

• On-line MBT tool
 combines test generation and execution

• Based on well-defined uioco testing theory
for labelled transition systems  ( like APM )

• State-based models with complex data,
supporting concurrency, non-determinism,
compositionality, abstraction, 
under- and partial specification



MBT :  TorXakis
• Adapter to bridge abstraction gap:

• encode inputs from the model
to concrete input actions to the SUT

• decode outputs from the SUT
to abstract output actions described in the model

SUT

test adapter

TorXakis
system
model

pass fail



The Challenge :  Fuzzing Stateful Systems

Challenge
• How to get to deep states in stateful systems and start fuzzing from such states,

in order to trigger bugs deep in the state space of the system

Current Approaches
• Knowledge about state space :  system/protocol specific fuzzers

• Search-based, evolutionary, genetic approaches :  new states rewarded in fitness function

• Heuristics :  use ‘normal flow’ of behaviour, e.g. post – get – put – delete

• Static code analysis :  identify state-space variables

• Model learning

• Symbolic execution

Daniele, Andarzian, Poll. Fuzzers for Stateful Systems: Survey 
and Research Directions. ACMComput. Surv. 56, 9, April 2024.



fuzzing

• Input data generated from the model

• Only inputs and paths that follow the model
i.e., no out-of-spec testing or strange inputs

• By following well-specified transitions, test runs 
can go to deep states, far from the initial state

Fuzzing Model-Based Testing
• Input data randomly generated and mutated:

many invalid and strange test input data

• Testing robustness and security

• Very small chance that inputs trigger valid 
state transitions and go deep into the system 

fuzzing

mbt

Fuzzing
 check robustness
in particular state

MBT
go to new state

+



Fuzzing + Model-Based Testing = State-Based Fuzzing

SUT

test adapter

TorXakis
system
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WuppieFuzz adapter SUT

REST OpenAPI specification

fuzzing



Fuzzing + Model-Based Testing = State-Based Fuzzing
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WuppieFuzz :  Fuzzing | OFF
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MBT
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Fuzzing + Model-Based Testing = State-Based Fuzzing

Observations,  Lessons Learnt,  Challenges
1. Alternation and synchronization between Fuzzing and Model-Based Testing (MBT)

2. Also during Fuzzing, MBT must track the current state in the model:
 MBT must monitor inputs and outputs during Fuzzing
 For inputs, the adapter must work in two directions, consistently,
  abstraction and concretization must be each other’s inverse
  difficult if MBT works with abstract inputs and Fuzzing is on bit level

3. Fuzzing and MBT (and WuppieFuzz and TorXakis) work on different abstraction levels
 e.g.,  MBT: username is abstract concept, independent from representation
  Fuzzing: character encoding and each bit in the representation matter

torxakis: Decode: eval failed
vexpr: "Register(UserName(-1), PassWord(1), AuthNone, \"@`p8\\.4K\")“
error: ParseError at line 1 and column 53: (line 1, column 53):
unexpected "."



Fuzzing + Model-Based Testing = State-Based Fuzzing

Observations,  Lessons Learnt,  Challenges
4. To continue Fuzzing, and to do effective mutations when in a new state,

the Fuzzer must build a new corpus with state information from MBT:
 for [matrix], e.g.,  usernames, passwords, login tokens, session id’s, created rooms,  . . . . .

5. Since inputs become outputs during Fuzzing, the Model must be input-complete,
 i.e., in very state, all inputs must have a transition, usually a self-loop,
 as opposed to uioco where no input transition means under-specification

6. Adapter gets more complicated and stateful but, necessarily, also more advanced and precise:
 explicitly defined abstraction and concretization functions

7. The Model gets more robust and precise, i.e., by Fuzzing, also ‘the model gets fuzzed’

8. Performance is problematic with current tools



Fuzzing + Model-Based Testing = State-Based Fuzzing

Observations,  Lessons Learnt,  Challenges
9. Drawback :  a (manually constructed) model is needed

10. Bugs found:
 MBT: some ‘strange’ behaviours, mostly with inopportune actions,
  and OK (200) vs. NOK (400) responses, that need further analysis;
  seem to contradict [matrix] specification
 Fuzzing: some inputs (requests) classified as invalid, lead to valid responses; 
  vulnerability or adapter abstraction gap?
 [matrix]: specification contains unclarities, ambiguities, and inconsistencies

 .44: REQMON [ InvalidRequest("username or password was not in the json body of register") ]

 .45: RESP [ AuthRequiredResponse(401,SessionId("zwXuvdCJUKeFypuJTcIJrscN")) ]    

 FAIL :  Expected:  RESP [ NOk ]



Concluding

Status
• Proof of Concept:  feasibility shown,  promising,  but some improvements necessary

Future
• More systematic way of bridging abstraction gap

 improving formality, precision, and genericity of adapter

• Detect more ‘real’ bugs and compare

• Improve performance

• Investigate strategies for switching between Fuzzing and MBT

• Investigate which state information is most useful for building a new corpus

• Comparison with other state-based fuzzing approaches
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