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From Traditional Automation to Human-in-the-loop s ()
Augmentation o

Traditional Automation =  Human-in-the-loop Augmentation
Manual creation or recorded @/ Al create tests
Manual maintenance @/ Al maintain tests
Isolated execution @] Al synthesizes signals
Tool-centric outputs @l Al proposes meaning

Manual interpretation 2 Human validates decision
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The Real Challenge Is Not Al Capability — It Is Decision Making
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Raw Testing Signals Different Interpretations Stakeholders
—':ﬂ Ul Testing = Technical vs. business language QA Engineer
e * Raw vs. abstracted insight > Wants detail log
oy » Detail vs. summary
| APl Testing
{?,.? et PRy > Manager
» :
< Wants risk score
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Security
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Mobile
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Business

Wants clear decision
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Same data — different meanings.

The problem is not that we lack automation.

The problem is that automation produces different test results which need an

interpretation for various stakeholders.
© ETSI 2026. All rights reserved.




From Distributed Testing Signals to Release Decisions
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Decision Gap

Security Testing
Domain Focus
Risk exposure level

% Primary Signals
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Each layer speaks a different language.

Release Decision
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. Domain Al Augmentations |
Human-in-the-loop —— |

L

YAML/SISON normalized events
Cross-domain metrics

¥
' Al Interpretation Engine
Cross-domain correlation
Risk analysis
Natural language summary

[ ]

L ]

Hyperautomation

L]

f‘g ) Human-in-the-loop Validation

= Validation
« Owverride
s Feedback loop

Conceptual Model

. Decision-ready QA Summary
+ Risk Score
, | « Confidence Level
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From Raw Test Results to Structured Signals

_ Example: Canonical Ul Test Signal
1. Schema per domain

{
"run_id": "ui-2026-04-16-01",
2. Map tool outputs "domain": “UI"
"tool": “Selenium",
3. Shared metadata "data": {
"test_case": "login valid user",
‘ llpagell: ll/loginll’
4. Versioned schemas "step": "click_login",
"locator": "#login-btn",
) "status": "FAILED"
5. Extensible structure }
}

Inspired by JSON Schema and canonical data model patterns
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Release risk model — Risk Signal "~ 2

Apply risk theory to automated testing:

Risk = Severity x Priority x Failure x Domain x Confidence

Severity (Impact) Critical =5, High =4, Medium =3, Low =2, Minor =1
Priority (Business importance) P1=5,P2=4,P3=3, P4=2

Failure (Execution signal) Pass =0, Fail = 1, Degraded = 0.7, Flaky fail = 0.5
Domain (Domain weight) Security = 1.4, Performance = 1.2, API=1.1, Ul =1.0
Confidence (Trust level of result) High = 1.0, Medium = 0.7, Low = 0.4

Inspired by established risk models used in engineering, safety systems, finance and
risk management frameworks (FMEA, Risk Matrix) 0
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Release Risk Model — From Risk Signals to Decision

[ Risk Signals ] - [ Aggregation ] - [ Decision ]

¢ Total Risk
Overall system instability

(accumulated failures)
» >50 - BLOCKED

¢ Max Risk Release Risk = f (Total Risk, Max Risk, Distribution)
Critical issue detection » 20-50-

single point of failure
isingle p ) Combines multiple risk signals into a single score » <20 - APPROVED

¢ Failure Distribution
Failure patterns
(many small vs few critical)
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Release Decision Examples \—
Many small issues High BLOCKED Total
One critical issue 18 30 3 Low BLOCKED Max
Many minor failure 25 8 11 High Distribution
All stable 12 6 2 Low APPROVED None
Moderate issues 45 12 6 Medium Total

Critical + many
issues 62 27.5 12 High BLOCKED Total + Max
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End-to-End Scenario: From Test Execution to Release \— ¥
Decision

Application Release Scenario Context
* Release v2.4.0 — search functionality update
e High traffic expected

e Multi-domain testing (Ul, API, Performance)

Decision release flow

1. Test Execution and Failure Identification = 2. Risks computation = 3. Total Risk and Decision logic

© ETSI 2026. All rights reserved.



ETSI

T
¥

End-to-End Scenario: Step 1 — Test Execution and
Failure Identification

Test Execution Failures Identification

e Ul Tests - 119 passed / 124 total (5 failed) 1 Login APl failure (critical)

e API Tests - 204 passed / 210 total (6 failed) 1 Performance degradation

* Performance - Degraded under load 3 Ul'flaky test failures

2 medium API validation failure
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End-to-End Scenario: Step 2 —Risks computation "~ Y

L4 Risk 1 — Login API failure (1 case) L4 Risk 2 — Performance degradation (1 case)
Risk=4x4x0.7x1.2x0.8=10.75

* Severity =5 - 1 case - 10.75

* Priority =5

* Failure=1 L4 Risk 3 — Ul flaky test (3 cases)

e Domain=1.1 Risk=2x3x0.5x1x0.7=2.1each

* Confidence =1 ~ 3 cases 2 6.3

L Risk 4 — API medium failures (2 cases)
Risk=5x5x1x1.1x1=27.5 Risk=3x3x1x1.1x0.9=8.91each

- 1 case - 27.5 - 2 cases - 17.82
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End-to-End Scenario: Step 3 — Total Risk and
Decision logic

[ Total Risk Computation ] -

Total Risk=27.5+10.75+6.3+17.82=62.37

Max Risk = 27.5

Distribution Score=(1x3)+(3x2)+(3x1)=12

© ETSI 2026. All rights reserved.
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[ Decision ]

> 50 - BLOCKED
20-50 -
<20 - APPROVED

Total =62 > X{ BLOCKED
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End to end Scenario: Final Report

N\
TEST EXECUTION SUMMARY RELEASE RECOMMENDATION

Ul Tests ............... PASSED (119/124) The system appears functionally stable across the majority of

API Tests .............. PASSED (204/210) automated test scenarios, with most test suites completing
Performance Tests ...... WARNING successfully. However, the analysis highlights a critical failure in the
S=======SSSSSSSSSSSSSSSSSSSSSS Login API, indicating a high-impact issue affecting core system
Confidence Score: 0.81 functionality. In addition, a performance regression has been
Release Risk Score: 62.37 detected in the /search endpoint, suggesting potential

Max Risk Item: 27.5 degradation under load conditions. Multiple API validation failures
Release Risk Level: HIGH have also been identified, along with minor Ul instability likely
SESSEEES S aaaaaaaeEE e e e e SR RS EEEEEEEEES related to flaky locators. Considering these findings, the overall
Detected Insights: release risk is classified as High. The system recommends blocking

the release until the critical and high-impact issues are resolved

and the affected components are revalidated.
e Performance regression detected in /search endpoint (+38%) ====—===========—=——————————————————___1

e Critical failure detected in Login API

Action Required:

- Fix critical Login API failure
* Possible flaky Ul failures caused by unstable locators - Investigate and resolve performance regression in search service
================================================ - Validate API failures and re-run affected test cases

Deployment NOT recommended.

e Multiple API validation failures identified

© ETSI 2026. All rights reserved.



: : ETSI(___ )\
Human-in-the-loop: Who decides? " ¥
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1) Where human judgment is essential?
* Release decisions (go / no-go)

* Critical defect evaluation

* Risk acceptance

* Business impact interpretation

2) Who reviews Al output?

* Test Lead / QA Lead - validates test signals
* Engineering Lead - evaluates technical risk
* Product Owner - evaluates business impact

3) When Al is overridden?

* Business-critical functionality is affected

e Regulatory or security concerns exist

* Al confidence is low or ambiguous

* Context not captured in test data @
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A Human-in-the-loop Hyperautomation Architecture \ Y

Implementation

Al-Augmented Testing Framework Architecture

“r varvaramenta Update README.md eb9afae - 7 months ag

[D Files —_—
L Automated Test Execution
< - + Q Code Raw (0 &

¥ develop Preview Blame &
v v 4 ) 4

Ul Testing API Testing Performance Testing | | Security Testing

> M githb (# Rainbow MTAF Core = Go 7 IMeter )

> Wi . . Selenium RestAssured Nuclei
The Rainbow Modular Test Automation Framework (MTAF)

o v ¥ v L 4

> [ domains

Q Gotofile t

_ . Domain Adapters & Parsers (Report Normalization)
> I infra Overview

> [ observability Canonical Schema

Rainbow MTAF (Modular Test Automation Framework) is an open-source, modular, and extensible framework

> [ orchestrator

automated testing.
O gitignore It is designed to unify different types of testing (U, API, Performance, Security) into a single flexible reporting [ Al Interpretation Layer J
[ LICENSE environment. *
I (3 READMEmd Its main goals are to: @ Huinan Validation
+ Al

* Provide a ready-to-use template that open-source projects or enterprises can adopt to quickly bootstrap

automation. ‘

* Act as a parent project, enabling other repositories to inherit shared modules, configurations, and reports

. L N : ) ) Release QA Summary
¢ Incorporate Al-driven capabilities (e.g., intelligent locator generation, test data creation, anomaly detectic

* High-Level Overview

* Detailed, Linked Reports
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When is an architecture like this worth \— Y
building?

Benefity — Costy; Example ROl scenario

ROI,; =
Al CGSIAI

Manual report analysis per release: 2 hours

Benefity,; = TimeSaved X Costyerpour + RiskReductionValue
Releases per month: 20

Costy; = ImplementationCost + OperationalCost
Al P p Manual cost: 40 hours/month
Al summarization: <1 minute per release
Operational cost includes: LLM cost, compute, maintenance, validation time
Estimated time saved: 39 hours/month

Al investment has ROl when: Frequency X Ef fortSaved > Costy;

The more frequently a problem occurs and the more expensive it is to solve manually, the higher the ROI of using Al.
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Limitations

I. Al noise
Al interpretation may introduce noise

©. Prompt maintenance
Prompts require continuous tuning

Schema dependency
Poor schema design breaks the pipeline

2 Human validation required
Al should support, not replace decisions
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Thank you for your attention! \~ %
Questions?

Al supports the decision — humans own it.

Feel free to contact me at LinkedIn
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