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3. B History
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October 2003

JTC 1 Plenary established
= JTC 1 Study Group on Privacy Technologies (SGPT)

= for one year period of time (until October 2004) to
identify standardization needs

October 2004

JTC 1 Plenary resolved to
= disband SGPT

= assign to SC 27 further activities in the Privacy
Technologies area such as
= afurther inventory
= areport back to the November 2006 JTC 1 Plenary
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3. B History
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SC 27 activities (in response to JTC 1°s request
from October 2004)

= October 2004
= Study Period on Identity Management established
= May 2005

= Study Period on Privacy established

= New Work Item Proposal: A framework for identity
management (ISO/IEC 24760)

= May 2006

= New Working Group 5 on Identity Management and
Privacy Technologies established
= Two new Work Item Proposals
= A privacy framework (ISO/IEC 29100)
= A privacy reference architecture (ISO/IEC 29101)
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= Development and maintenance of
standards and guidelines addressing
security aspects of

= |dentity management
= Biometrics and
" Privacy
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d Programme of Work

ISO/IEC JTC 1/SC 27/WG 5 Identity

Frameworks & Architectures

A Framework for Identity Management (ISO/IEC 24760, IS, CD, WD)
Privacy Framework (ISO/IEC 29100, IS)

Privacy Architecture Framework (ISO/IEC 29101, FDIS)

Entity Authentication Assurance Framework (ISO/IEC 29115, 1S)

A Framework for Access Management (ISO/IEC 29146, CD)

Telebiometric authentication framework using biometric hardware security module (ITU-T
X.1085 | ISO/IEC 17922, WD) (formerly X.bhsm)

Protection Concepts

Biometric information protection (ISO/IEC 24745, IS)
Requirements for partially anonymous, partially unlinkable authentication (ISO/IEC 29191, 1S)

Guidance on Context and Assessment

Authentication Context for Biometrics (ISO/IEC 24761, 1S)
Privacy Capability Assessment Model (ISO/IEC 29190, CD)

Code of practice for data protection controls for public cloud computing services (ISO/IEC
27018, CD) -> Code of practice for PIl protection in public clouds acting as PII processors

Identity Proofing (ISO/IEC 29003, WD)
Privacy impact assessment — methodology (ISO/IEC 29134, WD)
Code of practice for the protection of personally identifiable information (ISO/IEC 29151, WD)



=aren® |ldentity Management (IdM)
1 An early approach

ISO/IEC JTC 1/SC 27/WG 5 |dentity Manage

= ,Fear not, for | have redeemed you;
| have called you by name: you are mine.”
[Isaiah 43:1]

= Mn @oBou- dioTI eyw O€ EAUTPWOQ,
O€ EKAAECA E TO OVONA OOU” €POU gloal”
[Hoaiav 43:1]

= _No temas, porque yo te he redimido,
te he llamado por tu nombre; mio eres tu.”
[Isaias 43*]

= Furchte dich nicht, denn ich habe dich erlost;
ich habe dich bei deinem Namen gerufen; du bist mein!*
[Jesaja 43,1]
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ldentity Management (IdM)

E 2 sides of a medal with enormous economic potential

= People live their life

Organisations aim to sort out

= User Accounts in different IT
systems

= Authentication
= Rights management
= Access control

Unified identities
help to
= ease administration
= manage customer relations

Identity management
systems
= ease single-sign-on by unify
accounts

= solve the problems of multiple
passwords

= in different roles (professional,
private, volunteer)

= using different identities
(pseudonyms): email accounts,
SIM cards, eBay trade names,
chat names, 2ndLife names, ...)

Differentiated identities
help to

= protect
= privacy, especially anonymity
= personal security/safety

= enable reputation building at the
same time

= |dentity management systems

= support users using role based
identities

= help to present the “right” identity
in the right context
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ldentity Management (IdM)

E 2 sides of a medal with enormous economic potential

= QOrganisations aim to sort out

People live their life
= in different roles (professional,
private, volunteer)

= using different identities
(pseudonyms): email
accounts, SIM cards, eBay
trade names, chat names,
2ndLife names, ...)

Differentiated identities
help to
= protect
= privacy, especially anonymity
= personal security/safety
= enable reputation building at
the same time
Identity management
systems
= support users using role based
identities
= help to present the “right”
identity in the right context

= User Accounts in different IT
systems

= Authentication
= Rights management
= Access control

Unified identities
help to

= ease administration
= manage customer relations

= |dentity management

systems
= ease single-sign-on by unify
accounts

= solve the problems of multiple
passwords



=gremm WG 5 Identity Management & Privacy Technologies
3. H Programme of Work
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Frameworks & Architectures

*A Framework for Identity Management
(ISO/IEC 24760)
= Part 1: Terminology and concepts (1S)
= Part 2. Reference framework and requirements (CD)
= Part 3: Practice (WD)

*Privacy Framework
(ISO/IEC 29100, IS)

=Privacy Architecture Framework
(ISO/IEC 29101, FDIS)
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/3. @ Programme of Work
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Frameworks & Architectures

*Entity Authentication Assurance Framework
(ISO/IEC 29115, 1S)

*A Framework for Access Management
(ISO/IEC 29146, CD)

=Telebiometric authentication framework using
biometric hardware security module (ITU-T
X.1085 | ISO/IEC 17922, WD) (formerly X.bhsm)
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1 Programme of Work

ISO/IEC JTC 1/SC 27/WG 5 Identity Ma

Protection Concepts

Biometric information protection

(ISO/IEC 24745, IS)

Requirements on partially anonymous, partially unlinkable authentication
(ISO/IEC 29191, IS)

Guidance on Context and Assessment

Authentication Context for Biometrics
(ISO/IEC 24761, 1S)

Privacy Capability Assessment Model
(ISO/IEC 29190, CD)

Code of practice for data protection controls for public cloud computing services
(ISO/IEC 27018, CD) -> Code of practice for PII protection in public clouds
acting as PIl processors

Identity Proofing (ISO/IEC 29003, WD)
Privacy impact assessment — methodology (ISO/IEC 29134, WD)

Code of practice for the protection of personally identifiable information (ISO/IEC
29151, WD)
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ISO/IEC 27018 ,,Code of practice for PIl protection in
public clouds acting as Pll processors”

ISO/IEC JTC 1/SC 27/WG 5 Identity Management & Privac

NWIP planned: requirements for a MS
based on ISO/IEC 27001

L NWIP: sector specific standard based
on ISO/IEC 27002 for users & providers

Part 3: Privacy and Data NWIP planned: guidelines for
Protection Controls implementing data protection controls

Part 4: Technology
Controls

N/A

NWIP: based on ISO/IEC 19011 and
ISO/IEC 27007

[Figure thanks to Armin Wappenschmidt (Secunet)]



ISO/IEC 27018 ,,Code of practice for PIl protection in
public clouds acting as Pll processors”

ISO/IEC JTC 1/SC 27/WG 5 Identity Management & Privac

NWIP planned ents fora MS
based on ISO/M

NWIP: sector specific standard based
on ISO/IEC 27002 for users & providers

Pa 3:Privacy and D7 |
P ‘ection Contro’

NWIP planned: guidelines for
implementing data protection controls

NWIP: based o
ISO/IEC 2700

19011 and

[Figure thanks to Armin Wappenschmidt (Secunet)]
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Programme of Work

ISO/IEC JTC 1/SC 27/WG 5 Ide

Study Periods
*Privacy Impact Assessment

=Security evaluation of anti-spoofing
techniques for biometrics (together with WG
3)

*Privacy seal programs (together with WG 3)

*Documentation of data deletion principles
for personally identifiable information In
organisations

15
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Standing Documents

WG 5 Roadmap
(WG 5 SD1)

*Privacy Documents References List
(WG 5 SD2) (public)

*Harmonized Vocabulary Effort
(WG 5 SD3)

=Standards Privacy Assessment (SPA)
(WG 5 SD4)




Roadmap

WG 5 Identity Management & Privacy Technologies

ISO/IEC JTC 1/SC 27/WG 5 Identity Management & Pri

Identity Proofing (20003) +/

Entity authentication NN
assurance framework (29115) |dM Ref. Architecture

Authentication ~

Management Senice

IdM Framework

Entity Authentication ¢
(9798 in WG 2} Part1-3 BV
(24760)

Wultiple vs. Singl
Sign-On/off
Role Definition/
Management

Role based
authorisation management Service
Open Systems - Access control -
Framework (10181-3) from 1998
Access Control
Mechanisms
Multiple/Single-Sign-On/Oft

Usage control, and
menitering Service

A Framework for Access
Management (29146}

Use of Biometrics in |dentiy
Management (20144 in SC 37)

Authentication Context
for Biometrics (24761)

Biometric Information
Protection (24745)

Security Evaluation of
Biometrics (19792 in WG 3)

=

Cross-Jurisdictional and Societal
Aspects of Implications of Biometric =
T ies (27414 in SC 37/ WG &)

30107 Anti spoofing & Liveness
detection Techniques
(NWIP in SC 37/WG 6)
Telebiometric Authentication Framework
using biometric hardware security madule ~
(X shsm | 17922)

[ Evaluation of anti-spoofing Q
¥

techniques for biometrics (ointly with WG 3)

/ study periog 7 New Work Item Proposal # Guidelines /' CurrentProjects % Projects of ather WGs

Privacy Capability

~ Assessment Model
(29190)

Data flow presentation

4 Prvacy considerate use/
avoidance of technology

Financial senices -

&) Privacy impact assessment
(IS0 22307:2008, TC 68/SC 7)

i -~/ Pia-Methadalogy (20134)

- 8P Privacy Impact

v
Assessment . CoPforthe protection
of Pl (28151)

CoP for data protection

~f" controls for public cloud
computing senvices (27018)

Privacy Evaluation: Survey,
Inspection and Audit
of Metadata and
automatically generated data

¥ Privacy Engineering

Privacy Framework |/
(29100)

~ SP Privacy Seal Programs

< (jaintly with WG 3)

WG 11475
SP on Cloud Comptiting

Policy languages

UserRights
Management

Preferences

Human Computer
Priva L
o

Framework (29101)

Data requirements

for policies (eg. in
cloud contexts)

Requirements on
Damallyanunymuus‘

(Aonymous Protacals | partially unlinkable
Anonymous Protocols authentication (29191)

Credentials
Logs and Auditing

Transparency Tools
y Wixes and Network
PETs and 4 Anonymization
Privacy Services
o Anonymization
Protocols
Secure storage
and processing
{ Processing PIl
using secure

=) WG4 Storage Security: Deletion (27040) )

~ Documentation of Data Deletion Principles far

J

personally in O

1 Resource constraints

@ Concluded Study Period Standard /b

17
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WG 5 Identity Management & Privacy Technologies
Privacy/Pll standards in SC 27/WG 5 and elsewhere

ISO/IEC JTC 1/SC 27/WG 5 Identity Management

Terminology and principles

Freely available?

Framework

Privacy references list

Freely available

Privacy impact
assessment

1

1

1

1

|

1

|

1

1 Information
\ .

\ security
: controls
1

1

1

1

|

1

|

1

1

1

1

Management

Privacy capability
maturity model

Maturity
levels

PII controls

________________

ICT system
architecture

ICT components

Technology

Requirements

Partially anonymous /
partially unlinkable

Standards privacy assessment

Freely available

Support

-———

—_—
{ other project

N —_————

~
-~
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3. B Liaisons and collaboration
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= With organizations and committees dealing
with specific reguwements and guidelines
for services and applications, e.g.:

"|ISO/IEC JTC 1
*|1SO

“ETSI
| TU-T

= Further organisations with specific application
needs and/or expertise

19
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3. B Example Liaisons and collaboration —within ISO and IEC
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= JTC 1/SC 17/WG 4
= Integrated circuit card with contacts

= JTC 1/SC 37

= Biometrics

= JTC 1/SC 38
= Distributed application platforms and services (DAPS)

= |ISO TC 215/WG 4
= Health Informatics Security

20
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Liaisons and collaboration — with ITU-T

ISO/IEC JTC 1/SC 27/WG 5 Identity Management & Privacy

= [TU-T SG 13
*Future networks including mobile and NGN

" [TU-T SG 17
=Security

= | TU-T JCA Cloud
*Cloud Computing Privacy Aspects

21



ABC4Trust

Article 29 Working Party of Data Protection Authorities in the
European Union

Cloud Security Alliance (CSA)

ENISA (European Network and Information Security Agency)
EUDCA (European Data Centre Association)

FIDIS (Future of Identity in the Information Society)

Kantara Initiative (succeeding Liberty Alliance)

PICOS (Privacy in Community Services)

PrimeLife

The International Conference of Data Protection and Privacy
Commissioners

22
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<. B Recent/Next Meetings
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= 2013-04-22 — 2013-04-26 ETSI Sophia Antipolis (F): WG 5 Meeting
= 2013-04-29 — 2013-04-30 ETSI Sophia Antipolis (F): SC 27 Plenary

= 2013-10-21 — 2013-10-25 Songdo (Korea): WG 5 Meeting

= 2014-04-07 — 2013-04-11 Hong Kong: WG 5 Meeting
= 2014-04-14 — 2014-04-15 Hong Kong: SC 27 Plenary

23
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qﬁ § Further Reading

ISO/IEC JTC 1/SC 27/WG 5 Identity Management & Privacy Te

= www.Jtclsc27.din.de/en

=»SD6 Glossary of IT Security Terminology

»SD7 Catalogue of SC 27 Standards &
Projects

*WG 5/SD2 Privacy Documents References
List

= WWW.IS0.org/obp/uli
*"|SO Online Browsing Platform (OBP)

Kal.Rannenberg@m-chair.net
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Further Collaboration with ETSI

ISO/IEC JTC 1/SC 27/WG 5 Ident

rd to further collaboratlon

between ETSI and WG 5
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