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to propose some recommendations to overcome potential gaps. Particular attention will be paid on horizontal application layer standardisation and to assure an interworking framework among different vertical industrial segments.   
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For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:
Definition format
Use the Normal style.
The term shall be in bold, and shall start with a lower case letter (unless it is always rendered with a leading capital) followed by a colon, one space, and the definition starting with a lower case letter and no ending full‑stop.
<defined term>: <definition>
standardization gaps: gaps and missing standards, missing APIs, duplications that would require harmonization, technical interoperability profiles that would clarify the use cases
NOTE:	This may contain additional information.
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Symbols should be ordered alphabetically. Clause numbering depends on applicability.
For the purposes of the present document, the [following] symbols [given in ... and the following] apply:
Symbol format
Use the EW style and separate this from the definition with a tab. Use the EX style for the last term.
<1st symbol> [tab]<1st Explanation> (style EW)
<2nd symbol> [tab]<2nd Explanation> (style EW)
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Abbreviations should be ordered alphabetically. Clause numbering depends on applicability.
For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:
Abbreviation format
Use the EW style and separate this from the definition with a tab. Use the EX style for the last term.
AIOTI	Alliance for IoT Innovation
IoT	Internet of Things
LSP	Large Scale Pilot
TR	Technical Report
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[bookmark: _Toc389039469][bookmark: _Toc442722563]4	General Considerations
[bookmark: _Toc442722564]4.1	Introduction
[bookmark: _Toc442722565]4.1.1	Defining gaps
In ETSI TR 103375 [i.1], the status of the current IoT standardisation is done, in order to assess the degree of industry and vertical market fragmentation; and to point towards actions that can increase the effectiveness of IoT standardisation, to improve interoperability, and to allow for the building of IoT ecosystems. This TR [i.1] identifies a number of standards that are available, i.e. that have reached a final stage (TS or TR, etc.) in a Standards Setting Organisation by the time of writing the report, and can be used for the work of the IoT Large Scale Pilots (LSP).
However, the coverage of the IoT landscape – and the possibility to develop large-scale interoperable solutions – is not fully guaranteed since some elements in this landscape are missing. These missing elements are referred to as "gaps" in the remainder of the present report. Gaps may also be identified when harmonization or interoperability between a large number of potential solutions is missing.
These "gaps" are the main point of interest of the present report. Three categories of gaps will be addressed:
· Technology gaps. Some examples in this category are communications paradigms, data models or ontologies, software availability.
· Societal gaps. Some examples in this category are privacy, energy consumption, ease of use.
· Business gaps. Some examples in this category are siloed applications, value chain, investment.
In the reminder of the present report, the identification of gaps will be specially made in view of ensuring that they will be further understood, handled and closed within the IoT community (and possibly beyond). This identification of gaps will rely on an approach that allows for:
· The characterization of gaps, in particular by understanding the type of gaps (see above), the scope of the gap, the difficulties it generates, and other appropriate descriptions.
· The mapping of the gaps on an architectural framework (see clause 4.1.3) that allows for the mapping of the gaps on a reference that can be understood by the IoT community and, in particular, that can be related to other frameworks e.g., those developed in other organizations, for instance in Standards Setting Organisations. 
This characterization and mapping are made with the objective to ensure that – whenever possible – these gaps may be handled, and hopefully closed, by one or more organizations in the IoT community.
The present report does not have the aim to undertake the resolution of the gaps that is left to the proper organizations of the IoT community. However, its objective is also to provide recommendations for the future standard framework.
[bookmark: _Toc442722566]4.1.2	Identifying gaps: user survey
A critical part of the identification of gaps is the collection of those missing elements. Since they can be of very different nature (see clause 4.1.1) and may have been detected by very different actors of the IoT community, there needs to be a mechanism to collect the largest possible information. To this extent, a survey has been built in order to identify as many gaps as possible with the help of the IoT community, in particular the IoT standardization community.
The survey aims at:
· Identifying the domain of activity of the respondent;
· Understanding what his/her objectives and main area of work are;
· Defining up to three gaps of all three types as defined in clause 4.1.1.
The detailed text of the survey can be found in Annex A.
The survey has been largely distributed. At the time of writing the current version of this document, over 80 answers have been collected.
In a second step, these answers will be analysed with the objective to identify commonalities (i.e. related missing functionalities that can be considered as one gap) and associated interoperability frameworks.
[bookmark: _Toc442722567]4.1.3	Mapping gaps
Before mentioning gaps, and in particular standards gaps that an LSP may have to address in the achievement of its objectives, one first needs to have a target framework in mind. The AIOTI WG03 has developed a standard framework or architecture for IoT which is similar or can be mapped to other frameworks such as ITU, oneM2M, IIC. The one thing that the frameworks have in common is the fact that we need to achieve interoperability amongst the various elements in order to IoT, interoperability means having interworking standards with less complexity.  With a target model in mind and an idea of what the current landscape looks like, which are the objectives of the ETSI TR103.375, we can define what the gap is to achieve IoT. The focus of this TR is to look at such gaps in the standard that will be needed to achieve the various LSP and make recommendation on going forward.
The landscape analysed in TR 103.375 has described the IoT standards from the view point of the elements or knowledge areas that make up the IoT framework. The present TR adopts a similar structure by looking at the gaps based on the knowledge areas but it also defines the main requirements specific to each vertical sector, analyses how they are covered and what are the gaps that have been identified. 
The diagram below shows the AIOTI High Level Target Architecture for IoT (AIOTI HLA)

[image: ]
Figure 1: AIOTI high level architecture for IoT

Interfaces above are:
1: 	defines the structure of the data exchanged between App Entities (the connectivity for exchanged data on this interface is provided by the underlying Networks). Typical examples of the data exchanged across this interface are: authentication and authorization, commands, measurements, etc.
2:	this interface enables access to services exposed by an IoT Entity to e.g. register/subscribe for notifications, expose/consume data, etc.
3: 	enables the sending/receiving of data across the Networks to other entities.
4: 	enables the requesting of network control plane services such as: device triggering (similar to “wake on LAN” in IEEE 802), location (including subscriptions) of a device, QoS bearers, deterministic delivery for a flow, etc.
5: 	enables the exposing/requesting services to/from other IoT Entities. Examples of the usage of this interface are to allow a gateway to upload data to a cloud server, retrieve software image of a gateway or a device, etc.

[bookmark: _Toc442722568]4.2	Vertical domains covered
As a support for the IoT Large Scale Pilot, the vertical domains that are addressed in the present report are those where such LSP will be defined and, for some, selected and undertaken. These domains are the following:
Smart cities. The modern cities need to evolve and become structured, interconnected ecosystems where all components (energy, mobility, buildings, water management, lighting, waste management, environment, etc.) are working together in support of humans. By using the IoT technology, the cities are expected to achieve this transition while maintaining security and privacy, reducing negative environmental impact and doing it in a reliable, future proof and scalable manner.
Smart living environments for ageing well (e.g. smart house). It is expected that the IoT will support the continuously growing population of elderly people in living longer, staying active, non-dependent and out of institutional care settings, together with reducing the costs for care systems and providing a better quality of life. This should be achieved in particular with IoT for smart home and home automation supporting technologies.
Smart farming and food security. The application of IoT technologies to the overall farming value chain will improve its optimisation and, as a consequence, food safety in general. Technologies such as data gathering, processing and analytics as well as orchestrated automation technologies supported by IoT are expected to achieve this.
Wearables. The integration of intelligent systems to bring new functionalities into clothes, fabrics, patches, aids, watches and other body-mounted devices will provide new opportunities and applications. Basic technologies such as nano-electronics, organic electronics, sensing, actuating, localization, communication, etc. will be offered to the end-user, with an associated range of problems such as acceptability, ease of use, privacy, security or dependability.
Smart mobility (smart transport/smart vehicles/connected cars). The Internet of Things applied to the mobility domain may create the potential for major innovations across a wide variety of market sectors, with mobility applications such as self-driving and connected vehicles, multi-modal transport systems and “intelligent” transportation infrastructure from roads or sea ports to parking garages.
Smart environment (smart water management). IoT will be a key building block to solutions for vertical applications such as environmental monitoring and control that will use sensors to assist in environmental protection by monitoring air, water quality, atmospheric or soil conditions and noise pollution.
Smart manufacturing. I support of the European manufacturing industry, all forms of competitive industries will have to massively incorporate more intelligence, that will rely in particular on IoT through advanced connected objects providing sensing, measurement, control, power management and communication, both wired and wireless.

[bookmark: _Toc442722569]5	Gap analysis in the context of Smart Cities
[bookmark: _Toc442722570]5.1	High level description and analysis
This section describes at high level what the specificities of the Smart Cities vertical sector are and summarizes the global outcome of the standards landscape.
The concept of smart city brings up whole new opportunities as well as very interesting challenges. A city is considered smart when part or all of its operations services are supported through an ICT infrastructure. Operation services may include transport, parking, energy, etc. The use of an ICT infrastructure is sought to enhance the efficiency and the ease of use of the city operations services. However, a smart city must be beneficial to the citizens regardless of their ICT abilities.
The realization of a smart city is subject to many challenges in order to monitor and integrate all of the city infrastructure and services. From the technical infrastructure to be put in place to the adoption and acceptability of the offered services by the citizens as well as the business actors involved.
Regardless of the different challenges, a critical requirement for the success of a smart city deployment remains in making the relevant data available to the relevant applications in order to achieve the idea of a smart city. The smart city faces the integration of different and autonomous systems that are often vendor specific (waste collection and management, parking management systems, building management, etc.). Moreover, various technologies have been employed for each application. The smart city vertical sector is thus a domain where several technological solutions are used for solving similar problems.
The smart city concept has the following specificities:
· Integration of a large number of heterogeneous equipment (sensors, actuators, edge devices, end user devices, enterprise and cloud systems, etc.)
· High data heterogeneity in terms of model, representation format, volume, precision, importance, etc.
· Use of various network and communications technologies (access network technologies and communication protocols)
· Interconnection of the newly deployed IoT systems with the legacy ones.
Moreover, target applications for the smart city require access to data flows and actuation mechanisms. For example, a smart lightning application will require access to data provided by luminosity sensors, weather information, and a way to control connected city lights. 
Smart cities also rely on the principle of open data to foster local democracy/governance and thrive the local economy. Therefore, the huge amounts of data collected and processes by the different applications are to be put on open platforms and accessible through open interfaces (APIs). Based on these new data business models are to be developed in order to monetize the collected data and to support the service delivery.
Since smart cities put the citizen at the centre and thus deal with data provided by end-user or collected by monitoring systems, privacy and data security need to be solved. Open data principle may be seen conflictual with data security and privacy. Therefore, smart city data need to define mechanisms for data access with the appropriate access rights and protection mechanisms in order to allow the appropriate access/processing to the appropriate entity (end-user, municipality, application, third-party operators, etc.)
Finally, smart cities seek enhancing the efficiency of resources use and city operations services. This is achieved through the use of ICT technologies. In this context, innovative applications should have access to high level services provided by the city and its platforms. Service platforms are thus a key for the smart city success. Such services platforms must integrate data sources, devices, systems to a large extent. 

[bookmark: _Toc442722571]5.2	Mapping of requirements and related standard coverage
Editor's note:
The main requirements, extracted from the AIOTI reports for this vertical sector, are classified according to the knowledge areas and their interfaces to which they belong in the left column. The Communication and connectivity knowledge area is divided according to the main communication layers. The right column identifies the organizations which have been identified in TR 103 375 [i.1] as providing existing documents which address the target requirement.
[bookmark: _Toc442722572]5.2.1	Communication and Connectivity knowledge area
[bookmark: _Toc442722573]5.2.1.1	Connectivity at Physical and data Link layer

[bookmark: _Toc442722574]5.2.1.2	Connectivity at Network layer 

[bookmark: _Toc442722575]5.2.1.3	Service level and application enablers

[bookmark: _Toc442722576]5.2.1.4	Application Layer level, APIs, Data models and ontologies

[bookmark: _Toc442722577]5.2.2	Integration/Interoperability knowledge area

[bookmark: _Toc442722578]5.2.3	Applications management knowledge area

[bookmark: _Toc442722579]5.2.4	Infrastructure knowledge area

[bookmark: _Toc442722580]5.2.5	IoT Architecture knowledge area
Table 1: Mapping of requirements for IoT Architecture knowledge area
	Requirements
	Organizations providing related standards

	device discovery; capability to include new devices, sensors, actuators when they join the system
It covers integrated/complete IoT specification solutions, including architecture descriptions for smart cities.
	oneM2M-TS 0001; 
ITU-T Y.2060;
 ITU-T Y.2068;
 III tech arch tr001;
 IEEE P2413,
 IERC IoT.A



[bookmark: _Toc442722581]5.2.6	Devices and sensor technology knowledge area
Table 2: Mapping of requirements for devices and sensor technology knowledge area
	Requirements
	Organizations providing related standards

	interoperability of sensor networks, and make sensor networks plug-and-play, so that it becomes fairly easy to add/remove sensor nodes to/from an existing sensor network.
	ISO/IEC 29182

	devices are home automation, home security, climate control
	ULE ETSI DECT TS 102 939-01)

	Includes protocols for managing different devices not quite devices
	BBF
OMA
UPnP
oneM2M TS 0006

	Cellular devices
	GSM, GPRS, EDGE, UMTS, HSPA, LTE, LTE-A, LTE-M	

	functions that are to be performed by a transducer interface module (TIM)
	IEEE – ISO/IEC JTC series

	accommodate various types of devices and sensors: low power/high power (sustainability, power consumption)
	

	accommodate various types of devices and sensors: robustness, accuracy, reliability (imaging and diagnostics)
	



[bookmark: _Toc442722582]5.2.7	Security and privacy knowledge area
Table 3: Mapping of requirements for security and privacy knowledge area
	Requirements
	Organizations providing related standards

	high level of trust (common good objective)
bootstrap authentication and key agreement for application security
	3GPP TS 33 SERIES

	e2e security
	3GPP TS 33 SERIES
3GPP2 S.S0109

	confidentiality and privacy, protection of personal data; encryption
	OASIS

	secure remote access to the system from third-parties; user authentication, access control
	IEEE CYBER SECURITY



[bookmark: _Toc442722583]5.3	Recommendation on Potential improvements
Editor's note:
This section gathers the results of the theoretical analysis and of the questionnaire.
Currently, the main gaps are the following: 
· Service platform: no clear winner among all existing IoT architectures. Each service platform is currently positioning among the other one through the proposition of underlying interworking plugins.
· Communication infrastructure: the use of multiple communication infrastructures is here to stay due to the characteristics of each communication technology (LoRa, GPRS/3G/4G, Satellite, etc.). IP is likely the best candidate as a convergence layer.
· Data interoperability:  A lack of global data model and/or translation mechanisms between different specific models is clearly a big issue.
· …
The next table gives a preliminary selection of answers received through the survey for the smart city vertical domain. This selection applies to technical gaps only (around 40% of the total number of gaps identified). 
Editor's note:
A more thorough analysis of the survey results to be provided in next version of this document.
Table 4: Survey results for the smart city vertical domain
	Nature of the gap
	knowledge area
	Criticality
	What would you expect from a standardization or regulation point of view to improve this situation?

	Lack of harmonization and lack of interoperability.
	Communication and Connectivity (application level); Integration/Interoperability
	5
	Focus on semantic interoperability and a drive to use new technologies to push the market forward.

	Lack of harmonization and consensus on the right technology
	Communication and Connectivity (network up to application level); Architecture; Security
	4
	Agree on very few common standards

	Interoperability (semantic level included), heterogeneity management (data model included), low power and low energy constraints integration, cyber security.
	Communication and Connectivity;  Integration/Interoperability; Infrastructure and computational platforms ; Devices and sensor technology; Security and Privacy
	4
	

	Development models for data centric services residing on the edge of the Internet
	Communication and Connectivity (service up to application level); Integration/Interoperability
	4
	Provide a set of reference models for the development and integration of new services

	Dedicated characteristics for quality assurance and reliability as well as their approval process
	Communication and Connectivity (physical to network level)
	3
	Engagement of experts and acceleration of the work

	Too many silos are now brought together under the "SmartCity" paradigm => transversal communication needs are hard to put in place (problems of multiple translation among various heterogeneous models).
	Communication and Connectivity (application level); Integration/Interoperability; Applications life-cycle support
	3
	Accelerate the convergence around pragmatic proposals.

	Integration of different existent data assets is expensive
	Communication and Connectivity (network up to application level)
	3
	Define standards to integrate different data types

	Semantic Interoperability
	Communication and Connectivity (service up to application level); Integration/Interoperability
	3
	One common reference Ontology in preference in oneM2M in cooperation with W3C



[bookmark: _Toc442722584]6	Gap analysis in the context of smart living environments for ageing well (e.g. smart house)
[bookmark: _Toc442722585]6.1	High level description and analysis
Editor's note:
This section describes at high level what the specificities of the smart living and smart home vertical sector are, based on the AIOTI WG03 [ref] and AIOTI WG05 [ref] reports. 
The concept of smart home is becoming a reality. Smarter and more efficient homes increase daily, accelerated by connected devices being deployed at home (smartphones, tablets, domestic devices: lamps, presence sensors, etc.). However, the concept of smart home is targeting more innovative scenarios and applications including eHealth, elder people assistance, home automation, security monitoring, energy management, habitat comfort, entertainment, etc.
The smart living and smart home vertical sector can be divided into four main clusters
- health and wellness: monitoring of patient data from home, transfer of these data to medical personnel, ability to call emergency services when needed, fitness support, socialization, daily tasks independence
- habit: monitoring of people daily routine to detect abnormal situations
- safety: security surveillance, fall detection, security issues
- home automation: managing energy consumption, air conditioning, adjusting light intensity, controlling appliances
Smart home is currently a field that observes a high heterogeneity in devices and networking technologies. Indeed, a smart home is a stage to a wide variety of standard or proprietary PAN/LAN technologies. Such heterogeneity makes interoperability among the different deployed devices unachievable. This is mainly caused by a high fragmentation of the home devices market. 
Even if the smart home is implemented in a limited and controlled environment, its realisation is still subject to multiple challenges. Concerns about the ambient environment that is a smart home especially for aging well are often related to issues of accessibility, acceptability and ethical concerns. Accessibility is related to the financial affordability of automation systems, the ease of use of such technical systems, and psychological trust and acceptance. 
In the context of smart home for aging well, data privacy and security is a must. Indeed, for various applications very sensitive data are collected (health data, habitat monitoring, etc.). Access to such data must be strictly controlled in order to allow the proper functioning of the application.
[bookmark: _Toc442722586]6.2	Mapping of requirements and related standard coverage
Editor's note:
The main requirements, extracted from the AIOTI reports for this vertical sector, are classified according to the knowledge areas and their interfaces to which they belong in the left column. The Communication and connectivity knowledge area is divided according to the main communication layers. The right column identifies the organizations which have been identified in TR 103 375 [i.1] as providing existing documents which address the target requirement.
[bookmark: _Toc442722587]6.2.1	Communication and Connectivity knowledge area
[bookmark: _Toc442722588]6.2.1.1	Connectivity at physical and data link layer
Table 5: Mapping of requirements for connectivity at physical and data link layer
	Requirements
	Organizations providing related standards

	heterogeneous types of communications: wireless/ wireline,  long range / short range; different communications bandwidth, latency (real time)
	3GPP, Bluetooth, Enocean Alliance, ETSI DECT, IEEE 802.x, IEEE 1901, KNX, LoRa Alliance, Thread, ZigBee, Z-Wave, etc. already provide a large set of standards in this knowledge area.  



[bookmark: _Toc442722589]6.2.1.2	Connectivity at network layer 
Table 6: Mapping of requirements for connectivity at network layer
	Requirements
	Organizations providing related standards

	local and remote access to infrastructural services
	3GPP, OIC, OneM2M

	device to device communications 
	Thread, Z-Wave, IETF ROLL

	connectivity and network communication protocols
	DICOM, IETF (TCP/IP protocols) 

	interoperability of networks: devices with different communication protocols are able to share data
	ASHRAE, DICOM, IETF 6lo, KNX 

	communication platforms
	KNX, HGi, OneM2M

	high network availability
	

	real-time handling of events
	



[bookmark: _Toc442722590]6.2.1.3	Service level and application enablers
Table 7: Mapping of requirements for service level and application enablers
	Requirements
	Organizations providing related standards

	support collection of data from local/ remote sensors
	DICOM, 3GPP, OIC, IETF CORE

	Unified services support a large variety of services
	KNX, HGi, OMA, W3C

	semantic interoperability between service components
	ITU-T

	advanced analysis and processing of sensor data
	DICOM

	interoperability and collaboration of different appliances; combine wearable devices and smart home devices
	KNX, IETF CORE, OMA, OneM2M

	real-time + batch handling of events / data
	



[bookmark: _Toc442722591]6.2.1.4	Application layer level, APIs, data models and ontologies
Table 8: Mapping of requirements for application layer level, APIs, data models and ontologies
	Requirements
	Organizations providing related standards

	HMI components (user interfaces and displays) are very easy to use
	ETSI TC HF, IHE

	HMI components allow easy access to system from third-parties
	OMA

	applications address heterogeneous use cases: direct needs (alarms, ease of use) but also hidden issues (social isolation, loneliness, support independence); access to services through social networks and messaging functions 
	ZigBee, KNX

	messaging, documents standards
	DICOM, HL7, IETF XMPP, OASIS MQTT, OMG DDS

	applications support a wide variety of services (discovery)
	KNX, OneM2M, W3C

	open APIs
	OneM2M, ITU-T, OMA

	self-management of health, with decision-making processes (cognitive and robotics)
	IEEE P2413

	standards for application processes
	

	organization, structure (neutral data models) and storage of the data
	HL7

	possibility of correlation of the data including their context
	ETSI Smart M2M, OneM2M

	standards for data handling and organization
	ITU-T



[bookmark: _Toc442722592]6.2.2	Integration/interoperability knowledge area
Table 9: Mapping of requirements for integration/interoperability knowledge area
	Requirements
	Organizations providing related standards

	certification of sensors and devices
	IPv6 Forum, Wi-Fi, … for connectivity

	integration of IoT services and solutions for healthcare
	Continua, ITU-T, IIC, IPSO, ZigBee

	interoperability of sensors and actuators, ability to read data from other sensors and activate different actuators
	Enocean alliance. Allseen, Ashrae, Continua design guidelines, IETF XMPP, IPSO, OIC

	interoperability of processing rules (structure, storage, exchange)
	Ashrae

	common data "terminology" across the architecture, interoperable data semantics and ontology, common semantics 
	OneM2M, HL7, IHE

	seamless interoperability between data systems
	HGi, IIC, W3C



[bookmark: _Toc442722593]6.2.3	Applications management knowledge area
Table 10: Mapping of requirements for applications management knowledge area
	Requirements
	Organizations providing related standards

	applications tailored to individual needs: evolutivity, flexibility of the components
	OSGi, DICOM, BBF

	continued support to the client after purchase
	

	tools  to enable ease of installation, configuration and personalization 
	



[bookmark: _Toc442722594]6.2.4	Infrastructure knowledge area
Table 11: Mapping of requirements for infrastructure knowledge area
	Requirements
	Organizations providing related standards

	integration of legacy systems and data sources
	OneM2M, IEEE P2413

	Deployment tools
	BBF, HGi, OSGi



[bookmark: _Toc442722595]6.2.5	IoT Architecture knowledge area
Table 12: Mapping of requirements for IoT Architecture knowledge area
	Requirements
	Organizations providing related standards

	system able to cope with the availability of multi-vendor solutions 
	AllJoyn, OIC, Thread, IEEE P2413, IIC, ISO/IEC JTC1

	global-level standards (international)
	OneM2M, IEEE P2413, ITU-T

	device discovery; capability to include new devices, sensors, actuators when they join the system
	Allseen



[bookmark: _Toc442722596]6.2.6	Devices and sensor technology knowledge area
Table 13: Mapping of requirements for devices and sensor technology knowledge area
	Requirements
	Organizations providing related standards

	more comfortable, less invasive devices
	

	devices compensating sensory impairments
	

	various types of devices and sensors: low power/high power (sustainability, power consumption)
	IETF COAP & CORE, Bluetooth ULE, Enocean alliance, ZigBee

	various types of devices and sensors: robustness, accuracy, reliability (imaging and diagnostics)
	Thread

	device discovery in the ecosystem
	Allseen, BBF, OMA, IETF CORE

	real-time + batch handling of events / data
	IETF XMPP, OASIS MQTT, OMG DDS

	sensors and devices accessible locally and remotely 
	BBF, OMA

	externalization of sensor data and remote control
	BBF, ISO / IEC JTC1, OMA



[bookmark: _Toc442722597]6.2.7	Security and privacy knowledge area
Table 14: Mapping of requirements for security and privacy knowledge area
	Requirements
	Organizations providing related standards

	high level of trust (common good objective)
	

	e2e security
	OneM2M, 3GPP, IETF, 

	data security 
	

	confidentiality and privacy, protection of personal data; encryption
	OneM2M, W3C, IEEE 

	secure remote access to the system from third-parties; user authentication, access control
	3GPP, 3GPP2, OASIS, IEEE 802.1X



[bookmark: _Toc442722598]6.3	Recommendation on Potential improvements

Currently, the main gaps are the following:
· Service platform: no clear winner among all existing IoT architectures. Each service platform is currently positioning among the other one through the proposition of underlying interworking plugins.
· Connectivity: a smart home is a place where very different network technologies and communications protocols are used. Securing high network availability, with certified performance figures, is necessary, making sure that no alarm is delayed.
· Data interoperability:  A lack of global data model and/or translation mechanisms between different specific models is clearly a big issue. Alert / alarm message content should be standardized to enable full understanding and comprehensive information by their recipients (e.g. alert sent when a person falls should indicate the issue, as well as location and date of the fall).
· Interoperable processing rules: to process the sensor data in an identical manner across heterogeneous platforms
· Devices and sensors: certification rules according their consumption, accuracy, reliability, probably into classes of devices
· Autonomicity, decision-making processes: To design autonomous control loops, defining the decisions and actions to be taken under the reception of specific sensor data (e.g., alert the medical personnel above a certain threshold of blood pressure measurement).
· Security and privacy : data security, data privacy and ownership, rules to ensure trust in a common good objective
· …

The next table gives a preliminary selection of answers received through the survey for the smart living and smart home vertical domain. This selection applies to technical gaps only (around 40% of the total number of gaps identified). 
Editor's note:
A more thorough analysis of the survey results to be provided in next version.

Table 15: Survey results for the smart living and smart home vertical domain
	Nature of the gap
	knowledge area
	Criticality
	What would you expect from a standardization or regulation point of view to improve this situation?

	Lack of harmonization and lack of interoperability
	Communication and Connectivity (physical, application level); Integration / Interoperability; Devices and sensor technology; Security and Privacy
	4
	That devices with ICT capabilities are more open to expose and consume services to/from others, creating the possibility to experience new concepts as a consequence of the creative combination of devices for solving real life problems.   There are some "open" interfaces that are followed by specific devices but many on the market follow a closed approach.  Definitely, interoperability problems are not technical but influenced by private business models of big corporations.

	Lightweight standard for data interoperability
	Communication and Connectivity (application, APIs, Data models and ontologies level);
	4
	

	Emerging of new connectivity solution
	Communication and Connectivity (physical, service level); Integration / Interoperability; Security and Privacy
	4
	to focus the technological trend so to allow proper planning of industrial activities

	Interoperability
	Communication and Connectivity (physical up to access level)
	3
	interoperability between devices

	Lack of access and harmonization
	Applications life-cycle support; Devices and sensor technology;
	3
	

	
	Communication and Connectivity; Security and Privacy
	3
	interoperability for consumers

	Missing feature - standardized method to distribute software components to processing nodes across a network.
	Applications life-cycle support
	3
	Standardization would help by providing a clearly identified mechanism & protocol



[bookmark: _Toc442722599]7	Gap analysis in the context of Smart farming and food security
The present section will be completed in a second step of this report.
[bookmark: _Toc442722600]8	Gap analysis in the context of Wearables
The present section will be completed in a second step of this report.
[bookmark: _Toc442722601]9	Gap analysis in the context of Smart mobility (smart transport/smart vehicles/connected cars)
The present section will be completed in a second step of this report.
[bookmark: _Toc442722602]10	Gap analysis in the context of Smart environment (smart water management)
The present section will be completed in a second step of this report.
[bookmark: _Toc442722603]11	Gap analysis in the context of Smart manufacturing
The present section will be completed in a second step of this report.
[bookmark: _Toc442722604]12	Cross IoT platform interoperability and harmonization
The present section will be completed in a second step of this report.
[bookmark: _Toc442722605]13	Conclusion
The present section will be completed in a second step of this report.
[bookmark: _Toc300919400][bookmark: _Toc339380257]

[bookmark: _Toc442722606]Annex A:
Feedback from Brussels AIOTI meeting held in November 2015
Standards Gaps discussed during breakout session:
1.       Identification of IoT devices: while several identification schema exist, there remains a need to federate those identification schema. The Digital Object Architecture as specified in ITU-T X.1255 could provide an initial answer to an identity federation model for IoT devices
2.       Common vocabulary
3.       How business models can impact standards
4.       IoT makes often use of constrained devices, there is a need to provide security solutions for such devices.
5.       How to scale an IoT large scale deployment across multiple platform and application versions, how to manage versioning in such a complex system
6.       Metrics for quality and reliability of IoT data
7.       Standards needs to address requirements pertaining to monetizing data. Data will increasingly be a market asset
8.       Standards needs to address privacy requirements and regulation pertaining to data monetization and sharing
9.       Standards to enable open market of services (at internet speeds): automated negotiation of IoT services with SLA support

Feedback to AIOTI and WG03:
1.       AIOTI and WG03 should carefully consider security as a built-in mechanism. It is not clear if and how security will be addressed in the alliance.
2.       ITU-T invited WG03 to contribute its deliverables to ITU-T SG20, those are acknowledged as valuable inputs to standards processes
3.       The link between AIOTI semantic interop framework and semantic web should be clarified. AIOTI must learn from previous experiences (and failures) to ensure its semantic framework will have maket impact
4.       Will AIOTI WG03 seek to harmonize existing standards? The answer was provided that AIOTI will not build standards nor harmonize standards, it will work with existing SDOs and alliances to help convergence and complementarities
5.       SMEs are having difficulties to keep up with standards developments, it was acknowledged that WG03 deliverables did a good job in providing a standards/technology overview. AIOTI can play an important role in providing a technology watch
6.       Difference between data modeling and ontologies remains unclear to stakeholders
7.       While AIOTI has EU roots, it must seek international impact. EU-US dialogues was mentioned as a positive step towards achieving this goal
8.       Open data / Closed data approaches can co-exist even within the same IoT platform. There is a need to carefully consider privacy regulations and impacts in the work of AIOTI. Privacy cannot be a parallel track.
9.       There are way too many data formats, that makes building analytics applications a complex task. How can AIOTI help reduce this complexity?.

<PAGE BREAK>
[bookmark: _Toc442722607][bookmark: _Toc388868239][bookmark: _Toc389039473]Annex B:
ETSI STF 505 Gap Analysis Survey 

INTRODUCTION
STF505 is a group of experts, funded by the European Commission and supported by ETSI, commissioned to provide on the one hand an in-depth analysis of the IoT Standardization landscape, and on the other hand, an identification of the IoT standardization gaps. The results of this survey will help us identify what are the missing functionalities in the IoT standards landscape that could foster the development of future solutions and expand the IoT ecosystem.  

The study considers "vertical" functionalities (standards and protocols) in specific application domains, i.e., a single vertical industry, such as home automation, smart mobility and wearable medical devices, etc. and "horizontal" functionalities that are not specific to any particular domain but aim to provide common standards, protocols and solutions applicable to as many vertical industries as possible.

[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Please answer the following questions to the best of your knowledge. 
These questions are contained in up to five pages. The first one is to indicate your areas of interest in IoT. The next ones will help us identify IoT standardization gaps (from 1 to 3 depending on the number of gaps you want to report). At the end of the survey, you will have the option to give us your contact information.

=============Page split===============
Your areas of interest in IoT

1. From the list of service domains indicated below, please indicate your domain of interest either vertical domain i.e. for specific industry area or horizontal domain not specific to any particular industry area (several answers are possible)?

 Smart Cities 
 Smart living environments for ageing well (e.g. smart house) 
 Smart farming and food security 
 Wearables 
 Smart mobility (smart transport/smart vehicles/connected cars)
 Smart manufacturing
 Smart environment (smart water management) 
 Horizontal / Telecommunications 
 Other (please specify): 

2. From an architecture point of view, an IoT system can be thought of consisting of the knowledge areas (KAs) indicated below. From this list of KAs, please choose the ones that apply to your area of interest chosen above (several answers are possible).  

 Communication and Connectivity / Connectivity at Physical and data Link layer 
 Communication and Connectivity / Connectivity at Network layer 
 Communication and Connectivity / Service level and application enablers 
 Communication and Connectivity / Application Layer level, APIs, Data models and ontologies 
 Integration/Interoperability 
 Applications life-cycle support 
 Infrastructure and computational platforms 
 IoT integrated Architecture 
 Devices and sensor technology 
 Security and Privacy 

The next two questions will help us analyse the answers we receive on standardisation gaps by understanding what is your current status.

3. Please indicate what are your goals and expectations regarding IoT for your professional activity. 

 
4. Please list the most important regulations, standards and frameworks that you are currently using or planning to use.  
 
 
=============Page split===============
Identification of gaps

In the rest of the survey, we ask you to identify up to three of the main gaps e.g., missing elements that are needed to achieve your goals.

Please indicate what your most important gap is.

5. Category of the gap

Technology (e.g., communications paradigms, data models, software availability ….)
Societal (e.g., privacy, energy consumption, easiness of use ….)
Business (e.g., siloed applications, value chain, investment ….) 


6. Nature of the gap, e.g., missing feature, duplication, proprietary solution, lack of harmonization, interoperability
 
 
7. In which knowledge area does it belong (several answers are possible)?
 Communication and Connectivity / Connectivity at Physical and data Link layer 
 Communication and Connectivity / Connectivity at Network layer 
 Communication and Connectivity / Service level and application enablers 
 Communication and Connectivity / Application Layer level, APIs, Data models and ontologies 
 Integration/Interoperability 
 Applications life-cycle support 
 Infrastructure and computational platforms 
 IoT integrated Architecture 
 Devices and sensor technology 
 Security and Privacy 
 
8. Criticality, from 1 (acceptable) to 5 (showstopper) 
	
	1
	2
	3
	4
	5
	

	
	
	
	
	
	
	


9. What would you expect from a standardization or regulation point of view to improve this situation? 
 
 
10. Do you want to identify another gap?

[Conditional] Identification of gap #2
 Questions 11 to 16 (same as Questions 5 to 10).

[Conditional] Identification of gap #3
 Questions 17 to 21 (same as Questions 5 to 9).

=============Page split===============
Some optional information on you, if you wish

22. Your name (optional) 

23. Your company (optional) 

24. Your country or region (optional) 

25. Your email Address (optional) 

=============End of the survey===============

<PAGE BREAK>
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