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General Note & Scope for ESI WG – PSD2

ERPB has requested ESI to review the Use Cases, Data Profiles and Management of Qualified Certificates for standardisation across the EU for use within Payment Services Directive 2.

Specifically, from the PSD2 Legislation, Articles 66,67,68 provide the mandate for Third Parties to be able to use Bank provided Interfaces in order to operate Payment Services on behalf of Bank Customers, over the Internet.

As there are known issues with Man-in-the-Middle and other security threats to allowing this new access, further requirements have been delegated and drafted by the EBA, to establish requirements for Strong Customer Authentication and Common Secure Communication.

Within the EBA RTS, use of Certificates as specified by eIDAS is mentioned, along with requirements for Regulatory information to be contained within Certificates used.

As there are predefined protocols, industry interoperability, and security issues that may arise from incorrect or fragmented use of Certificates, ETSI and ESI WG have been requested to review and recommend standards for the EU implementation of eIDAS Certificates for PSD2, initially for Common Secure Communication, but perhaps later for Strong Customer Authentication.

The main principles required are that the ASPSP and the TPP can be assured of the Identity of each Communicating party and Secure their communications against other parties interception, in order to protect payment services data and to ensure that only the correct PSD2 Entities may access PSU funds and data.

NOTE: we are referencing the latest EBA RTS for SCA/CSC, however this may be edited by EC, before final publication. We have raised an Issue with the ECB on the scope change across 3 versions, and have drafted our key questions and use cases to encompass all the situations that have been proposed by EBA so far.

Glossary of Terms
EC – 		European Commission
EBA – 		European Banking Authority
ECB – 		European Central Bank
ETSI – 		European Telecommunication Standards Institute
ERPB – 	European Retail Payment Board
ESI – 		Electronic Signatures & Infrastructure

PSD2 – Payment Services Directive 2 (L)
RTS – 		Regulatory Technical Standards
ITS – 		Implementing Technical Standards
MSCA – 	Member State Competent Authority (i.e. PSD2 Regulator, per Member State)
ASPSP – 	Account Servicing Payment Service Provider (a Bank)
PISP - 		Payment Initiation Service Provider
AISP - 		Account Information Service Provider
TPP – 		Third Party Provider (encompassing PISP and AISP)
PSU – 		Payment Service User (a Bank Customer)
SCA – 		Strong Customer Authentication
CSC – 		Common Secure Communications

eIDAS – Electronic Identity and Trust Services for Electronic Transactions (L)
MSSB – 	Member State Supervisory Body (i.e. eIDAS Regulator, per Member State)
CA/B – 		Certification Authorities / Browser Forum
ICANN – 	Internet Corporation for Assigned Names and Numbers
QTSP/TSP – 	Qualified/ Trust Service Provider
QSEAL – 	Qualified Electronic Seal Certificate
QWAC – 	Qualified Website Authentication Certificate
PKI – 		Public Key Infrastructure
OCSP - 	Online Certificate Status Protocol
CRL - 		Certificate Revocation List
TS - 		Technical Standard
[bookmark: _Toc490657173]EN - 		European Notice

KEY QUESTIONS for ESI Guidance & Standardisation:
CERTIFICATE USAGE FOR PSD2

1. Qualified Electronic Seals “or” Qualified Website Authentication Certificates?
0. When should they be used and for what purpose?
0. Can either be used interchangeably/in place of each other?
0. Is only one needed, or are both needed?
0. What Certificates Standards are to be followed and who manages these?
0. Recommend Uses & Non-Uses for eIDAS Certificates under PSD2

SOURCES OF DATA 

1. Where must the mandatory information SOURCED for a QWAC (and for which type of QWAC)? (Standardisation)

1. Where must the mandatory information SOURCED for a QSEAL (and for which type of QSEAL)? (Standardisation)

DATA ELEMENTS AND CERTIFICATE PROFILES

1. What is the mandatory information and where must it GO in a QWAC (and for which type of QWAC)? (Standardisation)

1. What is the mandatory information and where must it GO in a QSEAL (and for which type of QSEAL)? (Standardisation)

DUE DILLIGENCE BY QTSP BEFORE CERTIFICATE ISSUING

1. What is the KYC and Due Diligence procedure for the QTSP with the TPP/ASPSP, to check they are who they claim to be, related to the Sourced Data BEFORE a cert has been issued:
5. For QWAC
5. For QSEAL

CERTIFICATE MANAGEMENT AND LIABLITY

1. Accuracy of information (and whose Liability) AFTER the cert has been issued:
6. For QWAC
6. For QSEAL

1. How to manage revocation of Certificate AFTER cert has been Issued:
7. For QWAC
7. For QSEAL

1. Responsibility for status/revocation (and whose liability) AFTER the cert has been issued:
8. For QWAC
8. For QSEAL

RECEIVING PARTIES USING CERTIFICATES 

1. How does an ASPSP/TPP to check the validity/status of a Certificate AFTER cert has been Issued:
9. For QWAC
9. For QSEAL

1. How does an ASPSP/TPP check the signature of a Certificate AFTER cert has been Issued:
10. For QWAC
10. For QSEAL

NOTE: Previous Commentary and Queries for eIDAS Certificates are further noted below from various EU forums, with different ways of addressing, however these are supplementary background considerations to the Key Questions as above, which are the primary request.

Use Cases for Common Secure Communications & Identity, under PSD2
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A. PSU establishes secure communications with TPP:
i. Secure Communications via Internet Browser
1. Certificate Used?
2. Protocols Used?
3. Certificate Data Used?

B. PSU establishes secure communications with ASPSP:
i. Secure Communications for Internet Browser
1. Certificate Used?
2. Protocols Used?
3. Certificate Data Used?

C. TPP establishes secure communications with ASPSP:
i. Secure Communication via APIs
1. Certificate Used?
2. Protocols Used?
3. Data Used?
4. Use of PKI or other Security?

D. ASPSP establishes secure communications with TPP:
i. Secure Communication via APIs
1. Certificate Used?
2. Protocols Used?
3. Data Used?
4. Use of PKI or other Security?




[E]	TPP provides PSD2 Identity to ASPSP: Proof of Regulatory Identity under PSD2
- Certificate Used?
- Protocols Used?
- How to Proof Ownership/identity?
- Data Elements & Locations?
- Certificate Status Checking and Policies?
- Assurance and Liability?




[F]	ASPSP provides PSD2 Identity to TPP:  Proof of Regulatory Identity under PSD2
- Certificate Used?
- Protocols Used?
- How to Proof Ownership/identity?
- Data Elements & Locations?
- Certificate Status Checking and Policies?
- Assurance and Liability?




Other Considerations:

1. CA/B Forum & QWACs
a. Differences between BV, OV and EV?
b. Alignment to eIDAS Definition?
c. Use of existing non-Qualified Website Certificates?
d. Requirements for PSD2 QWACs for BV, OV and EV?
e. Data Elements of PSD2 – differences with BV, OV and EV for Certificates profiles?

2. ASPSP and TPP – SSL/TSL
a. Mutual Authentication Benefits/Downsides?
b. Unidirectional Authentication Benefits/Downsides?
c. Checking Storage of SSL/TLS Certificates?

3. ASPSP and TPP – OAUTH2.0 & Certificates?
a. Certificates Required?
b. Protocols Required?

4. [bookmark: _Hlk492383852]ASPSP and TPP – PKI
a. Methods of checking Signatures per Certificate?
b. Further Security/Cryptography after PKI, per Protocols?


Background Information

References:


1. Payment Services Directive 2: link
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2. EBA RTS for SCA/CSC:  link
NOTE: Subject to final acceptance and publication by EC

1. Discrepancies on Scope: Certificates for Mutual Identification for PSPs

EBA Consultation Paper version: August 2016
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2. Discrepancies on Scope: Certificates in relation to the PSP and PSU Devices

EBA Final Draft version: 23 February 2017
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3. Discrepancies on Scope: Certificates in relation to PSPs and PSC of PSUs

European Commission Draft version: 24 May 2017
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3. Electronic Identity and Trust Services for Electronic Transactions:  link
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4. ETSI – ESI Certificates Trust Service Providers and Profiles:  link

EN 319 412-2 Electronic Seals for Natural Persons: link
EN 319 412-3 Electronic Seals for Legal Persons: link (in addition to Natural Persons doc)
EN 319 412-4 Website Certificates: link
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5. Certification Authorities/Browser (CA/B) Forum: link

SSL:  Baseline Validation Requirements (overview): link
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SSL:  Extended Validation Requirements (overview): link
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Aticle 66
Rules on access to payment account in the case of payment initiation services

1. Member States shall ensure that a payer has the right (o make use of a payment initation service provider to obiain
payment services as referred t0 in point (7) of Annex L. The right to make use of a payment initiation service provider
shall not apply where the payment account is not accessible online.

2. When the payer gives s explict consent for a payment to be executed in accordance with Artile 64, the account
Servicing payment service provider shall perform the actions specifid in paragraph 4 of this Artile in order to ensure the
payer's right to use the payment iniiation service

3. The payment initiation service provider shall:
(@ not hold at any time the payers funds in connection with the provision of the payment initiation service

() ensure that the personalised security credentials of the payment service user are not, with the exception of the user
and the issuer of the personlised security credeniial, accessble to other partes and that they are transmitted by the
payment nitiation service provider through safe and efficient channels:

(9 ensure that any other information about the payment service user, obizined when providing payment initiation
service, is only provided to the payee and only with the payment service user's explict consent;

(@) every time a payment is initated, identif itelf towards the account servicing payment service provider of the payer
and communicate with the account servicing payment service provider, the payer and the payee in a secure way, in
accordance with point (d) of Artice 98(1);

(9 not store sensitive payment data of the payment service user;

() not request from the payment service user any data other than those necessary to provide the payment initiation
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9 mot use, access or store any data for purposes other than for the provision of the payment initiation service as
explicitly requested by the payer:

(%) not modify the amount, the payee or any other feature of the transaction.

4. The account servicing payment service provider shall:

(@) communicate securely with payment initation service providers in accordance with point (d) of Artcle 98(1):
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() immediately afer receipt of the payment order from a payment initiation service provider, provide or make available
al information on the initation of the payment transaction and all information accessibl to the account servicing
payment service provider regarding the exccution of the payment transaction to the payment initation service

(9. trat payment orders transmittd through the services of a payment initiation service provider without any discrmi-
nation other than for objective reasons,in particula in terms of timing, priorit or charges vis--vis payment orders
transmitted directly by the payer.

5. The provision of payment initiation services shall not be dependent on the existence of a contractual relationship
between the payment initation service providers and the account servicing payment service providers for that purpos.
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Aride 67
Rules on access to and use of payment account information in the case of account information services
1. Member Sates shall ensure that a payment service user has the right to make use of services enabling access to

account information as referred to in point (8) of Annex L. That right shall not apply where the payment account is not
accessble online.

2. The account information service provider shall

(@ provide services only where based on the payment service user's explict consent;

() ensure that the personalised security credentials of the payment service user are not, with the exception of the user
and the issuer of the personalised security credentials, accessble to other parties and that when they are transmitted
by the account information service provider, this is done through safe and efficient channels:

(9 for cach communication session, idenify itself towards the account servicing payment service provider(s) of the
payment service user and securely communicate with the account servicing payment service provider(s) and the
payment service user, in accordance with point (d) of Article 98(1):

(d) access only the information from designated payment accounts and associated payment transactions:

(9 not request sensitve payment data linked to the payment accounts:

() ot use, access or store any data for purposes other than for performing the account information service explicily
requested by the payment service user, in accordance with data protection rules.
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3. In relation to payment accounts, the account servicing payment service provider shall:

(@) communicate securely with the account information service providers in accordance with point (d) of Article 98(1):
and

() treat data requests transmitted through the services of an account information service provider without any discrimi-
nation for other than objective reasons.

4. The provision of account information services shall not be dependent on the existence of a contractual relationship,
between the account information service providers and the account servicing payment service providers for that purpose.
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Aride 98
Regulatory technical standards on authentication and communication

1. EBA shall in close cooperation with the ECB and after consuling all relevant stakeholders, including those in the

payment services market, reflecting all interets involved, develop draft regulatory technical tandards addressed to

payment service providers as set out in Article 1(1) of this Directive in accordance with Article 10 of Regulation (EU)

No 10932010 specifying:

@) the requirements of the strong customer authenication referrd o in Article 97(1) and (2):

() the exemptions from the application of Aricle 97(1), (2 and (3), based on the criteia established in paragraph 3 of
this Article

(9. the requirements with which security measures have to comply. in accordance with Article 97(3) in order to protect
the confidentality and the integrty of the payment service users personalised security credentials; and

(@) the requirements for common and secure open standards of communication for the purpose of identification,
authentication, notifcation, and information, as well as for the implementation of security measures, between
account servicing payment service providers, payment initation service providers account_information service
providers, payers, payees and other payment service providers.

2. The draf regulatory technical standards referrd t0 in paragraph 1 shall be developed by EBA in order to:

@) ensure an appropriate level of securty for payment service users and payment service providers, through the adoption.
of effective and risk-based requirements:
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() ensure the safety of payment service users'funds and personl data:
(9 secure and maintan fair competition among all payment service providers:

(@ ensure technology and business-model neurality:

(9 allow for the development of user-friendly, accessible and innovative means of payment.

3. The exemptions refered to in point (t) of paragraph 1 shall be based on the following criteia:
@) the level of risk involved in the service provided:

() the amount, the recurrence of the ransaction, or both;

(9. the payment channel used for the execution of the transaction.

4. EBA shall submit the draft regulatory technical standards referred 10 in paragraph 1 to the Commission by
13 January 2017.

Power is delegated to the Commission to adopt those regulatory technical standards in accordance with Articles 10 to 14
of Regulation (EU) No 1093[2010.

5. o accodance with Arile 10 of Regulion () No 1093(2010, EBA shall revie and, i approprae, updte the
regulatory technical standards on a regular basis in order, inter alia, 1o take account of innovation and

developments.
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66.

67.

Furthermore, in the view of the AIS/PIS providers, communication compliant with the PSD2
should mainly cover requirements in relation to:

a)  Secure communication via encryption;

b)  identification between AISP/PISP/ASPSPs, such as a valid extended certificate for
mutual authentication issued by a trust provider (e.g. e-IDAS) or equivalent.
However, not all responses provided by PIS/AIS providers convey this particular
preference.

Some AIS/PIS providers indicated that this could consist, for example, of the combination of the
use of HTTPS with certificates. TPPs will then have the same access as the user, even though it
would be clear for the ASPSP that the account is being accessed by an AIS/PIS provider. The
‘main advantage of this solution in the view of the PIS/AIS providers s it is a re-use of standards
that already exist, and that are open and universal; the limited costs that would accrue for the
banks; and that it would ensure the same level of availability and functionalities as for ASPSPs”
online banking website. The main downsides in the view of the ASPSPs would be the
impossibility to restrict access to specific data in compliance with data protection requirements,
as AIS/PIS providers will have full access to information with no possibility to control what
information is being accessed.
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70.

7.

In relation to the issue of how ASPSPs, PSPs issuing card-based payment instruments, AISPs and
PISPs should identify themselves, the feedback received to the DP on the section dedicated to
possible synergies with e-IDAS shows that there is a broad consensus for the use of certificates
for ensuring identification between these providers. However, many respondents highlighted
some potential difficulties as to the use of e-IDAS certificates, in particular due to the liability
regime behind the framework that may not be compatible with the liability regime under PSD2.

Having assessed the responses on this particular topic, the EBA arrived at the view that further
interaction with respondents was necessary so s better to identify the technical feasibility of
mutual identification by certifications including the issue of interoperability of different
certificate solutions. As a result, the EBA organised a workshop in April in EBA premises a subset
of DP respondents representing ASPSP, AISPs and PISPs to discuss this particular issue. During
the workshop, two basic approaches for mutual identification of PSPs were discussed:

a)  Option 1: website certificates issued by a qualified trust service provider under an
IDAS policy, that would in particular include the name of the institution, ts licensing
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number, the competent authority that has delivered the license, and the services
provided by the PSP (IS, PIS, both PIS and AIS, PSPs issuing card-based payment
instruments or ASPSP).

b)  Option 2: website certificates issued by a general Certificate Authority, which would
include the same information as above.

72. A third option, ie. bilaterally agreed certificates, was discussed and discarded. The main
advantages and disadvantages identified by participants during the workshops were as follows:

Option 1: Website certificates issued by a quallfied trust service provider

73. The advantages include that qualified trust service provider issuing the website certificate would
verify for a legal person the name of the legal person to whom the certificate is issued and,
where applicable, the registration number as stated in the official records and would take
liability in case of oversight. In addition, the certification authority is itself subject to supervision
by the supervisory body designated by the relevant Member State under the elDAS framework
to ensure that it performs its verification properly.
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74.

On the downside, however, it is not yet clear whether any certification authority will have
applied to the supervisory body designated by the relevant Member State under the elDAS
framework for the status of qualified trust service provider under elDAS by the time of
implementation of the draft RTS (i.e. October 2018 at the earliest, and certainly not by the
delivery deadline of the EBA's RTS in January 2017).

Option 2: Website certificates issued by a general Certificate Authority

7.

76.

The advantages of Option 2 include that website certificates issued by a general Certificate
Authority are already implemented by all PSPs for communicating with external parties.

‘The downside of Option 2 is that certification authorities do not ensure the verification of the
registration number as stated in the official records. In the view of ASPSPs, this would imply that
ASPSPs would be required to perform this check, resulting in additional burdensome controls
and delays. In addition, even if there are a limited number of providers in EU, there will be a
need to define who between the ASPSP and the third party (AISP, PISP or PSPs issuing card-
based payment instruments) can decide which certificate can be accepted.

Against this background, workshop participants arrived at the view that option 1 should be
preferred. The draft RTS submitted for consultation is therefore proposing option 1, under the
assumption that there will be qualified trust service providers designated under elDAS by
October 2018. The EBA is however keen to receive the views of respondents on this particular
proposal. The responses should include respondents’ views on any requirements that the EBA
should consider for the scenario that no qualified trust service providers were to be designated
under e-IDAS by October 2018.
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Article 20
Identification

For the purpose of identification, payment service providers shall rely on Qualified cerificates
for website authentication as per article 3(39) of Regulation (EU) No 910/2014.

For the purpose of this Regulation, the registration number as stated in the official records
according to in Annex IV (C) of Regulation (EU) No 910/2014 shall be the authorization
‘number of the account ser

ing payment service provider or the payment service provider
issuing card-based payment instruments, and the account information service providers and
payment initiation service providers available in the public register of the home Member State
defined in Article 14 of Directive (EU) 2015/2366.
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3

For the purposes of this Regulation, qualified certificates for website authentication shall
include additional specific attributes in relation to :

() the role of the payment service provider , which can be account servicing payment service
provider, payment initiation service provider, account information service provider or
‘payment service provider issuing card-based payment instruments, .

(b) the name of the competent authorities where the payment service provider is registered.

‘The attributes referred to in paragraph 3 shall not affect the interoperability and recognition of
qualified certificates for website authentication.
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Article 21
Association with the payment service user

Payment service providers shall ensure that only the payment service user is

associated with the personalised security credentials, with the authentication devices

and the software in a secure manner.
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Article 29

Certificates
For the purpose of identification, as referred to in point (a) of Article 21(1), payment
service providers shall rely on qualified certificates for electronic seals as defined in
Article 3(30) of Regulation (EU) No 910/2014° or for website authentication as
defined in Article 3(39) of that Regulation.
For the purpose of this Regulation, the registration number as referred to in the
official records in accordance Annex 111 (C) of Regulation (EU) No 910/2014 shall
be the authorisation number of the payment service provider issuing card-based
payment instruments the account information service providers and payment
initiation service providers, including account servicing payment service providers
providing such services, available in the public register of the home Member State
pursuant to Article 14 of Directive (EU) 2015/2366 or resulting from the
notifications of every authorisation granted under Article 8 of Directive
2013/36/EU® in accordance with Article 20 of that Directive.

For the purposes of this Regulation, qualified certificates for electronic seals or for
website authentication referred to in paragraph 1 of this Article shall include in
English additional specific attributes in relation to each of the following:

(a) the role of the payment service provider, which maybe one or more of the
following: an account servicing payment service provider; a payment initiation
service provider; an account information service provider; a payment servi
provider issuing card-based payment instruments.
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(b)  the name of the competent authorities where the payment service provider is
registered.

The attributes referred to in paragraph 3 shall not affect the interoperability and
recognition of qualified certificates for electronic seals or website authentication.
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In addition, technical choices need to be made regarding the identification of ASPSPs, PSPs, AISPs
and PISPs when communicating. That identification could be either based on certificates issued by a
qualified trust service provider under elDAS or based on certificates issued by a general certificate
authority. To maximise the efficiency and verifiability of the identification requirement, the EBA
proposes reliance on certificates used by a provider as stipulated in the eIDAS framework (option
4.2.1), acknowledging that no such provider has applied and been designated so far.
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1230] Article 20
(now Artide
29

“Alarge number of respondents also expressed concern about the
practical applicabiity o this rule, a there are currently no providers in
the market and there might not be any by October 2018. A number felt
that there should be a minimum of five or ‘multiple) providers before.
Such a standard could be used.

The respondents’suggestions in the event of an absence of providers.
when the RTS come into force included:

- setting up a transitional period;

- allowingissuance also by a general Certiicate Authority (potentially the
eva);

~keeping both options for website certificate issuance (providers under
€IDAS and a general Certifcate Authority).

The EBA ogrees that there is some practical uncertainty.
However, the EBA is o the view that with the TS becoming
applicable only by November 2018 at the earliest  this
timeline allows some time for the European morket to
develop. In the event that there was no provider available by
November 2018, PSPs would be able to use other available.
certficates.

31 Aricie 20
(now Artie
29

Some respondents disagreed with the use of qualified certiicates under
€IDAS and asked the EBA to ensure that the RTS remain neutra, enabling.
other options. The respondents’ ationale was the unciear adoption
timeline, the cost and the limited appeal of the elDAS framework outside.
Europe.

‘A respondent also asked the EBA to evaluate whether or not risks were.
already mitigated by the existing standard PCI DSS. Indeed, the
respondent was of the view that this already enabled ASPSPs to monitor
PIS n order to safeguard their functioning and to avold any ‘data
protection issue’ o ‘gap’

See comments [229] ana [230]

2321 Aricie 20
(now Artie
29

“A number of respondents suggested that nstead of ‘website certiicates’
the RTS should favour “electronic seals and qualfied certficates for
electronic seals’, which are applicable to identify clent to server (AISP
and PISP identification to ASPSPs).

The EBA ogrees with the respondent and the artcle has been
rephrased to be cleorer and aligned with the eIDAS
Regulation, mentioning electronic seals’ and website
certificates, as the £8A Is of the view that depending on the.
business model o PSP could use one or the other.
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devices held by users.

Some respondents asked the EBA to use qualified electronic stamp
certificates for APl-based communication.

[234] Aricie 20
(now Artide
29

Some respondents were of the view that the RTS should provide more.
details for the certifcation process,including mandating securlty checks
during certficate-based authentication, minimum technical standards,
‘mandatory information, information needed by the ASPSP to perform
authentication and contingency provisions (n case there was no provider
when the RTS come into force)

The respondents asked the EBA to include a reference to elDAS Annex I
or equivalent regulations n the RTS. They added that the elDAS top-level
CA certficate should be added i the list of CA certficates supported by,
‘most Internet browsers In order to have elDAS pubic key Infrastructure
used.

The EBA Is o the view that the RTS should not go ito any
Jurther detail to ensure technology and business-model
neutrality. However, the EBA ocknowledges  that the
considerations rosed by the respondents ore valid and willbe.
relevant when considering the implementation of the RTS.
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Article 22
General requirements

Payment service providers shall ensure the confidentiality and integrity of the

personalised ~ security ~credentials of the payment service user, including

authentication codes, during all phases of the authentication.

For the purpose of paragraph 1, payment service providers shall ensure that each of
the following requirements is met:

(a) personalised security credentials are masked when displayed and are not
readable in their full extent when input by the payment service user during the
authentication;
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Article 34
Certificates

For the purpose of identification, as referred to in Article 22(2)(a), payment service
providers shall rely on qualified certificates for electronic seals as referred to in
Aticle 3(30) of Regulation (EU) No 910/2014 of the European Parliament and of the
Council or for website authentication as referred to in Article 3(39) of that
Regul

For the purpose of this Regulation, the registration number as referred to in the
official records in accordance with Annex III (c) or Annex IV (c) to Regulation (EU)
No 910/2014 shall be the authorisation number of the payment service provider
issuing card-based payment instruments, the account information service providers
and payment initiation service providers, including account servicing payment
service providers providing such services, available in the public register of the home
Member State pursuant to Article 14 of Directive (EU) 2015/2366 or resulting from
the notifications of every authorisation granted under Article 8 of Directive
2013/36/EU of the European Parliament and of the Council® in accordance with
Aticle 20 of that Directive.

For the purposes of this Regulation, qualified certificates for electronic seals or for
website authentication referred to in paragraph 1 shall include, in a language
customary in the sphere of international finance, additional specific attributes in
relation to each of the following:

(a) the role of the payment service provider, which maybe one or more of the
following:

(i) account servicing;
(ii) payment ini
account information;

tion;
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(b)  the name of the competent authorities where the payment service provider is
registered.

The attributes referred to in paragraph 3 shall not affect the interoperability and
recognition of qualified certificates for electronic seals or website authentication.





image27.png
(30) “qualifed certificate for electronic seal means a certificate for an electronic seal, that is issued by a quaified trust
service provider and meets the requirements laid down in Annex Il
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(39) ‘qalified certiicate for website authentcation’ means a cerficate for website authenticaion, which is ssued by 2
qualified trust service provides and meets the requirements laid down in Anmex IV:
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Introduction

ITU and ISO issued standards for certification of public keys in ITU X.509 | ISO/IEC 9594-8 [i.4] which are used for
the security of communications and data for a wide range of clectronic applications.

Regulation (EU) No 910/2014 [i.3] f the European Parliament and of the Council of 23 July 2014 on clectronic
identification and trust services for clectronic transactions in the internal market and repealing Dircctive 1999/93/EC
defines requirements on specific types of certificates named "qualified certificates". Implementation of the Dircetive:
1999/93/EC [1.2] and deployment of certificate infrastructures throughout Europe as well as in countris outside of
Europe, have resulted in a varicty of certificate implementations for use in public and closed cnvironments, where some
are declared as qualified certificates while others are not.

‘The CA/Browser Forum released the Extended Validation Certificate Guidelines [3] and the Bascline Requirements for
the issuance and management of publicly trusted TLS/SSL certficates [2] to mitigate website spoofing attacks.

The present document aims to maximize the interoperability of systems issuing and using certificates both in the
European context under the Regulation (EU) No 910/2014 [i.3] and in the wider international environment,also by
‘meeting requirements from CA Browser Forum.
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4 Profile requirements

4.1 Generic profile requirements

For certficates issued to legal persons, all certificate felds and extensions shall comply with requirements on subscriber
certificates stated in the CA/Browser Forum Bascline Requircments [2], or extended validation certificates [3], with the
‘amendments specified in clauses 4.2 and 4.3 of the present document for EU Qualified Certificates.

For certificates issued to natural persons, all cerificate ficlds and extensions shall comply with requircments on
subscriber certificates stated in the CA/Browser Forum Baseline Requirements [2], with the amendments specified in
clauses 4.2 and 4.3 of the present document for EU Qualified Certificates.

Certificates may include one or more semantics identifiers as specificd in clause 5 of ETSI EN 319 412-1 [i.5] to
provide relevant semantics definitions to determine the identity of the subject of the cerificate.
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Vetting of Certificate Applicants pursuant to the Baseline Requirements

The Baseline Requirements require CAS to verify all contents of a certificate, except information
contained in the organizational unit field, to a minimum degree of diligence. For certificates issued to
domain names only, the CA confirms that, as of the date the Certificate was issued, the applicant either is
the registrant of the domain name or has control over the FQDN. This can be done through an
automated, challenge-response email. A similar requirement applies for verifying the assignment o
control of 1P addresses. Certification Authorities issuing organizationally-vetted certificates (certificates
with subject identity information) verify the name and address of the applicant using reliable information
sources, such s a government agency in the jurisdiction of the Applicant’s legal creation, existence, or
recognition or 2 relizble third party database. The C also confirms the authenticity of the certificate
request through some means of reliable communication with the organization (i.e. they verify that the
certificate requester is an authorized employee/agent within the subscribing organization). For
certificates issued to individuals, the CA verifies the individual's identity using a government-ssued photo
1D that is inspected for indication of alteration or falsification.

Since 2012, the Baseline Requirements have been incorporated by reference into, and form part of, the
CAvBrowser Forum's Extended Validation Guidelines.
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Objectives of Extended Validation

The primary objectives of an EV SSL. Certificate are to;

1. Identify the legal entity that controls 2 web site by providing reasonable assurance to the user of an
Internet browser that the web site the user is accessing is controlled by a specific legal entity
identified in the EV Certificate by name, address of Place of Business, Jurisdiction of Incorporation or
Registration and Registration Number or other disambiguating information; and

2. Enable encrypted communications with a web site by faciitating the exchange of encryption keys in
order to enable the encrypted communication of information over the Internet between the user of
an Internet browser and a web site.

The secondary objectives (which are derived from the primary) are to help establish the legitimacy of an
entity claiming to operate a Web site, and to provide a vehicle that can be used to assist in addressing
problems related to phishing, malware, and other forms of online identity fraud. By providing more
reliable third-party verified identity and address information regarding the entity, EV SSL. Certificates may
help

1. Make it more difficult to mount phishing and other online identity fraud attacks using Certificates;

2. Assist companies that may be the target of phishing attacks or online identity fraud by providing them
with 2 tool to better identify themselves to users; and

3. Assist law enforcement organizations in their investigations of phishing and other online identity
fraud, including where appropriate, contacting, investigating, or taking legal action against the entity.
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Private Organizations

An Applicant qualifies 25 a Private Organization if

1. The entity's legal existence is created or recognized by a filing with (or an act of) the Incorporating or
Registration Agency in its Jurisdiction of Incorporation or Registration (e.g., by issuance of a certificate
of incorporation, registration number, etc.) or created or recognized by a Government Agency (e.
under a charter, treaty, convention, or equivalent recognition instrument};

2. The entity designated with the Incorporating or Registration Agency 2 Registered Agent. a Registered
Office (as required under the laws of the Jurisdiction of Incorporation or Registration), or an
equivalent facility:

3. The entity s not designated on the records of the Incorporating or Registration Agency by labels such
as inactive,” “invalid,” “not current” or the equivalent;

4. The entity has a verifiable physical existence and business presence;

5. The entity's Jurisdiction of Incorporation, Registration, Charter, or License, and/or its Place of Business
is not in any country where the CA s prohibited from doing business or issuing a certificate by the
Taws of the CA's jurisdiction: and

6. The entity is not listed on any government denial lst or prohibited list e.g. trade embargo) under the
Taws of the CA's jurisdiction.
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Business Ent

An Applicant qualifies 25 a Business Entity f:

1. The entity is a legally recognized entity that filed certain forms with a Registration Agency in its
jurisdiction, the Registration Agency issued or approved the entity’s charter, certificate, or license, and
the entity's existence can be verified with that Registration Agency:

2. The entity has a verifiable physical existence and business presence;

3. At least one Principal Individual associated with the entity is identified and validated by the CA:

4. The identified Principal Individual attests to the representations made in the Subscriber Agreement;

5. The CA verifies the entity's use of any assumed name used to represent the entity pursuant to the
requirements in the EVG:

6. The entity and the identified Principal Individual associated with the entity are not located or residing
in any country where the CA is prohibited from doing business or issuing a certificate by the laws of
the Ca's jurisdiction; and

7. The entity and the identified Principal Individual associated with the entity are not listed on any
‘government denial list or prohibited list (e.g. trade embargo) under the laws of the CAs jurisdiction.
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EV CERTIFICATE CONTENTS

EV SsL Certificate Contents

AN BV SSL. Certificate authenticates a web site (by domain name) and the entity controlling the web site
AN BV SSL. Certificate contains the following required fields:

Subject Ides

1. subject Organization name (EVG 9.2.1) - The “O" field must contain the full legal name of the entity
controlling the web site as listed in the official records in the Subject's Jurisdiction or as otherwise
verified by the CA according to the EV Guidelines (EVG).

1. ACA may abbreviate prefixes or suffixes in the organization name provided that such
abbreviations are not misleading in that jurisdiction. For example, “Incorporate
abbreviated to “Inc.”

may be

2. An assumed name or DBAS (doing business as) may be included at the beginning of this field,
provided that it is followed by the organization's legal name in parenthesis.

3. I any combination of names exceeds 64 characters, then other parts of the organization name
may be abbreviated or non-material words omitted so that the field does not exceed the 64-
character limit: provided that the C reviews the abbreviation and determines Relying Parties will
not be misled into thinking that they are dealing with 3 different organization.
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2. Registration Number (EVG 2.2.6) - This field must contain the unique Registration Number assigned
by the Incorporating Agency in the Jurisdiction of Incorporation. For EV Code Signing, this number
serves as part of the Permanent Identifier to carry information over between certificates. This
identifier is used to retain reputation scores when switching certificate providers or when ordering 2
new certificate from the same provider. The permanent identifier is a special code that includes
information about the certificate subject's jurisdiction of incorporation and registration information.

3. Address of Place of Business (VG 9.2.7) ~ This field must contain the address of the physical
location for the Subject. City, state and country information are required. Street number and postal
codes are optional.

4. Business Category (EVG 9.2.4) ~ This field must contain one of the following strings: “Private
Organization”, “Government Entity”, “Business Entity", or “Non-Commercial Entity

5. subject Jurisdiction of Incorporation or Registration (EVG 9.2.5) - This field contains only
information relevant to the Jurisdiction of Incorporation or Registration. When performed at the
country level, the field must include the country information and must not include the state or
province or locality information. Similarly, when performed at the state or province level, it must
include both country and state or province information, but must not include locality information,
When incorporated or registered at the locality level, then it must include the country and state or
province information, where the state or province regulates the registration of the entities at the
locality level, s well as the locality information. Country information must be specified using the
applicable IS0 country code. State, province, or locality information (where applicable) must use the
full name of the applicable jurisdiction.





image1.emf
PSU

TPP ASPSP

WEB 

BROWSER

A

B

C

D


image39.png
Domain name - This field must contain one or more host domain name(s) owned or controlled by the
Subject for assaciation with the Subject's publicly accessible server. Such server may be owned and
operated by the Subject or another entity (e.g. 2 hosting service). Wildcard characters in domain names
are not allowed for EV SSL Certificates.

ier - Each EV SSL Certificate will 2lso contain a EV Certificate Policy
Identifier (EV CP OID). Here is a list of some of the EV certificate issuers and their EV CP OIDS:
http://en.wikipedia.org/wiki/Extended_Validation_CertificatesiExtended_Validation_certificate_identification





Microsoft_Visio_Drawing11.vsdx
PSU
TPP
ASPSP
WEB 
BROWSER
A
B
C
D



image2.emf
TPP ASPSP

QTSP

MSCA

REGULATORY

DATA


Microsoft_Visio_Drawing122.vsdx
TPP
ASPSP
QTSP
MSCA
REGULATORY
DATA



