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References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
Referenced documents which are not found to be publicly available in the expected location might be found at https://docbox.etsi.org/Reference.
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For the purposes of the present document, the [following] terms [given in ... and the following] apply:
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Editor’s note: This clause will define general security requirements on the ZSM framework reference architecture to support automatic/zero-touch security controls for ZSM framework.
Editor’s note: This clause will capture potential security capabilities identified in ZSM010 where valid and applicable. E.g. For the potential security capabilities which were already analysed in ZSM010, they will be copied to this clause directly, probably with minor change. For the potential security capabilities which was lack of analysis, maybe some justifications will be added. 
Editor’s note: This clause will not include potential security requirements identified in ZSM010but were already defined in ZSM001 and ZSM002.
Editor’s note:  This clause may define requirements on capabilities, including security capabilities, of ZSM framework to implement intelligent security services. E.g. To support INSPIRE-5Gplus (Intelligent Security and Pervasive Trust for 5G and Beyond) project, which is a ZSM based architecture solution, to build intelligent security services to be integrated in the 5G network graph based on ZSM framework.
Editor's note: intelligent security services are over the top applications which will utilize management capabilities, including both general capabilities and security related capabilities, to build security services.
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Editor’s note: This clause will define solution specific security requirements on the ZSM framework reference architecture to support automatic/zero-touch security controls for specific solution, e.g.  based on closed-loop automation related security requirements identified in ZSM010 where valid and applicable.
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Editor’s note: This clause will define a set of management services according security requirements, complementing the existing management services defined in ZSM002. 
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Editor’s note: This clause will show ZSM reference architecture with security capabilities/features to support automatic/zero-touch security controls. e.g. authentication/authorization management services identified in ZSM010 may be added in ZSM reference architecture.
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User scenarios related to ZSM security aspects/features
Editor’s note: This clause will document deployment aspects of the security scenarios to validate the applicability of the security requirements and management services defined in clause 4 and 5. The user scenarios include, e.g. automating security assurance of management service/function including AI/ML enabled service/function, establishing adaptive trust relationship between management domains, performing dynamic access control and exposure of ZSM service, as well as building intelligent security services built on capabilities of ZSM framework.
Editor’s note: Unlike scenarios described in clause 6 of ZSM001, which were business level workflow, the user scenarios documented in this Annex will describe how the security management services defined in clause 5 of this specification will be used in specific security related scenarios, hence validate the management services defined in clause 5 are feasible in real deployment. It will be similar to workflows in clause 6 of ZSM003, or clause 5 of ZSM008 but focus on the adoption of security management services. 
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Editor’s note: e.g. refer ETSI SAI for AI/ML security, ETSI NFV for virtualization security in cross multi-domains case.
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Editor’s note: e.g. refer to 3GPP SA5 for information model of potential access control related management services
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