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Essential patents 
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In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).
"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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The present document …
[bookmark: _Toc455504140][bookmark: _Toc481503678][bookmark: _Toc482690127][bookmark: _Toc482690604][bookmark: _Toc482693300][bookmark: _Toc484176728][bookmark: _Toc484176751][bookmark: _Toc484176774][bookmark: _Toc487530210][bookmark: _Toc527985995][bookmark: _Toc19025624][bookmark: _Toc88127592]2	References
[bookmark: _Toc455504141][bookmark: _Toc481503679][bookmark: _Toc482690128][bookmark: _Toc482690605][bookmark: _Toc482693301][bookmark: _Toc484176729][bookmark: _Toc484176752][bookmark: _Toc484176775][bookmark: _Toc487530211][bookmark: _Toc527985996][bookmark: _Toc19025625][bookmark: _Toc88127593]2.1	Normative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
Referenced documents which are not found to be publicly available in the expected location might be found at https://docbox.etsi.org/Reference.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are necessary for the application of the present document.
[1]	<Standard Organization acronym>  <document number>: "<Title>".
[2]	<Standard Organization acronym>  <document number>: "<Title>".
[bookmark: _Toc455504142][bookmark: _Toc481503680][bookmark: _Toc482690129][bookmark: _Toc482690606][bookmark: _Toc482693302][bookmark: _Toc484176730][bookmark: _Toc484176753][bookmark: _Toc484176776][bookmark: _Toc487530212][bookmark: _Toc527985997][bookmark: _Toc19025626][bookmark: _Toc88127594]2.2	Informative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]	<Standard Organization acronym> <document number><version number/date of publication>: "<Title>".
[i.2]	etc.
[i.1]	NIST 800-39: "Managing Information Security Risk".
NOTE:	Available at https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-39.pdf.

[i.2]	Trust Relationship definition in Information Technology Laboratory of NIST Computer Security Resource Center.
NOTE:	Available from https://csrc.nist.gov/glossary/term/trust_relationship.

[bookmark: _Toc451532925][bookmark: _Toc527985998][bookmark: _Toc19025627][bookmark: _Toc88127595][bookmark: _Hlk527028731]3	Definition of terms, symbols and abbreviations
[bookmark: _Toc451532926][bookmark: _Toc527985999][bookmark: _Toc19025628][bookmark: _Toc88127596]3.1	Terms
For the purposes of the present document, the [following] terms [given in ... and the following] apply:
trust model: model that describes ways in which organizations can obtain the levels of trust needed to form partnerships, collaborate with other organizations, share information, or receive information
[bookmark: _Toc455504145][bookmark: _Toc481503683][bookmark: _Toc482690132][bookmark: _Toc482690609][bookmark: _Toc482693305][bookmark: _Toc484176733][bookmark: _Toc484176756][bookmark: _Toc484176779][bookmark: _Toc487530215][bookmark: _Toc527986000][bookmark: _Toc19025629][bookmark: _Toc88127597]3.2	Symbols
[bookmark: _Hlk527022222]For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

[bookmark: _Toc455504146][bookmark: _Toc481503684][bookmark: _Toc482690133][bookmark: _Toc482690610][bookmark: _Toc482693306][bookmark: _Toc484176734][bookmark: _Toc484176757][bookmark: _Toc484176780][bookmark: _Toc487530216][bookmark: _Toc527986001][bookmark: _Toc19025630][bookmark: _Toc88127598]3.3	Abbreviations
For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

[bookmark: _Toc455504147][bookmark: _Toc481503685][bookmark: _Toc482690134][bookmark: _Toc482690611][bookmark: _Toc482693307][bookmark: _Toc484176735][bookmark: _Toc484176758][bookmark: _Toc484176781][bookmark: _Toc487530217][bookmark: _Toc527986002][bookmark: _Toc19025631][bookmark: _Toc88127599]4	Security requirements 
[bookmark: _Toc455504148][bookmark: _Toc481503686][bookmark: _Toc482690135][bookmark: _Toc482690612][bookmark: _Toc482693308][bookmark: _Toc484176736][bookmark: _Toc484176759][bookmark: _Toc484176782][bookmark: _Toc487530218][bookmark: _Toc527986003][bookmark: _Toc19025632][bookmark: _Toc88127600]4.1	General security requirements 
Editor’s note: This clause will define general security requirements on the ZSM framework reference architecture to support automatic/zero-touch security controls for ZSM framework.
Editor’s note: This clause will capture potential security capabilities identified in ZSM010 where valid and applicable. E.g. For the potential security capabilities which were already analysed in ZSM010, they will be copied to this clause directly, probably with minor change. For the potential security capabilities which was lack of analysis, maybe some justifications will be added. 
Editor’s note: This clause will not include potential security requirements identified in ZSM010but were already defined in ZSM001 and ZSM002.
Editor’s note:  This clause may define requirements on capabilities, including security capabilities, of ZSM framework to implement intelligent security services. E.g. To support INSPIRE-5Gplus (Intelligent Security and Pervasive Trust for 5G and Beyond) project, which is a ZSM based architecture solution, to build intelligent security services to be integrated in the 5G network graph based on ZSM framework.
Editor's note: intelligent security services are over the top applications which will utilize management capabilities, including both general capabilities and security related capabilities, to build security services.
4.1.1 trust relationship requirement
This clause defines requirements to support adaptive trust relationship between management domains of ZSM framework, as well as trust of third party by ZSM framework if necessary.
NOTE: In ZSM context, trust relationship represents the trust established among ZSM management domains (refer to [i.x]). It is governed by criteria for secure interaction, behaviour, and outcomes relative to the protection of management services/functions of the management domains, or by policies that how does management function in differing management domains honour each other’s authorizations (refer to [i.y]).

[trust-01] 	The ZSM framework reference architecture shall support capability to evaluate trustworthiness of ZSM entities within or across management domain(s).

[trust-02] 	The ZSM framework reference architecture shall support capability to decide trust model and trust relationship between two ZSM entities within or across management domains based on trustworthiness of the ZSM entities.

[trust-03] 	The ZSM framework reference architecture shall support capability to re-evaluate the trustworthiness of a ZSM entity to reflect any change on the ZSM entity in the ZSM framework.

[trust-04] 	The ZSM framework reference architecture shall support capability to re-build the trust model for a ZSM entity and re-establish trust relationship between the changed ZSM entity and other ZSM entities to reflect any change on the ZSM entity in the ZSM framework.

[trust-05] 	The ZSM framework reference architecture shall support capability to apply corresponding security controls on ZSM entities based on trust relationship between the ZSM entities.

[bookmark: _Toc88127601]4.2	Solution specific security requirements 
Editor’s note: This clause will define solution specific security requirements on the ZSM framework reference architecture to support automatic/zero-touch security controls for specific solution, e.g.  based on closed-loop automation related security requirements identified in ZSM010 where valid and applicable.
4.2.1 Closed-loop automation security requirements 
This clause defines closed-loop automation related security requirements.

[Sec-Cla-01]	The ZSM framework reference architecture shall support capabilities to automatically detect and identify security incidents of closed loop supported by ZSM framework.
[Sec-Cla-02]	The ZSM framework reference architecture shall support capabilities to notify security incidents of closed loop supported by ZSM framework to authorized consumers of these closed-loops.
[Sec-Cla-03]	The ZSM framework reference architecture shall support capabilities to automatically react to security incidents of closed loop supported by ZSM framework.
NOTE 1:	A reaction could be for example to execute a mitigation plan.
[Sec-Cla-04]	The ZSM framework reference architecture shall support capabilities to automatically react to security incidents between related closed loops supported by ZSM framework.
NOTE 2:	For example, an incident could be an attack against the closed loop supported by ZSM framework and/or performance degradation(s) of the closed loop supported by ZSM framework. and/or between the related closed loops supported by ZSM framework.
[Sec-Cla-05]	The ZSM framework reference architecture shall support capabilities to ensure privacy of the data when the closed loops deal with personal data.
[Sec-Cla-06]	The ZSM framework reference architecture shall support capabilities to ensure the data security when the closed loops deal with security relevant data.
NOTE 3:	Security relevant data is for example credentials for access control, keys for building secure communication channels, certificates of interaction parties, etc.
[Sec-Cla-07]	The ZSM framework reference architecture shall support capabilities to ensure the data security  the closed loops deal with management data.
NOTE 4:	Management data is for example configuration and performance data related to the closed-loops.
NOTE 5: data security includes data integrity, confidentiality and availability of the data
[Sec-Cla-08]	The ZSM framework reference architecture shall support capabilities to  to identify vulnerabilities of closed loop's components.
[Sec-Cla-09]	The ZSM framework reference architecture shall support capabilities to provide recommendations for mitigation of security risks caused by vulnerabilities of closed loop's components.
[Sec-Cla-10]	The ZSM framework reference architecture shall support capabilities to ensure integrity and confidentiality of a closed loop notification.
[Sec-Cla-11]	The ZSM framework reference architecture shall support capabilities to automatically detect and identify deceit or spoofing attacks regarding an intent in a declarative form which is used as input for closed loops supported by ZSM framework.

[bookmark: _Toc88127602]5	Specification of management services relevant to security
Editor’s note: This clause will define a set of management services according security requirements, complementing the existing management services defined in ZSM002. 

[bookmark: _Toc88127603]6	ZSM reference architecture with security aspects
Editor’s note: This clause will show ZSM reference architecture with security capabilities/features to support automatic/zero-touch security controls. e.g. authentication/authorization management services identified in ZSM010 may be added in ZSM reference architecture.
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User scenarios related to ZSM security aspects/features
Editor’s note: This clause will document deployment aspects of the security scenarios to validate the applicability of the security requirements and management services defined in clause 4 and 5. The user scenarios include, e.g. automating security assurance of management service/function including AI/ML enabled service/function, establishing adaptive trust relationship between management domains, performing dynamic access control and exposure of ZSM service, as well as building intelligent security services built on capabilities of ZSM framework.
Editor’s note: Unlike scenarios described in clause 6 of ZSM001, which were business level workflow, the user scenarios documented in this Annex will describe how the security management services defined in clause 5 of this specification will be used in specific security related scenarios, hence validate the management services defined in clause 5 are feasible in real deployment. It will be similar to workflows in clause 6 of ZSM003, or clause 5 of ZSM008 but focus on the adoption of security management services. 
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Available output from standard groups or open source programs related to management and automation security
[bookmark: _Toc481503689][bookmark: _Toc482690138][bookmark: _Toc482690615][bookmark: _Toc482693311][bookmark: _Toc484176739][bookmark: _Toc484176762][bookmark: _Toc484176785][bookmark: _Toc487530221][bookmark: _Toc527986006][bookmark: _Toc19025635][bookmark: _Toc455504151]Editor’s note: This clause will list SDOs and open source projects where applicable, describe how could the 3rd parties' work items, specifications, and projects could be leveraged in ZSM014 to build cognitive and adaptive security controls for zero touched management system.
[bookmark: _Toc88127606]B.1	ETSI 
Editor’s note: e.g. refer ETSI SAI for AI/ML security, ETSI NFV for virtualization security in cross multi-domains case.
[bookmark: _Toc88127607]B.2	3GPP 
Editor’s note: e.g. refer to 3GPP SA5 for information model of potential access control related management services
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