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The present document …
[bookmark: _Toc455504140][bookmark: _Toc481503678][bookmark: _Toc482690127][bookmark: _Toc482690604][bookmark: _Toc482693300][bookmark: _Toc484176728][bookmark: _Toc484176751][bookmark: _Toc484176774][bookmark: _Toc487530210][bookmark: _Toc527985995][bookmark: _Toc19025624][bookmark: _Toc82093399]2	References
[bookmark: _Toc455504141][bookmark: _Toc481503679][bookmark: _Toc482690128][bookmark: _Toc482690605][bookmark: _Toc482693301][bookmark: _Toc484176729][bookmark: _Toc484176752][bookmark: _Toc484176775][bookmark: _Toc487530211][bookmark: _Toc527985996][bookmark: _Toc19025625][bookmark: _Toc82093400]2.1	Normative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
Referenced documents which are not found to be publicly available in the expected location might be found at https://docbox.etsi.org/Reference.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are necessary for the application of the present document.
[1]	<Standard Organization acronym>  <document number>: "<Title>".
[2]	<Standard Organization acronym>  <document number>: "<Title>".
[bookmark: _Toc455504142][bookmark: _Toc481503680][bookmark: _Toc482690129][bookmark: _Toc482690606][bookmark: _Toc482693302][bookmark: _Toc484176730][bookmark: _Toc484176753][bookmark: _Toc484176776][bookmark: _Toc487530212][bookmark: _Toc527985997][bookmark: _Toc19025626][bookmark: _Toc82093401]2.2	Informative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]	ETSI GR NFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Concepts in NFV".
[i.ref-itu-t-m3400]	ITU-T Recommendation M.3400, 02/2000: "Telecommunications management network: TMN management functions".
[i.ref-rel001]	ETSI GS NFV-REL 001: "Network Functions Virtualisation (NFV); Resiliency Requirements".
[i.ref-ifa005]	ETSI GS NFV-IFA 005: "Network Functions Virtualisation (NFV) Release 4; Management and Orchestration; Or-Vi reference point – Interface and Information Model Specification".
[i.ref-ifa006]	ETSI GS NFV-IFA 006: "Network Functions Virtualisation (NFV) Release 4; Management and Orchestration; Vi-Vnfm reference point – Interface and Information Model Specification".
[i.ref-ifa007]	ETSI GS NFV-IFA 007: "Network Functions Virtualisation (NFV) Release 4; Management and Orchestration; Or-Vnfm reference point – Interface and Information Model Specification".
[i.ref-ifa008]	ETSI GS NFV-IFA 008: "Network Functions Virtualisation (NFV) Release 4; Management and Orchestration; Ve-Vnfm reference point – Interface and Information Model Specification".
[i.ref-ifa013]	ETSI GS NFV-IFA 013: "Network Functions Virtualisation (NFV) Release 4; Management and Orchestration; Os-Ma-nfvo reference point – Interface and Information Model Specification".
[i.ref-ifa030]	ETSI GS NFV-IFA 030: "Network Functions Virtualisation (NFV) Release 4; Management and Orchestration; Multiple Administrative Domain Aspect Interfaces Specification".
[i.ref-ifa032]	ETSI GS NFV-IFA 032: "Network Functions Virtualisation (NFV) Release 4; Management and Orchestration; Interface and Information Model Specification for Multi-Site Connectivity Services".
[i.ref-eve007]	ETSI GS NFV-EVE 007: "Network Functions Virtualisation (NFV) Release 3; NFV Evolution and Ecosystem; Hardware Interoperability Requirements Specification".
[bookmark: _Toc451532925][bookmark: _Toc527985998][bookmark: _Toc19025627][bookmark: _Toc82093402][bookmark: _Hlk527028731]3	Definition of terms, symbols and abbreviations
[bookmark: _Toc451532926][bookmark: _Toc527985999][bookmark: _Toc19025628][bookmark: _Toc82093403]3.1	Terms
For the purposes of the present document, the terms given in ETSI GR NFV 003 [i.1] and the following apply:
NOTE:	A term defined in the present document takes precedence over the definition of the same term, if any, in ETSI GR NFV 003 [i.1].

[bookmark: _Toc455504145][bookmark: _Toc481503683][bookmark: _Toc482690132][bookmark: _Toc482690609][bookmark: _Toc482693305][bookmark: _Toc484176733][bookmark: _Toc484176756][bookmark: _Toc484176779][bookmark: _Toc487530215][bookmark: _Toc527986000][bookmark: _Toc19025629][bookmark: _Toc82093404]3.2	Symbols
[bookmark: _Hlk527022222]For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

[bookmark: _Toc455504146][bookmark: _Toc481503684][bookmark: _Toc482690133][bookmark: _Toc482690610][bookmark: _Toc482693306][bookmark: _Toc484176734][bookmark: _Toc484176757][bookmark: _Toc484176780][bookmark: _Toc487530216][bookmark: _Toc527986001][bookmark: _Toc19025630][bookmark: _Toc82093405]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in ETSI GR NFV 003 [i.1] and the following apply:
MSCS	Multi-site Connectivity Service
NIC	Network interface card
[bookmark: _Toc82093406][bookmark: _Toc455504147][bookmark: _Toc481503685][bookmark: _Toc482690134][bookmark: _Toc482690611][bookmark: _Toc482693307][bookmark: _Toc484176735][bookmark: _Toc484176758][bookmark: _Toc484176781][bookmark: _Toc487530217][bookmark: _Toc527986002][bookmark: _Toc19025631]4	Overview
[bookmark: _Toc82093407][bookmark: _Toc455504148][bookmark: _Toc481503686][bookmark: _Toc482690135][bookmark: _Toc482690612][bookmark: _Toc482693308][bookmark: _Toc484176736][bookmark: _Toc484176759][bookmark: _Toc484176782][bookmark: _Toc487530218][bookmark: _Toc527986003][bookmark: _Toc19025632]4.1	Introduction
Fault management is one of the five functional areas of the Telecommunications Management Network (TMN) model. ITU-T Recommendation M.3400 [i.ref-itu-t-m3400] defines fault management as the set of functions which enables the detection, isolation and correction of abnormal operation of the telecommunication network and its environments.
As summarized by ETSI GS NFV-REL 001 [i.ref-rel001], fault management systems comprise two main aspects: a) managing alarms and their propagation through the system, and b) mitigating the impact of a failure occurring. Thus, one key functionality related to fault management is alarm management. Alarm surveillance refers to the capabilities to monitor faults on systems. In NFV, different types of resources or elements (logical, virtual, physical) are considered, so monitoring objectives go beyond network elements, as typically performed in legacy telecommunications networks.
When a fault occurs, and this fault is observable as an error, an indication can be raised in the form of an alarm. As defined in ETSI GR NFV 003 [i.1], an alarm is the information about a specific condition requiring attention, with the additional clarification that an alarm does, but not always, represent an error.
NOTE:	As defined in ETSI GR NFV 003 [i.1], the terms "failure", "fault", "error" and "alarm" have different meanings.
For interoperability purposes, the information that an alarm contains is typically specified and it contains data related to what objects are affected by the fault, the severity of the fault, when the fault event has been observed, the type of event, etc. The specification of alarms is contained in so called "information elements" in the stage 2 level specifications (see related references in clause 4.2) or "data types" in the stage 3 level specifications of ETSI NFV. However, a subset of the attributes of the Alarm information element are either unspecified in terms of their content type, or when a content type is specified, possible values are not defined. Some of the affected attributes (see the list below) are of key importance for establishing correlation and relationship between alarms raised by different systems, possibly supplied by different providers, including:
-	"faultType": provides additional information related to the type of fault,
-	"probableCause": provides information about the probable cause of the fault,
-	"faultDetails": provides additional information about the fault, and
In addition, a specified relationship between "severity", "faultType" and the corresponding resource or managed object types is necessary to enable consumers (network operators or other management systems) interpret the faults and perform root cause analysis in a multi-vendor environment.
The present document defines the alarms (see clause 6), associating the content for the listed attributes to the various NFV-MANO managed objects (see clause 5).
[bookmark: _Toc82093408]4.2	Relationship with other ETSI NFV deliverables
The present document relates to other ETSI NFV deliverables as follows:
-	ETSI GS NFV-IFA 005 [i.ref-ifa005]: specifies the Or-Vi reference point requirements and interfaces including the Virtualised Resource Fault Management interface, which includes the operations for subscribing to, and raising alarm notifications related to virtualised resources. Clause 8.6.4 of ETSI GS NFV-IFA 005 specifies the Alarm information element for virtualised resources. The present document specifies part of the content of the alarms related to the faults associated to virtualised resources.
-	ETSI GS NFV-IFA 006 [i.ref-ifa006]: idem as ETSI GS NFV-IFA 005 [i.ref-ifa006] but concerning to the Vi-Vnfm reference point.
-	ETSI GS NFV-IFA 007 [i.ref-ifa007]: specifies the Or-Vnfm reference point requirements and interfaces including the VNF Fault Management interface, which includes the operations for subscribing to, and raising alarm notifications related to VNF instances. Clause 8.8.4 of ETSI GS NFV-IFA 007 [i.ref-ifa007] specifies the Alarm information element for VNF instances. The present document specifies part of the content of the alarm related to the fault associated to VNF instances.
-	ETSI GS NFV-IFA 008 [i.ref-ifa008]: idem as ETSI GS NFV-IFA 007 [i.ref-ifa007] but concerning to the Ve-Vnfm reference point.
-	ETSI GS NFV-IFA 013 [i.ref-ifa013]: specifies the Os-Ma-nfvo reference point requirements and interfaces including the NS Fault Management interface, which includes the operations for subscribing to, and raising alarm notifications related to NS instances. Clause 8.5.4 of ETSI GS NFV-IFA 013 [i.ref-ifa013] specifies the Alarm information element for NS instances. The present document specifies part of the content of the alarm related to the fault associated to NS instances.
-	ETSI GS NFV-IFA 030 [i.ref-ifa030]: idem as ETSI GS NFV-IFA 013 [i.ref-ifa013] but concerning to the Or-Or reference point.
-	ETSI GS NFV-IFA 032 [i.ref-ifa032]: specifies the interface requirements and interfaces for the management of multi-site connectivity services including the Fault Management interface, which includes the operations for subscribing to, and raising alarm notifications related to MSCS instances. Clause 8.4.2 of ETSI GS NFV-IFA 032 [i.ref-ifa032] specifies the Alarm information element for MSCS instances. The present document specifies part of the content of the alarm related to the fault associated to MSCS instances.
Editor’s Note: Relationship with the IFA031 might be needed in case that the present document will also document object types related to NFVO, VNFM, VIM. See also editor’s note in clause 5.2.
[bookmark: _Toc82093409]5	Fault monitored object types
[bookmark: _Toc82093410]5.1	Introduction
Editor’s Note: This clause will provide a brief introduction of the content in clause 5, which is about defining what are the managed objects that are fault monitored in the ETSI NFV framework and for which faults can be associated as defined in the present document. As a reference, the Alarm IE contains the attribute "managedObjectId", so the objective is that in clause 5 these objects can be defined.
[bookmark: _Toc82093411]5.2	Object type definitions
Editor’s Note: This clause will define the fault monitored object types. It is expected that each object type definition will use a dedicated sub-clause. As an example, see the content in clause 6.2 of ETSI GS NFV-IFA 027.
Editor’s Note: more object types could be added based on further study. The object types related to NFVO, VNFM, VIM are not expected to be documented, since they could be defined in IFA031; however, this is to be further analysed.
[bookmark: _Toc82093412]5.2.1	Virtual CPU

[bookmark: _Toc82093413]5.2.2	Virtual memory

[bookmark: _Toc82093414]5.2.3	Virtual disk

[bookmark: _Toc82093415]5.2.4	Virtual Nic

5.2.5	Virtual link

[bookmark: _Toc82093416]5.2.6	VNF component

[bookmark: _Toc82093417]5.2.7	VNF 

[bookmark: _Toc82093418]5.2.8	NS


[bookmark: _Toc82093419]6	Alarm definition template
Editor’s Note: This clause will define the template for defining the additional Alarm information. The additional alarm information should consider the compatibility with the models specified in stage 2 NFV-IFA specifications, such as ETSI GS NFV-IFA 005/006/007/008/013 and stage 3 NFV-SOL specifications, such as ETSI GS NFV-SOL 002/003/005/014. An illustrative example that can be used for defining the template is available in clause 5 of ETSI GS NFV-IFA 027; however, appropriate changes will be needed to consider the FM scope of the present document. 
Editor’s Note: The fields of this template could be derived from use cases presented in annex A.1, A.2 and the corresponding extensions of these use cases. 

[bookmark: _Toc82093420]7	Alarm definitions
[bookmark: _Toc82093421]7.1	Introduction
Editor’s Note: This clause will provide a brief introduction of the Alarm definitions defined in clause 7.
Editor’s Note: Currently, IFA040 does not define "fault management" related service interfaces, so the scope of Alarms applicable to CISM/CIS is FFS.
[bookmark: _Toc82093422]7.2	Alarms produced by VIM
Editor’s Note: This clause will define the Alarms that are produced by the VIM and applicable to the Vi-Vnfm and Or-Vi reference points.
Editor’s note: an example is given in clause 7.2.1. the alarms and types could be derived from use cases and the appropriate extensions of the use cases. Use cases are the triggers for alarms and more alarms could be defined based on further study.
[bookmark: _Toc82093423][bookmark: OLE_LINK4][bookmark: OLE_LINK5]7.2.1	Alarm #1


[bookmark: _Toc82093424]7.3	Alarms produced by VNFM
Editor’s Note: This clause will define the Alarms that are produced by the VNFM and applicable to the Or-Vnfm and Ve-Vnfm reference points.
Editor’s note: an example is given in clause 7.3.1. the alarms and types could be derived from use cases and the appropriate extensions of the use cases. Use cases are the triggers for alarms and more alarms could be defined based on further study.
[bookmark: _Toc82093425]7.3.1	Alarm #1  


[bookmark: _Toc82093426]7.4	Alarms produced by NFVO
Editor’s Note: This clause will define the Alarms that are produced by the NFVO and applicable to the Os-Ma-nfvo reference points.
Editor’s note: an example is given in clause 7.4.1. the alarms and types could be derived from use cases and the appropriate extensions of the use cases. Use cases are the triggers for alarms and more alarms could be defined based on further study.
[bookmark: _Toc82093427]7.4.1	Alarm #1 

[bookmark: _Toc82093428]7.5	Alarms produced by WIM
Editor’s Note: This clause will define the Alarms that are produced by the WIM and applicable to the interface produced by WIM towards the NFVO or some other management function.
Editor’s note: an example is given in clause 7.5.1. the alarms and types could be derived from use cases and the appropriate extensions of the use cases. Use cases are the triggers for alarms and more alarms could be defined based on further study.
[bookmark: _Toc82093429]7.5.1	Alarm #1  



[bookmark: _Toc455504149][bookmark: _Toc481503687][bookmark: _Toc482690136][bookmark: _Toc482690613][bookmark: _Toc482693309][bookmark: _Toc484176737][bookmark: _Toc484176760][bookmark: _Toc484176783][bookmark: _Toc487530219][bookmark: _Toc527986004][bookmark: _Toc19025633][bookmark: _Toc82093430]Annex A (informative):
Use cases
[bookmark: _Toc82093431]A.1	Use cases about FM alarms
[bookmark: _Toc82093432]A.1.1	Overview
Editor’s Note: This clause will provide a brief introduction about the types and set of use cases that are documented related to FM alarms. A potential scope and classification of FM alarms is provided as a sub-division of the present clause. 

[bookmark: _Toc82093433]A.1.2	About FM alarms associated to virtualised resources and containerized workloads
A.1.2.x	Monitoring of NFVI resources faults and generation of alarms
NFVI-nodes are the physical devices deployed and managed as a single entity, which provide the NFVI functions to support the execution environment for VNFs, as defined in ETSI GR NFV 003 [i.1]. In addition, the NFVI-nodes are interconnected to other various facility infrastructure elements such as cooling systems, power plants and distribution, cables, racks, etc. Clause 4 of ETSI GS NFV-EVE 007 [i.ref-eve007] describes the various types of hardware elements conforming the NFVI and the infrastructure facilities. Figure A.1.2.x-1 illustrates a high-level diagram of the NFVI and its composition.
[image: ]
Figure A.1.2.x-1: NFVI and high-level composition.
Figure A.1.2.x-1 also illustrates the scope of "NFVI resources" considered in the present use case, which include virtualisation layer, compute/storage/network hardware and node racks infrastructure which support the enclosure, power, cooling of the installed hardware in the NFVI-PoP.
VNF instances are conformed of VNFC instances and internal VLs that are deployed using compute, storage and network virtualised resources. The virtualised resources are in turn allocated within the NFVI and make use of underlying hardware and software infrastructure. Due to this dependency on the underlying NFVI resources, faults occurring in the NFVI, and its composed resources can impact the behaviour and service fulfilment of the virtualised resources towards the VNF normal operation.
Network operators and equipment suppliers are thus interested in monitoring faults of NFVI resources, so that faults that can impact the virtualised resources allocated to the VNF and NS are identified, and corresponding alarms raised. This enables operators or management systems acting upon such alarms and performing actions to resolve the faults or minimize their impacts.
Considering the above, faults can be associated to various types of NFVI resources:
-	CPU: for instance, machine check exceptions, bus parity errors, configuration errors in processing units, etc.
-	Memory: for instance, read/write errors in memory modules, spare redundancy loss, etc.
-	Disk and drives: examples include read/write errors of storage devices, loss of sync, loss of redundancy, disk cache subsystems, faults in logical and physical storage drives, array controllers, and faults on sub-systems related to power as batteries, backup power, etc.
-	NIC: examples include faults on network interface or adapter cards, such as loss of connectivity, redundancy, PCI system and parity errors, etc.
-	Power: faults and exceptions related to power supply systems and their redundancy, disconnection from power supply systems, errors in the power supply sensors, and power-related faults on equipment such as compute servers, etc.
-	Fan: examples include changes in the states of the tolerant fans, their redundancy, removal or issues in their enclosure, revolution per minute changes under/above certain thresholds, etc.  
-	Temperature: examples include the changes of temperature of certain systems, e.g., servers, to levels outside normal operating range, faults in the temperature sensors, etc.
-	Other or miscellaneous: for instances faults related to the lack of connectivity of management systems towards the NFVI resources, such as host servers.
Editor’s Note: description related to other NFVI software components such as hypervisors are FFS.
Furthermore, depending on the conditions and impact of the fault on the NFVI resource, different severity levels can be applied. For instance, if we consider disk (storage) type resources, on the one hand, a degradation of the physical or virtual disk could be raised as a warning, with the assumption that such degradation does not impact read/write operations of applications making use of such disk. On the other hand, a virtual disk bad block error, which can impact read/write operations of an application, could be raised as a critical failure.
Since the number of resource types in the NFVI and the number of faults applicable to each of them can be very high, it is expected that fault and alarm modelling enables the network operator and equipment suppliers to categorize relevant faults into standard fault types. The standard fault types can then be correlated to specific faults to be raised associated to virtualised resources. Figure A.1.2.x-2 illustrates an example of the consolidation of raw faults on NFVI resources to a set of "L" standard fault types.
[image: ]
Figure A.1.2.x-2: Faults consolidation.
It is assumed in the figure that "M*N" is greater than "L". The fault consolidation process can be based on (not an exhaustive list):
-	Dimension #A: a set of faults on different NFVI resource types have similar severity impact on same types of virtualised resources. For instance, a fault on CPU and a fault on memory have critical severity level and deliver a similar impact on virtualised resources.
-	Dimension #B: a set of faults associated to same NFVI resource type impact a specific subsystem of the virtualised resources. For instance, two or more faults of a server/host in the NFVI are related to CPU which particularly affect the virtual CPU subsystem of the virtualised compute resource. 
-	Dimension #C: a set of faults associated to different NFVI resource types impact a specific subsystem of the virtualised resources. For instance, a temperature related fault on CPU and a fault related to the fan cooling the server can be regarded to introduce a performance degradation to the virtual CPU subsystem of the virtualised compute resource.
-	A combination of dimensions, e.g., combining aspects of dimension #A and dimension #C. 
A.1.2.y	Monitoring of virtualised resources of VM-based VNFC/VNF and generation of alarms
As described in clause A.1.2.x, VNF instances are conformed of VNFC instances and internal VLs that are deployed using compute, storage and network virtualised resources. NS instances constituents such as NS VL are also deployed using network virtualised resources.
The types of virtualised resources are defined ETSI GS NFV-IFA 005 [i.ref-ifa005] and ETSI GS NFV-IFA 006 [i.ref-ifa006]. In the referred specifications, three main types of consumable virtualised resources are defined as well as relevant attributes that model subsystems of them. Table A.1.2.y-1 provides a summary of the different types of virtualised resources derived from the modelling in the referenced specifications.
Table A.1.2.y-1: Virtualised resource types and subsystems
	Virtualised resource
	Subsystems
	Additional comments (if any)

	Virtual compute
	Virtual memory
	

	
	Virtual CPU
	

	
	Acceleration
	

	
	Virtual network interface
	

	
	Virtual disk
	

	Virtual storage
	n/a
	Virtual storage can be of different types: volume, object, or block.

	Virtual network
	Network subnet
	

	
	Virtual network port
	Virtual ports can be sub-ports or trunk ports, in case of trunking.

	
	Routing resource
	Logical network resource that provides routing capabilities between different virtualised network resources



Editor’s Note: Additional subsystem or virtualised resource types are FFS, e.g., even though software images are not a virtualised resource, should they also be considered from fault management perspective?
Network operators and VNF providers are interested in monitoring faults associated to the virtualised resources and corresponding alarms be raised by the VIM, so that faults that can impact the VNF are identified. This enables network operators and the VNFM to act upon such alarms and perform actions to resolve the faults or minimize their impacts on the VNF’s normal operation.
For this purpose, as specified in ETSI GS NFV-IFA 005 [i.ref-ifa005] and ETSI GS NFV-IFA 006 [i.ref-ifa006], the Virtualised Resource Fault Management interface enables the VIM providing alarms result from the faults related to the virtualised resources visible to the consumer functional block, the NFVO and VNFM, respectively.
NOTE:	The referred Virtualised Resource Fault Management interface also describes that faults related to other managed objects other than virtualised resources, such as resource reservations, can also be exposed through the interface. However, these are not considered in the present use case, as not being specifically associated to virtualised resources used by a VNF.
As introduced in clause A.1.2.x, the number of faults in the NFVI that can impact virtualised resources is very high. Exposing this level of fault details to the consumers of the virtualised resources management (VNFM and NFVO) is not feasible, also because the consumer is not aware of the details of how the NFVI is designed and deployed. In this scenario, the process of faults consolidation introduced in clause A.1.2.x becomes relevant.
A.1.2.z	Monitoring of containerized workloads of container-based VNFC/VNF and generation of alarms
Editor’s Note: content is FFS.
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Editor’s Note: This clause will provide a brief introduction and document a set of potential use cases related to how detailed Alarms information can be used, such as for enabling root cause analysis, handling more automation in FM, etc.
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