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The present document aims at studying how operations data (KPIs, metrics, alarm notifications, event logs, debug information) can be exploited to ensure the availability and reliability of NFV-MANO and of the network services it manages using data analysis/data driven techniques. This includes, among others, the use of machine learning to find patterns for cases where detailed semantics information is unavailable (e.g., due to confidentiality) or the amount of data is overwhelming. Use cases are created describing how the information can be used offline (for example for root cause analysis and predictive maintenance resulting in, e.g., creation and/or changes of deployment flavours) and online (to identify appropriate LCM operations and policy changes in order to achieve the intended service availability objectives). The result of this report also concretises some DGR/NFV-IFA041 use cases in the context of reliability and availability. The report also considers outputs from DGR/NFV-IFA042, in particular the recommendations on MANO policy management.
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For the purposes of the present document, the [following] terms [given in ... and the following] apply:

[bookmark: _Toc455504145][bookmark: _Toc481503683][bookmark: _Toc527985147][bookmark: _Toc19024840][bookmark: _Toc62060512]3.2	Symbols
For the purposes of the present document, the [following] symbols [given in ... and the following] apply:
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For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:
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Editor’s note:  This introductory clause provides a high level description of the cognitive data analysis for operations data, both offline and online. It will then present the Telco context, and in particular the virtualisation of network functions which is the environment targeted for this study. A brief ‘abstract’ of each of the following clauses form the rest of clause 4. 
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Editor’s note:  This clause details the main input needed for the present study, i.e., operations data of the NFV ecosystem, be it from a local data centre or from the Cloud. Clause 5.1 explores and classifies such operations data (alarms, notifications, …), while clause 5.2 identifies all the pairs Provider-Consumer of these data. These pairs will be categorized according to their role and the functional block they belong to in the NFV architectural framework, e.g., within the set of VNFs (information exchanged between VNFs), within NFV-MANO, between VNFs and NFV-MANO, … 
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Editor’s note:  This clause describes the way operations data can be treated. Clause 6.1 focuses on the processing using cognitive techniques, while clause 6.2 maps such approaches to the NFV context, e.g., multi-layer requiring a parallel analysis of data produced by different layers.
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Editor’s note:  The recommendations found through this study are presented in this clause. It is probable that the recommendations will be classified according to each use case they are related to.
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