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The present document specifies requirements for secure VNF identity management and trust relationships in NFV. The present document specifies how identities are securely lifecycle managed, verified and trusted. The present document addresses both horizontal and vertical relationships and leverages existing work in NFV SEC 005[5], NFV SEC 007[4], NFV SEC 009[3], NFV SEC 012[1] and NFV SEC 013[2]. 
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References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
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For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:
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For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:
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Everything that makes up a telecoms network and everything or person who uses the network needs identity. It is the fact of being as to who or what a person or thing is and determines the characteristics of the same. For CSPs, identity of NFVI components, SDN routing and VNFs are the key to how CSPs design, manage and operate their networks. 
Identities may be self-assigned, given, inherited, derived, acquired, allocated or obtained in a large number of ways. 
If an attacker obtains access to an NFV implemented CSP network then it must be possible months after the event to retrace the attack to establish where they got into the network, what they accessed, for how long and as far as possible what identity they used to achieve this access. Similarly, if a customer reports a fault it must be possible to trace their current and past usage of services to resolve the issue.
Therefore, in an NFV environment it must be possible for identities to be trusted, structured, unique and immutable for a given period, if networks are to be operated securely and with a low risk of fraud.
The present document describes secure identity management in the context of NFV, in terms of what an identity is, what that identity is used for, how it is assigned, how it is discovered and how it is securely managed throughout the lifecycle of that identity.

Editor’s Note: This section will contain an overview of the security identity management problem space. 
Editor’s Note: Include diagram(s) of relations between NFV entities (Igor diagram drawn by Michael).
[bookmark: _Toc525220187]5	Top level Hierarchy / Space Partitioning
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Need to define what an Identity is, including components in context of NFV.
Are their parallels with TCG Dice?, or TC Cyber etc
Identity requirements model.
Scope of Identity in NFV.
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Need to define what an Identity is used for.

[bookmark: _Toc525220191]6	Management and Structure of Identity
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[bookmark: _Toc525220193]6.2	Structure of Identity
Parts of identity. 
· Immutable (Manufacturer, serial number, random)
· non-immutable (CSP ID, timestamp, locstamp?) etc
· Type, Configuration
Uniqueness
Recursive.
Federation
PKI and non-PKI based schemes?
Multi or Single Part

[bookmark: _Toc525220194]6.3	Properties of Identity
Editor’s Note: Topics to include:
Uniqueness
· In the instant.
· In infinite time.

Size – trade-off between collision probability vs processing and storage.
Uniqueness of Id – At point in time or fully unique.
3rd party and self assigned.
Backwards compatibility.
Behaviour based identifiers.
Roles and Groups.
Atomic across the system.
Persistence?
Uniqueness of Id – At point in time or fully unique.
Identity is attached to the VM state.?
VNF to VNFI to VNFCIs.
Are there relationships between the physical and logical layer.
	- Does this create dependencies between the two.
Binding between Identity “string” and associated keys.
Needs to be able to support migration
Hardware Catalogue?
Mapping of VNF IDs to physical hardware IDs (both directions).

[bookmark: _Toc525220195]6.4	Purpose of Identity
Purpose of identity
· Authorisation of VM/ VNFCI or VNFI to do things?
· Assert security associations to other VMs or VNFIs.
· Attest to identity being the correct VM or VNFI.
· Assert to overall state of the network as the sum of the state of all IDs.
· Binding of VM and VNFIs to hardware & Hypervisor (Entire stack downwards).
· Linkage to Legacy Physical network elements
VIM, MANO and associated identities.

[bookmark: _Toc525220196]6.5	Management of Identity
Who is the manager of identity in NFV
Is there single manager of identity?
Provisioning – Inc. Identity proofing.
Size – trade-off between collision probability vs processing and storage.
How is an “arbitatary” Network service level name linked to an assertible Identity.
Accountability
Lifecycle
Duration of ID
Run-time Manifest of Identity
· Linked to basic Images in image store.

Roles and Groups.
Provenance
Auditing
History / Logging / Forestry
Blockchain?
What is the Identity used for?
Storage, retention or destruction of Identity.
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How is are IDs discovered?
Clairvoyance?
[bookmark: _Toc525220198]6.7	Privacy
Privacy management of IDs in NFV
Consent
ID separation
Identity hiding?
Multi-tenant consideration
Which if any elements of an NFV ID could result in PII.
[bookmark: _Toc525220199]7	Security constraints of identity
Long ID permanent requirements
Short ID term requirements.
Replay prevention
Uniqueness
Lifecycle
Temp vs long term ID Entropy / predictability vs appropriate security mechanisms.
External ID visibility vs internal visibility (eg ID@realm)
Destruction or removal of ID
Right to be forgotten?
Roles and Groups.
Assertion and assurance 
[bookmark: _Toc525220200]7.1	Core Requirements

[bookmark: _Toc525220201]7.2	Usage and Consumption
Authentication
Authorisation
Accounting
Integrity
Binding to Identity
 
[bookmark: _Toc525220202]8	Identity Trust Model
[bookmark: _Toc525220203]8.1	General Model

[bookmark: _Toc525220204]8.2	Validating Trust between Multiple Domains
How do requirements in 5 & 6 apply across multiple domains.
Includes multi-vendor environments.
Different IDs in different trust domains for same entity?

[bookmark: _Toc525220205]9	Solutions and Mechanisms.
Editor’s Note:- solutions and mechanisms implementing sections 4 - 8.
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