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For the purposes of the present document, the terms given in ETSI GS NFV 003 [i.1], ETSI GS NFV-IFA 040 [1], and the following apply:
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[bookmark: _Hlk37860654]For the purposes of the present document, the abbreviations given in ETSI GR NFV 003 [i.1] and ETSI NFV-IFA 040 [1] apply.
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A VNF or VNFC designed to be deployed and managed on Container Infrastructure Service instances (CIS) is represented by a containerized workload running on OS containers. The management and orchestration of OS containers requires the services of the following two functions: 
· Container Infrastructure Service Management (CISM) ; and
· Container Image Registry (CIR).
Requirements on the list of services to be offered by architectural elements providing the CISM and CIR functions and requirements on the interfaces to expose these services to various consumers are specified in ETSI NFV-IFA 040 [1].

The study ETSI GR NFV-IFA 029 [i.2] identified several possible container deployment scenarios. These include: 
Nested Container Infrastructure Services in VMs, Container Infrastructure Services on bare-metal, or NFVI providing Container Infrastructure Services on bare-metal and in VMs. Additionally, different mapping options of the CISM function to NFV-MANO are presented in ETSI GR NFV-IFA 029 [i.2]. The characteristics, particularly those important for security aspects, of these deployment configurations are described in the following sub-clauses.


[bookmark: _Toc40179646][bookmark: _Toc40187195]4.2 	Assumptions
The assumptions in this clause are general and applicable to any deployment option or configuration in the subsequent clauses. They relate to: (1) modelling the containerized workloads; and (2) general aspects on the CIS infrastructure. 
1)	Assumptions on modelling the containerized workloads
Existing de-facto standard container infrastructure management systems consider managing containerized workloads at a granularity which is higher than on a single container level. A set of OS containers that are tightly coupled to run in the same execution environment (i.e., on the same CIS instance) and designed to be scheduled together, is defined as the smallest manageable workload object. A VNFC instance is assumed to be 1:1 mapped to such a smallest manageable unit of a containerized workload.
The CISM manages and exposes Managed Container Infrastructure Objects (MCIOs). An MCIO whose declarative descriptor specifies compute/storage infrastructure resource requests represents such smallest manageable unit and is assumed to be 1:1 mapped to a VNFC.
The MCIOs are assumed to be specified agnostic to the possible container infrastructure deployment scenario

OS container images are referenced in the declarative descriptors of MCIOs. Dependent on the delivery method of the VNF SW, the VNF Package may include the OS container images as artifacts.
2)	General assumptions on the CIS infrastructure
A CISM instance manages multiple containerized workloads in a cluster of CIS instances. The cluster operator is assumed to follow the general principle of least privilege for namespace definition and namespace quota assignment, and for access policy definition. 

NOTE: in a multi-namespace environment, particular CISM internal services may be exposed to all namespaces.

Editor’s Note: the assumption of the CISM function being collocated with CIS instances is for further study.
Editor's Note: 1 VNFC to 1 container. 
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Editor's Note: Each of the IFA029 [i.2] CIS deployment options to be added here: bare-metal, nested, hybrid container platforms/CIS, etc.
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Editor's Note: Describe the characteristics, particularly those important for security aspects (e.g. external/internal interfaces, shared/isolated access to resources etc.)  for the different CISM deployment options, CIR locations as per IFA029 Sec 7.2.4.
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Editor's Note: to create a list/matrix of potential deployment combinations which can be indexed and referenced for the applicability in the threat analysis and solutions in subsequent clauses.
[bookmark: _Toc40179651][bookmark: _Toc40187200]5	Threat Analysis
Editor's Note: Include Assets in threat analysis. Additionally, may want to add an Assets annex.
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[bookmark: _Toc40179661][bookmark: _Toc40187210]6.1.3	Capabilities 
[bookmark: _Toc40179662][bookmark: _Toc40187211]6.1.4	Seccomp
Editor's Note: Need to add other basic Linux capabilities etc.
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Editor's Note: Link to SEC 021.
[bookmark: _Toc455504149][bookmark: _Toc481503687][bookmark: _Toc482690136][bookmark: _Toc482690613][bookmark: _Toc482693309][bookmark: _Toc484176737][bookmark: _Toc484176760][bookmark: _Toc484176783][bookmark: _Toc487530219][bookmark: _Toc40179671][bookmark: _Toc40187220]Annex A (normative or informative):
Title of annex



[bookmark: _Toc455504150][bookmark: _Toc481503688][bookmark: _Toc482690137][bookmark: _Toc482690614][bookmark: _Toc482693310][bookmark: _Toc484176738][bookmark: _Toc484176761][bookmark: _Toc484176784][bookmark: _Toc487530220][bookmark: _Toc40179672][bookmark: _Toc40187221]Annex B (normative or informative):
Title of annex
[bookmark: _Toc481503689][bookmark: _Toc482690138][bookmark: _Toc482690615][bookmark: _Toc482693311][bookmark: _Toc484176739][bookmark: _Toc484176762][bookmark: _Toc484176785][bookmark: _Toc487530221][bookmark: _Toc40179673][bookmark: _Toc40187222][bookmark: _Toc455504151]B.1	First clause of the annex 
[bookmark: _Toc455504152][bookmark: _Toc481503690][bookmark: _Toc482690139][bookmark: _Toc482690616][bookmark: _Toc482693312][bookmark: _Toc484176740][bookmark: _Toc484176763][bookmark: _Toc484176786][bookmark: _Toc487530222][bookmark: _Toc40179674][bookmark: _Toc40187223]B.1.1	First subdivided clause of the annex



[bookmark: _Toc455504153][bookmark: _Toc481503691][bookmark: _Toc482690140][bookmark: _Toc482690617][bookmark: _Toc482693313][bookmark: _Toc484176741][bookmark: _Toc484176764][bookmark: _Toc484176787][bookmark: _Toc487530223][bookmark: _Toc40179675][bookmark: _Toc40187224]Annex (informative):
Authors & contributors
The following people have contributed to the present document:
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Rapporteur:, Kahina,Lazri, Orange
Other contributors:
Title, Firstname, Lastname, company


[bookmark: _Toc455504154][bookmark: _Toc481503692][bookmark: _Toc482690141][bookmark: _Toc482690618][bookmark: _Toc482693314][bookmark: _Toc484176742][bookmark: _Toc484176765][bookmark: _Toc484176788][bookmark: _Toc487530224][bookmark: _Toc40179676][bookmark: _Toc40187225]Annex (informative):
Bibliography



[bookmark: _Toc455504155][bookmark: _Toc481503693][bookmark: _Toc482690142][bookmark: _Toc482690619][bookmark: _Toc482693315][bookmark: _Toc484176743][bookmark: _Toc484176766][bookmark: _Toc484176789][bookmark: _Toc487530225][bookmark: _Toc40179677][bookmark: _Toc40187226]Annex (informative):
Change History
	Date
	Version
	Information about changes

	12 - 2019
	0.0.1
	First Draft

	
05-2020

	0.0.2
	Agreed output of NFVSEC#157 & 163 (NFVSEC(20)000004, NFVSEC(20)000030r1)

	05-2020
	 0.0.3
	
Agreed state of TS at NFVSEC#164 meeting start

	
	
	





[bookmark: _Toc455504156][bookmark: _Toc481503694][bookmark: _Toc482690143][bookmark: _Toc482690620][bookmark: _Toc482693316][bookmark: _Toc484176744][bookmark: _Toc484176767][bookmark: _Toc484176790][bookmark: _Toc487530226][bookmark: _Toc40179678][bookmark: _Toc40187227]History
	Document history

	<Version>
	<Date>
	<Milestone>

	[bookmark: H_Pub]
	
	

	[bookmark: H_MAP]
	
	

	[bookmark: H_UAP]
	
	

	[bookmark: H_PE]
	
	



Latest changes made on 2019-01-08
ETSI
image1.jpeg




