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The present document defines the requirements and solutions for the NFV System to enhance network functions and services isolation between tenants. 
For this aim, the present document includes in particular:
· Analysis of the threat models;
· Trust domain separation (multi-tenant NFVI, traffic and resource separation, tenant-dependant resource management and access control..);
· Memory protection and access control (protection against memory introspection, confidentiality of sensitive data and credentials);
· Hypervisor trust partitioning; 
· The Virtualization Container (e.g. Virtual Machine and OS container) Escape protection (e.g. protection against VNF compromising its local host OS, taking control of the hypervisor and then gaining access to private and sensitive data of co-resident Virtualization Containers); 
· Associated key management system for all above items.
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[bookmark: _Toc455504141][bookmark: _Toc481503679][bookmark: _Toc482690128][bookmark: _Toc482690605][bookmark: _Toc482693301][bookmark: _Toc484176729][bookmark: _Toc484176752][bookmark: _Toc484176775][bookmark: _Toc487530211][bookmark: _Toc527985996][bookmark: _Toc19025625][bookmark: _Toc59112963]2.1	Normative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
Referenced documents which are not found to be publicly available in the expected location might be found at https://docbox.etsi.org/Reference.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are necessary for the application of the present document.
[1]	<Standard Organization acronym>  <document number>: "<Title>".
[2]	<Standard Organization acronym>  <document number>: "<Title>".
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References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]	ETSI GR NFV-EVE 0018: "Network Functions Virtualisation (NFV); Evolution and Ecosystem; Report on Multi-tenancy in NFV".
[i.2]	ETSI GS NFV-SEC 025: Network Functions Virtualisation (NFV) Release 4; Security; Secure End-to-End VNF and NS management specification
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[bookmark: _Toc451532926][bookmark: _Toc527985999][bookmark: _Toc19025628][bookmark: _Toc59112966]3.1	Terms
For the purposes of the present document, the [following] terms [given in ... and the following] apply:
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[bookmark: _Hlk527022222]For the purposes of the present document, the [following] symbols [given in ... and the following] apply:
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For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:
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Multi-tenancy in NFV is analysed in the report ETSI GR NFV-EVE 0018 [i.1]. ETSI GR NFV-EVE 0018 [i.1] focuses on use-cases where multiple users consume services from the same NFV-MANO or virtual resources from a same NFVI. ETSI GR NFV-EVE 0018 [i.1] analyses the need of protection and isolation for the multi-tenancy for several use cases. It identifies as well the solutions or the holes in the specifications of the different reference points to ensure the identification of such protection and isolation needs for the network services or network resources, and the solutions provided by these specifications to implement protection and isolation.
The use cases analysed in ETSI GR NFV-EVE 0018 [i.1] are:
· Use Case #1: Two users with own NFVO on shared NFVI
· Use Case #2: Two users share the same NFV environment
· Use Case #3: Network slicing by a single user
· Use Case #4: Nested network services
· Use Case #5: Tenants of a service provider
· Use Case #6: Two users with own MANO stack managed by provider MANO
· Use Case #7: Provide Isolation on different levels
· Use Case #8: Isolation of containerized VNF instances
· Use Case #9: Multiple NMTs use the same entity

Protection and isolation could be of different types. There could be a management isolation, or resources isolation. 
The resources isolation could be of different types: Resource usage, resource information, resource usage monitoring, traffic access, resource availability.
The threat analysis of this clause will analyse in details each use cases and identifies the specific threats for each, and the requirements to mitigate these threats.
The assets identified in this threat analysis are those described in clause 4.2 of ETSI GS NFV-SEC 025 [i.2]


[bookmark: _Toc59112971]4.2	Threat analysis
[bookmark: _Toc59112972]4.2.1	Use Case #1: Two users with own NFVO on shared NFVI
[bookmark: _Toc59112973]4.2.1.1 Description
The clause 5.1 of ETSI GR NFV-EVE 0018 [i.1] gives details on this use case. A high-level description is given hereafter for convenience.
 In this use case, two users uses their own NFVO and VNFM but allocates resources on the same NFVI-PoP(s) to build their NSs. It is assumed for this use case that a NFVI-PoP is managed by a single VIM and that the NSs of the different users are not sharing physical resources.
For this use case, the on-boarding of NSs is done on a tenant-specific NFVO. The relevant descriptors NSD and VNFD are then isolated from the descriptors of other tenants.
The threats on isolation starts when the NFVO or the VNFM request resources for the VNFs instantiation to the VIM.
[bookmark: _Toc59112974]4.2.1.2 Threat analysis
	Threat-Id
	Description of threat
	Assets concerned
	Mitigation Requirements: REQ-ID

	Use Case #1.1
	A malicious NFVO or VNFM request instantiation of a VNF on behalf of a legitimate tenant, using the Or-Vi or Vnfm-Vi interface respectively. This malicious NFVO or VNFM uses for the instantiation of the VNF the resourceGroupId of the legitimate tenant. This VNF sharing the domain of other VNFs of the legitimate tenant may access to the resources of the legitimate VNFs. 
	VNF application data, VNF sensitive parameters, VNF Lawful Interception data
	REQ-1; REQ-2

	Use Case #1.2
	A malicious NFVO or VNFM request reservation of resources (compute, storage, network) using Or-Vi or Vnfm-Vi interface respectively, to jeopardize the NFVI resources available. This malicious NFVO or VNFM uses its own resourceGroupId or the resourceGroupId of the legitimate tenant.
	NS SLA, VNF Instance virtual resources
	REQ-1; REQ-2; REQ-3

	Use Case #1.3
	A malicious NFVO uses the Or-Vi software image interface on behalf of a legitimate tenant authorized to access the VIM, to add, delete, update or to query information of Software images from the VIM. 
	VNF Software images.
	REQ-4; REQ-5; REQ-6

	Use Case #1.4
	A malicious VNFM uses the Vnfm-Vi software image interface on behalf of a legitimate tenant authorized to access the VIM, to query information of Software images from the VIM.
	VNF Software images
	REQ-5; REQ-6; REQ-7

	Use Case #1.5
	 VNF instantiated in the NFVI accesses to the resources reserved for another tenant and not sharable. 
	VNF application data
	REQ8; REQ-9; REQ-10; REQ-11
  




[bookmark: _Toc59112975]4.3	Requirements 
	REQ-Id
	Description of mitigation requirement
	Associated Threat-Id

	REQ-1
	The resourceGroupId used for isolation identification shall be linked to the legitimate tenant authorized to use it.
	Use Case #1.1; Use Case #1.2

	REQ-2
	The API access control to the Or-Vi and Vnfm-Vi interface shall restrict access to the operation that uses the resourceGroupID for the legitimate tenant only.
	Use Case #1.1; Use Case #1.2

	REQ-3
	A legitimate tenant shall be able to reserve a guaranteed minimum and maximum amount of physical resources in the VIM for its own network services. 

	Use Case #1.2

	REQ-4
	The consumer of the Or-Vi interface shall be authenticated.

	Use Case #1.3

	REQ-5
	The access to the Software images registry shall be controlled and authorized only for the legitimate tenant or specific administrator authorized by the legitimate tenant. 

	Use Case #1.3; Use Case #1.4

	REQ-6
	For sensitive VNF software images, confidentiality and integrity protection of the registry using the tenant own key shall be supported.
	Use Case #1.3; Use Case #1.4

	REQ-7
	The consumer of the Vnfm-Vi interface shall be authenticated.
	Use Case #1.4

	REQ-8
	Resources associated to the VNF during instantiation in the NFVI shall take into account the isolation amongst tenant need of these resources identified by the resourceGroupId.

	Use Case #1.5  

	REQ-9
	Access control on the resources in NFVI shall be implemented.
	Use Case #1.5

	REQ-10
	Confidentiality protection of storage resources in NFVI shall be supported.
	Use Case #1.5

	REQ-11
	Confidentiality protection of storage resources using a KMS with a possibility for a tenant to bring in the system its own key shall be supported.
	Use Case #1.5
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