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The present document defines the security assurance of VNFM products, which is part of MANO system. The outcome of this WI expects the security assets, security threats, security requirements and test cases for evaluating the security VNFM products. In this work item, the security assurance methodology introduced in 3GPP specifications will be leveraged. Security test cases including testing goals, testing steps, and evidence of testing results will be produced for evaluating whether the security requirements are implemented by VNFM based products. 
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For the purposes of the present document, the terms given in ETSI GS NFV 003 [i.1] apply.
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For the purposes of the present document, the abbreviations given in ETSI GS NFV 003 [i.1] apply.
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Editor’s Note:  The structure of sub-clause follows the structure of ETSI NFV SEC 028 [1]...This clause will describe requirements and test cases for VNFM.
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The present clause describes security functional requirements and the corresponding test cases for VNFM products.
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All test cases in clause 4.4 of ETSI NFV SEC 028 [1] can be applied to VNFM products with the exceptions listed in the following clauses.
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All test cases in clause 4.4 of ETSI NFV SEC 028 [1] can be applied to NFVM products with the exceptions listed in the following clauses.
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This annex captures the aspects specific to network product class VNFM.
[bookmark: _Toc26886975][bookmark: _Toc114480201][bookmark: _Toc19783191][bookmark: _Toc148671703]A.1.2	Minimum set of functions defining the VNFM network product class
As part of the VNFM network product, it is expected the VNFM to contain VNFM application, a set of running processes (typically more than one) executing the software package for the VNFM functions and OAM functions that is specific to the VNFM network product model. Functionalities specific to the VNFM network product introduce additional threats and/or critical assets as described below. Related security requirements and test cases have been captured in present document.
[bookmark: _Toc114480202][bookmark: _Toc19783192][bookmark: _Toc26886976][bookmark: _Toc148671704]A.2	Assets and threats specific to the VNFM
A.2.1	Critical assets
In addition to the critical assets of a generic NFV-MANO product described in clause B.2 of NFV SEC 028 [1], the critical assets specific to the VNFM to be protected are:
-	VNFM Application;
-	The interfaces of VNFM product to be protected and which are within SECAM scope:
[bookmark: _GoBack]-	Interface between VNFM and NFVO
-	Interface between VNFM and VIM
A.2.2	Threats related to management procedures
No specific threats are identified for VNFM in addition to the generic threats identified in clause B.3 of NFV SEC 028 [1]. 
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