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During NFV&MEC API Plugtests 2021 event (Feb.2021), there was a CNCF CNF Conformance external experimental track. It tested CNF implementations using the CNF Conformance Test Suite for conformance with cloud native characteristics.

See https://github.com/cncf/cnf-conformance/blob/master/README-testsuite.md for the test suite.

Based on this, a comparison to EVE011 cloud native characteristics was suggested by the ISG chair.

Initial comparison was presented during the Plugtest closing session
(using p.3-6 of this slide deck).



Idea
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ETSI NFV has started a work back in 2017, to specify a set of non-functional parameters to classify and characterize cloud-native VNFs 

The result is NFV-EVE011 (published in 2018):

The non-functional parameters include: resiliency, scaling, composition, location independence, state handling, published APIs, management, containerization, load balancing.

The purpose of the present analysis is to identify the gaps, and provide inputs to CNF test suite for developing additional test cases to cover the  requirements as defined in EVE011



Introduction of NFV-EVE011



© ETSI 2021 – All rights reserved

‹#›



© ETSI 2021 – All rights reserved

Comparison of the tests

The following tables provide a comparison by category and show for each category:

The description of the test suite at https://github.com/cncf/cnf-conformance/blob/main/TEST-CATEGORIES.md 

Summary of description and requirements from EVE011

Comparison and recommendations

Only workload-related tests are considered.

3 test categories of EVE011 are not covered in the test suite.



There was also a joint session with TST WG.

TST will also analyse the test suite and asked to review all recommendations to CNCF coming out of this analysis. TST group recommended that also IFA040 and IFA036 could be included in the analysis.

Discussions with SEC WG are planned but have not happened yet.
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		CNF test suite 		EVE011 parameter		Comment

		Compatibility Tests 		Containerization (5.8)		Tests cover compatibility to K8S, CNI

		CNFs should work with any Certified Kubernetes product and any CNI-compatible network that meet their functionality requirements. The CNF Conformance Suite validates this:

On workloads:
Performing K8s API usage testing by running API snoop on the cluster which:
Checks alpha endpoint usage
Checks beta endpoint usage
Checks generally available (GA) endpoint usage		5.8.1 Introduction
In cloud native environments, OS-containers is a preferred technology for VNFCs, whole VNFs or also subunits of a VNFC. See ETSI GS NFV EVE 004 [i.7] for the description of different container technologies including OS-container and higher-level containers (ETSI GS NFV-EVE 004 [i.7]).
NFV micros-services would ideally run in containers due to the lightweight characteristics of containers. Depending on the functionality implemented some containers technologies are better suited than others. For example, data plane near functions might be better suited using OS-containers on the other hand control and management related functionalities might be better suited with application containers.
Some cloud native VNFs can be provided as single container images and that way be very easily and fast deployed. In other cases, the cloud native VNF can be structured as a group of containers via its VNFCs, where the cloud native VNF may use a container infrastructure service or manage the containers itself.
5.8.2 Requirements
Requirement 5.8.1: The VNFC of a VNF should be capable to run in an OS-container (as defined in ETSI GS NFV EVE 004 [i.7]).
		CNF tests check all interface calls for K8S compatibility.

EVE011 is not up-to-date with respect of IFA040, but stays very vage in its requirements. It never mentions kubernetes.

Recommendation:
EVE011 should not be updated to be specific for K8S or even a K8S version.
EVE011 doesn‘t provide inputs for CNF-Tests.
No action 



1	Containerization
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		CNF test suite 		EVE011 parameter		Comment

		Statelessness Tests		State handling (5.5)		Similar requirement

		The CNF conformance suite checks if state is stored in a custom resource definition or a separate database (e.g. etcd) rather than requiring local storage. It also checks to see if state is resilient to node failure:

On workloads:
Resetting the container and checking to see if the CNF comes back up
Using upstream projects for chaos engineering (e.g Litmus)
		5.5.1	Introduction
It is preferred to have stateless applications but state repositories can be modelled as VNFCs.
5.5.2	State management
...(background information)
5.5.3	Requirements
1: Cloud native VNF shall include sufficient levels of state management for facilitating traffic re-direction between VNFCs as well as sufficient levels of redundant storage for state data.
2: Cloud native VNFCs shall externalize their state for fast restart of an VNFC instance, for easy scale-out of VNFC instances, for better cloud resource consumption and for higher resiliency.
3: Cloud native VNF should use a data repository to store information in a way to protect from state loss when encountering exceptional or intentional restart. The storage of state information in a data repository shall provide at least same resiliency as the VNF.
4: When appropriate for the type of states handled by the application of the VNF, the cloud native VNF should use a data repository for its state information, to alleviate state loss when encountering either exceptional or intentional restart.
5: When appropriate for the type of state handled by the application of the VNF, cloud native VNF should access state data from a data repository to restore the service it is providing.		CNF tests state handling only indirectly as a resiliency test.

EVE011 requirements are vage: State handling is not forbidden, but states shall be stored externally, preferred in a data repository

Recommendation:
EVE011 covers the resiliency tests
„appropriate usage of states“ cannot be tested in a general test suite.
EVE011 doesn‘t provide additional inputs for CNF-Tests
No action 

 



2	State handling
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		CNF test suite 		EVE011 parameter		Comment

		Security Tests		--		Isolation and use of privileges not in scope of EVE011 (general NFV requirements)

		CNF containers should be isolated from one another and the host. The CNF Conformance suite uses tools like OPA Gatekeeper, Falco, Sysdig Inspect and gVisor:

On workloads:
Check if any containers are running in privileged mode
Check if any protected directories or files are accessed
		Out of scope

Security aspects are covered in different documents		According to the description, only use of privilege level is tested. However the listed external tools need to be analysed about their capabilities.

EVE011 doesn‘t cover security, because NFV security requirements are the same for containerized and hypervisor based VNFs. Additional security considerations introduced by containerization are analysed in GS NFV-SEC 023.

Recommendation:
Open (discuss with SEC)
Is there a security test suite?




3	Security
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		CNF test suite 		EVE011 parameter		Comment

		Microservice Tests		Composition (5.3)		Similar requirements, but CNF test suite focus on CNF startup time and image size while EVE011 focus on lightweight APIs 

		The CNF should be developed and delivered as a microservice. The CNF Conformance suite tests to determine the organizational structure and rate of change of the CNF being tested. Once these are known we can detemine whether or not the CNF is a microservice. See: Microservice-Principles:

On workloads:
Check if the CNF have a reasonable startup time.
Check the image size of the CNF.
		VNFs and VNFCs can be composed of microservices which should be independent, that is: VNFCs can be independently deployed, configured, upgraded, scaled, monitored, etc.
NFV micro-services can be provided by a PaaS implementation and use
container technology and lightweight APIs
The VNFCs contained in the cloud native VNF ideally implement the smallest possible function.
5.3.3	Requirements
1. Disclose composition characteristics for the VNF including details on individual VNFCs and dependencies between VNFCs. 
2. Use lightweight APIs between VNFCs.
3. A cloud native VNF may be composed of a combination of NFV Micro-Services.
		The CNF testbed validates the microservice characteristics by measurement of startup time and image size of the whole CNF.
While EVE011 has the same goal, it acknowleges that VNFs can be complex, but must be composed by simple VNFCs/microservices.

Recommendation:
Test idea of CNF test suite cannot be transferred to complex VNFs, but could be mentioned in NFV context. Usage of lightweight APIs cannot be tested.
Optional enhancement of EVE011 to mention startup time and image size of VNFCs/microservices




4	Microservice Composition
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		CNF test suite 		EVE011 parameter		Comment

		Scalability Tests		Scaling (5.2)		Similar requirements

		The CNF conformance suite checks to see if CNFs support horizontal scaling (across multiple machines) and vertical scaling (between sizes of machines) by using the native K8s kubectl:

On workloads:
Test increasing/decreasing capacity
Test small scale autoscaling with kubectl
Test large scale autoscaling with load test tools like CNF Testbed
Test if the CNF control layer responds to retries for failed communication (e.g. using Pumba or Blockade for network chaos and Envoy for retries)		5.2.1	5.2.1 Introduction
SWA001 identifies three basic models for VNF scaling, all models involving NFV-MANO:
Auto scaling: The VNFM triggers scaling according to the rules in the VNFD;
On-demand scaling: The VNF Instance triggers scaling;
Scaling based on a management request: manually triggered or OSS/BSS triggered. 
5.2.2	5.2.2 Scale-out and scale-in
.. According to details in VNFD.
5.2.3	5.2.3 Scaling in different dimensions
The cloud native VNF might expose which VNFCs or groups of VNFCs can be scaled independently including the necessary dependency on traffic characteristics. 5.2.4	5.2.4 Scaling on NS level
In case of scaling of the NS by adding/removing VNF instances, the VNF needs to provide scaling support:
Scaling decision: The VNF needs to provide load monitoring, for the decision when additional VNF instances are needed or can be stopped;
Scaling level: The number of VNF instances sharing the load in a NS is not limited by the VNF implementation.
5.2.5	5.2.5 Requirements
7 requirements are listed about VNFPCD including description of scaling details.		The CNF testbed validates the capability of the CNF to be auto-scaled by the HPA/VPA features of the K8s orchestration layer, specified in the declarative descriptors of the workloads.
NFV-MANO provides a similar concept referenced in EVE011 with the auto-scaling, where the VNFM as entity of the orchestration layer takes the scaling decision based on KPI threshold passing events, where the KPIs and thresholds are specified in the VNFD.

Recommendation:
Both domains provide similar mechanisms to specify auto-scaling behaviour in the workload descriptors.
From NFV Release-4, the OS container orchestration layer represented by the CISM function becomes part of the NFV-MANO system, the NFV-MANO system provides auto-scaling mechanisms for cloud-native, containerized workloads on two layers.
No action



5	Scalability
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		CNF test suite 		EVE011 parameter		Comment

		Configuration and Lifecycle tests		Management (5.7), 
Zero touch management (5.9)		Similar requirements
EVE011 also requires the micro-services / VNFCs within a VNF can be managed independently 

		Configuration and lifecycle should be managed in a declarative manner, using ConfigMaps, Operators, or other declarative interfaces. The Conformance suite checks this by:
On workloads:
Searching for hardcoded IP addresses, subnets, or node ports in the configuration
Checking for a liveness entry in the helm chart and if the container is responsive to it after a reset (e.g. by checking the helm chart entry)
Checking for a readiness entry in the helm chart and if the container is responsive to it after a reset
Checking if the pod/container can be started without mounting a volume (e.g. using helm configuration) that has configuration files
Testing to see if we can start pods/containers and see that the application continues to perform (e.g. using Litmus)		5.7.1	Introduction
Referring to micro-services, listing capabilities:
- Automated deployment;
- Independent deployment and management (from other services);
- Fast deployment times by using technologies like containers;
- Elasticity, i.e. scale independently of other services in the same application;
- Be loosely-coupled;
- Improve fault isolation;
- support software modification process without impacts to service continuity.
Recommend Service Based Architecture 
5.7.2	Requirements
5.7.1: Micro-services in a VNF shall be deployable and testable independently of each other.
5.7.2: VNFCs shall be managed independently, i.e. initiated, terminated, scaled out/in, upgraded, updated and healed.
5.7.3: The VNFPCD shall document cloud native VNF's support for software modification especially with respect to service continuity, allowing old and new versions to run simultaneously.		NFV-MANO enforces most of the points that are tested in the test suite by its architecture.
The test suite covers fast deployment times, elasticity and upgrade in other categories.
Independence of microservices in an application is verified by forced restarts. 

Recommendation:
No action 



6	Management and Configuration 
	1 – configuration 
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		CNF test suite 		EVE011 parameter		Comment

		Configuration and Lifecycle tests		Management (5.7), 
Zero touch management (5.9)		Similar requirements
EVE011 also requires the micro-services / VNFCs within a VNF can be managed independently 

		Configuration and lifecycle should be managed in a declarative manner, using ConfigMaps, Operators, or other declarative interfaces. The Conformance suite checks this by:

On workloads:
Testing if the CNF is installed using a versioned Helm v3 chart

Testing by reseting any child processes, and when the parent process is started, checking to see if those child processes are reaped (ie. monitoring processes with Falco or sysdig-inspect)
Testing if the CNF can perform a rolling update (also rolling downgrade) (i.e. kubectl rolling update)
Testing if the CNF can perform a rollback (i.e. kubectl_rollout_undo)
Testing if there are any (non-declarative) hardcoded IP addresses or subnet masks		5.9.1	Introduction
The complementary goal of cloud native designs is zero-touch management, i.e. the cloud native VNF should be automatically configured or self-configured where possible. There are several approaches to do that and several components in scope of NFV might be affected through that. This includes the zero-touch installation/configuration and instantiation, self-healing, self-optimizing features including automated resource management.
5.9.4	Requirements
5.9.1 – 5.9.4: The VNFPCD shall describe aspects of management.
5.9.5: In case the VNF triggers resource management, quota management, permitted allowance, other resource management constraints (e.g. priorities, resource reservation), licensing and charging shall be addressed in the same way as when MANO triggers resource management.		Tests listed here are covered by EVE011 in other categories.
Automatic configuration is not covered by the test suite, but EVE011 has no requirement that can be recommended to the test suite.

Recommendation:
No action 





6	Management and Configuration 
	2 – LCM
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		CNF test suite 		EVE011 parameter		Comment

		Observability Tests		--		not in scope of EVE011 (covered in other NFV documents)

		In order to maintain, debug, and have insight into a protected environment, its infrastructure elements must have the property of being observable. This means these elements must externalize their internal states in some way that lends itself to metrics, tracing, and logging. The Conformance suite checks this:
On workloads:
Testing to see if there is traffic to Fluentd
Testing to see if there is traffic to Jaeger
Testing to see if Prometheus rules for the CNF are configured correctly (e.g. using Promtool)
Testing to see if there is traffic to Prometheus
Testing to see if the tracing calls are compatible with OpenTelemetry
Testing to see if the monitoring calls are compatible with OpenMetric		Out of scope

Performance monitoring is specified in IFA027.
		NFV-MANO provide a performance monitoring framework described in IFA027. No need to add in EVE011.
Test suite very specific to traffic monitoring and tool usage.

Recommendation:
No direct action, but a comparison of IFA027 with the CNF observability tests could be beneficial. Support of TST would be helpful.





7	Monitoring
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		CNF test suite 		EVE011 parameter		Comment

		Installable and Upgradeable		n/a
Subbullet in 5.7		Tests are Helm specific, EVE011 covers upgrade in 5.7

		The CNF Conformance suite will check for usage of standard, in-band deployment tools such as Helm (version 3) charts. The Conformance suite checks this:
On workloads:
Testing if the install script uses Helm v3
Testing if the CNF is published to a public helm chart repository.
Testing if the Helm chart is valid (e.g. using the helm linter)
Testing if the CNF can perform a rolling update (i.e. kubectl rolling update)
		5.7.1	Introduction
… Cloud native VNFs are able to support software modification process without impacts to service continuity, see ETSI GS NFV-REL 003 [i.4] and ETSI GS NFV-REL 006 [1].
		NFV-MANO framework controls the upgrade. No detailed requirements in EVE011, but upgrade process described in REL.
CNF Testsuite is very helm specific and additionally tests the rolling update mechanism.

Recommendation:
No action 





8	Install and Upgrade
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		CNF test suite 		EVE011 parameter		Comment

		Hardware Resources and Scheduling Tests		Location independence		Portability issues coved in other NFV documents. EVE011 requires the VNF can be deployed in different locations as long as resource and placement constraints are met

		The CNF container should access all hardware and schedule to specific worker nodes by using a device plugin. The CNF Conformance suite checks this:
On workloads:
Checking if the CNF is accessing hardware in its configuration files
Testing if the CNF accessess hardware directly during run-time (e.g. accessing the host /dev or /proc from a mount)
Testing if the CNF accessess hugepages directly instead of via Kubernetes resources
Testing if the CNF Testbed performance output shows adequate throughput and sessions using the CNF Testbed (vendor neutral) hardware environment.
		5.4.1	Introduction
In a cloud native VNF, it is expected that VNFC can be instantiated in any location that meets the performance, latency or regulatory requirements of the network service. Some constraints can be:
- Hardware acceleration capabilities
- Affinity for better performance
- Anti-affinity for redundancy purposes
- Location constraints due to functionality
- Regulatory constraints.
5.4.3	Requirements
5.4.1: A VNFC shall be deployable independent of location as long as resource and placement constraints are met.
5.4.2: The VNFPCD describe the deployment constraint characteristics for the location of the VNF. 		CNF tests proper use of hardware interfaces, which is part of general NFV requirements. Additional performance indicators are tested.
EVE011 location constraints are not really testable, but partly covered in redundancy tests and general tests of a VNF.

Recommendation:
No action 





9	Hardware dependencies /
	Location independence
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		CNF test suite 		EVE011 parameter		Comment

		Resiliency Tests		Resiliency		Similar requirements (EVE011 has more details)

		Cloud Native Definition requires systems to be Resilient to failures inevitable in cloud environments. CNF Resilience should be tested to ensure CNFs are designed to deal with non-carrier-grade shared cloud HW/SW platform:
On platforms:
Test for full failures in SW and HW platform: stopped cloud infrastructure/platform services, workload microservices or HW ingredients and nodes
Test for bursty, regular or partial impairments on key dependencies: CPU cycles by pausing, limiting or overloading; DPDK-based Dataplane networking by dropping and/or delaying packets.
Test if the CNF crashes when network loss occurs (Network Chaos)
Tools to study/use for such testing methodology: The previously mentioned Pumba and Blocade, ChaosMesh, Mitmproxy, Istio for "Network Resilience", kill -STOP -CONT, LimitCPU, Packet pROcessing eXecution (PROX) engine as Impair Gateway.
		5.1.1 Introduction
Summary of failure cases
5.1.2 Intra-VNF redundancy
5.1.3 Inter-VNF redundancy
5.1.4 Monitoring and failure detection
5.1.5 Healing
5.1.6 Requirements
1: Cloud native VNFs  shall provide the necessary redundancy mechanisms to meet their resiliency expectations.
2-5&7: About VNFPCD description.
6: Cloud native VNFs shall provide mechanisms for monitoring and failure detection to fulfil the resiliency expectations
8: Cloud native VNFs shall be able to provide notifications about any problems discovered related to assigned resources (e.g. failing automatic recovery actions), so resource replacement can be initiated.
9: Cloud native VNFs shall provide notifications about any outcomes related to fault healing.		All resiliency tests are platform tests. No details are given how to know whether a CNF crashed or has recovered. No recovery times and tested. No tests on faults within a CNF.

EVE011 has very detailed requirements on the CNFs that are testable.

Recommendation:
Provide suggestions to CNCF for resiliency tests in joint effort with REL.



10	Resiliency
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		CNF test suite 		EVE011 parameter		Comment

		n/a		Published APIs		EVE011 prefers the VNF to support open APIs as defined in SDO, industry standards, or open source communities

		Not covered
		5.6.1	Introduction
APIs of the VNF should be "open" along different dimensions. Published APIs can be defined by standard organizations, industry standards, or open source communities. 
Most APIs also rely on a certain underlying information or data model that needs to be exposed and might need to be extensible such that new features can be integrated well enough. Finally, for an API, non-functional properties and characteristics need to be clearly described and declared (e.g. the maximum response time).
5.6.2	Requirements
5.6.1: The VNFPCD of a cloud native VNF shall support a description of the non-functional properties and characteristics of the APIs associated with the VNF.
5.6.2: APIs shall conform to published API characteristics.
5.6.3: APIs from a standards body, a de facto industry standard, or an open source community are preferred.
5.6.4: APIs should document their support for versioning in the VNFPCD.
5.6.5: APIs should document their support backward compatibility in the VNFPCD.		This characteristics in EVE011 is not testable.

Recommendation:
No action 
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		CNF test suite 		EVE011 parameter		Comment

		--		Load balancing		EVE011 requires the VNF to describe whether an external load balancer/NFVI switch is needed

		Not covered
		5.10.1	Introduction
Cloud native VNFs typically are working in a highly distributed and scaled system. So, there will be load balancer systems established for distributing the traffic between VNFs or VNFCs.
Typically load balancers need to be adjusted during LCM operations, failure handling, etc.
Different types of load balancing are possible:
VNF-internal load balancer.
VNF-external load balancer.
End-to-end load balancing.
Infrastructure network load balancer.
5.10.2	Requirements
5.10.1: The VNFPCD of a cloud native VNF shall support a description of the external load balancer it needs.
5.10.2: The VNFPCD of a cloud native VNF shall support a description whether the VNF requires access to NFVI switches (e.g. DOPFR-like approach) for the case of load balancer being external to the VNF.		EVE011 requirements on description of the load balancer needs are not testable.

Recommendation:
No action 






12	Load balancing
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		CNF test suite 		EVE011 parameter		Comment

		Compatibility Tests 		Containerization (5.8)		EVE011 should not be updated to be specific for K8S or even a K8S version.
EVE011 doesn‘t provide inputs for CNF-Tests.
No action 

		Statelessness Tests		State handling (5.5)		EVE011 covers the resiliency tests
„appropriate usage of states“ cannot be tested in a general test suite.
EVE011 doesn‘t provide additional inputs for CNF-Tests
No action 

		Security Tests		-> SEC0xx		Open (discuss with SEC not started)
Is there a security test suite?

		Microservice Tests		Composition (5.3)		Test idea of CNF test suite cannot be transferred to complex VNFs, but could be mentioned in NFV context. Usage of lightweight APIs cannot be tested.
Optional enhancement of EVE011 to mention startup time and image size of VNFCs/microservices

		Scalability Tests		Scaling (5.2)		Both domains provide similar mechanisms to specify auto-scaling behaviour in the workload descriptors.
From NFV Release-4, the OS container orchestration layer represented by the CISM function becomes part of the NFV-MANO system, the NFV-MANO system provides auto-scaling mechanisms for cloud-native, containerized workloads on two layers.
No action



Summary of recommendations (1)
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		CNF test suite 		EVE011 parameter		Comment

		Configuration and Lifecycle tests		Management (5.7), 
Zero touch management (5.9)		No action 

		Observability Tests		-> IFA027		No direct action, but a comparison of IFA027 with the CNF observability tests could be beneficial. Support of TST would be helpful.

		Installable and Upgradeable		n/a (covered in configuration and LCM, 5.7)		No action 

		Hardware Resources and Scheduling Tests		Location independence (5.4)		No action 

		Resiliency Tests		Resiliency (5.1)		Provide suggestions to CNCF for resiliency tests in joint effort with REL.

		n/a		Published APIs (5.6)		No action 

		--		Load balancing (5.10)		No action 



Summary of recommendations (2)
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Conclusions

The comparison of CNCF CNF testsuite and EVE011 showed that 8 of the 12 categories/ aspects of cloud native VNFs are properly aligned.

It would be possible to add the aspects of start-up time and image size to the description in EVE011. No further missing aspects in EVE011 were identified.

It would be recommended to add more tests on resiliency of cloud native VNFs to the CNCF test suite (it covers platform aspects). Joint effort with REL would be needed.

It would be recommended to compare IFA027 with the observability tests

Security aspects will be discussed with SEC WG.
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