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The present document studies criteria for evaluating the reliability for cloud-native (as defined in ETSI GS NFV-EVE011 [i.2]) VNFs. Starting from use case investigation of some management processes (e.g., upgrade), it identifies the metrics associated with the reliability criteria for VNFs and analyses their support by NFV-MANO for the evaluation of VNFs reliability. It includes recommendations on requirements for such criteria and their associated metrics to be supported by NFV-MANO for cloud-native VNFs and proposals for the following normative work.
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Normative references are not applicable in the present document.
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[i.1]	ETSI GR NFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Concepts in NFV".
[i.2]	ETSI GS NFV-EVE 011 "Network Functions Virtualisation (NFV) Release 3; Virtualised Network Function; Specification of the Classification of Cloud Native VNF implementations".
[i.3]	ETSI GS NFV-SEC 023: "Network Functions Virtualisation (NFV); Security; Container Security Specification Release 4".
[i.4]	ETSI GR NFV-IFA 029: "Network Functions Virtualisation (NFV) Release 3; Architecture; Report on the Enhancements of the NFV architecture towards "Cloud-native" and "PaaS"".
[i.5]	ETSI GS NFV-IFA 010: "Network Functions Virtualisation (NFV) Release 4; Management and Orchestration; Functional requirements specification"
[i.6]	ETSI GS NFV-IFA 040: "Network Functions Virtualisation (NFV) Release 4; Management and Orchestration; Requirements for service interfaces and object model for OS container management and orchestration specification"
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For the purposes of the present document, the terms given in ETSI GR NFV 003 [i.1] and the following apply:
NOTE:	A term defined in the present document takes precedence over the definition of the same term, if any, in ETSI GR NFV 003 [i.1].
cloud-native VNF: A VNF designed to be deployed and managed in a cloud computing environment for efficient operation.
NOTE:  The present document assumes that cloud-native VNFs have (but are not limited to) the following characteristics:
dynamic (e.g., with frequent changes) 
scalable
fine-granular (e.g., composed of microservices, containerized)
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For the purposes of the present document, the [following] symbols [given in ... and the following] apply:
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For the purposes of the present document, the abbreviations given in ETSI GR NFV 003 [i.1] and the following apply:
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The telecom industry is experiencing a transformation towards cloud-native. Cloud-native VNFs may use technologies such as containerized functions, micro-service based architecture, self-management, scalability, etc. The management of VNFs following cloud-native principles is bringing profound changes to the operations and maintenance of telecom cloud-based networks, e.g. the combination of DevOps and Cloud increases the software delivery and efficiency. These new changes introduce new challenges on managing cloud-native VNFs, especially for the non-functional aspects like performance, reliability and security. 
Reliability for cloud-native VNFs is really challenging because of their highly dynamic nature. Thus, highly dynamic management is needed due to the nature of cloud-native VNFs. In the scope of ISG NFV, ETSI GS NFV-EVE 011[i.2] specifies non-functional aspects for cloud-native VNFs, e.g., resiliency, scaling and composition. ETSI GS NFV-SEC 023[i.3] specifies the security and hardening requirements for VNFs running in a containerized environment. ETSI GR NFV-IFA 029 [i.4] investigates the use cases for application of cloud-native design principles, but it lacks the use cases analysis and has no recommendations on NFV-MANO functional enhancement derived from the use cases.
The present document focuses on the study of reliability aspects for supporting the management of cloud-native VNFs. Clause 5 introduces some cloud-native configuration capabilities and metrics related to reliability. Clause 6 studies a number of use cases for the purpose of deriving corresponding criteria and their associated configuration capabilities and metrics to evaluate the reliability for cloud-native VNFs. Clause 7 further elaborates on the identified criteria and their associated metrics of reliability evaluation. Finally, Clause 8 summarizes the recommendations for normative work in the future.
[bookmark: _Toc107819752]4.2	Micro-service
Micro-service architecture is a key concept for cloud native but it has many definitions. In typical software development, a micro-service architecture means that the software functions are provided as a set of loosely-coupled services that are fine-grained and lightweight with well-defined APIs. The concept of micro-service aims to reduce the dependencies among services and the complexity of the system by carefully defining the function scope and the interfaces.
In the context of NFV, a NFV micro-service is an atomic service module, delivered as an all-inclusive software package, that covers a specific and coherent functional scope, is consumable over network interfaces, is managed independently from other micro-services, and runs as a computing process, as specified in ETSI GS NFV-EVE 011 [i.2].While a VNF is realized by a set of VNFCs, each VNFC may be composed of one or multiple micro-services.
4.3	Containerized VNFs
In a cloud-native VNF environment, the OS-container becomes the recommended technology for the infrastructure services in support of the VNFs, even though VM-based virtualisation is still an option for fulfilling cloud-native objectives. The introduction of OS-containers has an impact on the NFV-MANO architecture, as specified in ETSI GS NFV-IFA010 [i.5] and ETSI GS NFV-IFA 040 [i.6], namely the introduction of new managed objects and a management function related to OS-container management and orchestration, i.e. MCIO and CISM. A Managed Container Infrastructure Object (MCIO) is a managed object representing the desired and actual state of a containerized workload for the OS-container management and orchestration. The Container Infrastructure Service Management (CISM) is responsible for the deployment, monitoring, and lifecycle management of containerized workloads as MCIOs running in OS-containers. Figure 4.3-1 shows the OS-container infrastructure service management architecture including MCIO and CISM.
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Figure 4.3-1: Container-based NFV architectural framework (without infrastructure resources)
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[bookmark: _Toc107819755]5.1.1	Introduction
Editor’s note: Make it clear that the concept of cluster is generic, but the details shown relate to a Kubernetes-based infrastructure.
Editor’s note: Distinguish what capabilities/metrics are available at different levels, for example at the cluster level and at the node level.
In the context of NFV, a cluster is called a CIS (Container Infrastructure Service) cluster which is composed of one or multiple CIS cluster nodes. A CIS cluster node, which can be realized as a VM or a bare-metal server, is a compute resource that runs a CIS instance or a CISM instance, or both. 
The CCM (Container Cluster Management) is responsible for the CIS cluster lifecycle management and configuration management. The CCM consumer can define the essential cluster information, including the description of the CIS cluster nodes, the placement constraints and the affinity or anti-affinity rules, etc., in the CCD (CIS Cluster Descriptor) that is interpreted by the CCM. 
The concept of CIS cluster and the functionalities of CCM are detailed in ETSI GS NFV-IFA 036 [i.7].

Editor’s note: the descriptions of CCM functionalities must be checked again after IFA036 is published.
Editor’s note: Check if HA CISM capabilities should be mentioned.
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Editor’s note: Make it clear that the concept of pod is only relevant in a Kubernetes-based infrastructure.
Editor’s note: Distinguish what capabilities/metrics are available at different levels, for example at pod level and at the pod group level.
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Editor’s Note: This clause will provide use cases description which further supports the derivation of criteria and their associated metrics to evaluate the reliability for cloud-native VNFs. Use cases related to VNF upgrade, scaling and healing are expected to be studied.
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Editor’s Note: This clause will elaborate the criteria and their associated metrics of reliability evaluation for cloud-native VNFs, which are derived from the use case study in clause 5.
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Editor’s Note: This clause will summarize the recommendations for the requirements of normative work derived from the study work in the present document.

[bookmark: _Toc85229205][bookmark: _Toc98774494][bookmark: _Toc107819782]9	Conclusion
Editor’s Note: The purpose of this clause is to provide concluding remarks once the GR draft is about to be completed.
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