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In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).
"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
[bookmark: _Toc455504137][bookmark: _Toc481503675][bookmark: _Toc482690124][bookmark: _Toc482690601][bookmark: _Toc482693297][bookmark: _Toc484176725][bookmark: _Toc484176748][bookmark: _Toc484176771][bookmark: _Toc487530207][bookmark: _Toc38986404]Executive summary
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[bookmark: _Toc455504139][bookmark: _Toc481503677][bookmark: _Toc482690126][bookmark: _Toc482690603][bookmark: _Toc482693299][bookmark: _Toc484176727][bookmark: _Toc484176750][bookmark: _Toc484176773][bookmark: _Toc487530209][bookmark: _Toc38986406]1	Scope
The present document describes the whole-system security framework required to manage NFV based virtualised networks securely. The present document provides an architecture and capabilities for security management which includes MANO, NFVI (including underlying compute hardware infrastructure), virtualised function application layer (e.g. 5G) and PNFs. The security management architecture addresses all network and VNF life-cycle stages from VNF on boarding, instantiation, VNF instance runtime and post VNF instance teardown clean up.
The present document considers both baseline security requirements and policies which need to be applied across all network functions and additional requirements that are applicable to sensitive network functions.

 
[bookmark: _Toc455504140][bookmark: _Toc481503678][bookmark: _Toc482690127][bookmark: _Toc482690604][bookmark: _Toc482693300][bookmark: _Toc484176728][bookmark: _Toc484176751][bookmark: _Toc484176774][bookmark: _Toc487530210][bookmark: _Toc38986407]2	References
[bookmark: _Toc455504141][bookmark: _Toc481503679][bookmark: _Toc482690128][bookmark: _Toc482690605][bookmark: _Toc482693301][bookmark: _Toc484176729][bookmark: _Toc484176752][bookmark: _Toc484176775][bookmark: _Toc487530211][bookmark: _Toc38986408]2.1	Normative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
Referenced documents which are not found to be publicly available in the expected location might be found at https://docbox.etsi.org/Reference.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are necessary for the application of the present document.
[1]	ETSI NFV GS NFV-IFA 026, version 3.2.1 (2019-07), Network Functions Virtualisation (NFV) Release 3; Management and Orchestration; Architecture enhancement for Security Management Specification
[1]	<Standard Organization acronym>  <document number>: "<Title>".
[2]	<Standard Organization acronym>  <document number>: "<Title>".
[bookmark: _Toc455504142][bookmark: _Toc481503680][bookmark: _Toc482690129][bookmark: _Toc482690606][bookmark: _Toc482693302][bookmark: _Toc484176730][bookmark: _Toc484176753][bookmark: _Toc484176776][bookmark: _Toc487530212][bookmark: _Toc38986409]2.2	Informative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[bookmark: _Toc451532925][i.1]	ETSI GS NFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Concepts in NFV".
[i.2]	ETSI GR NFV-IFA 029: "Network Functions Virtualisation (NFV); Architecture; Report on the Enhancements of the NFV architecture towards "Cloud-native" and "PaaS" 
[i.3]	ETSI GS NFV-MAN 001: "Network Functions Virtualisation (NFV); Management and Orchestration".
[bookmark: _Toc38986410][bookmark: _Hlk527028731] 3	Definition of terms, symbols and abbreviations
[bookmark: _Toc451532926][bookmark: _Toc38986411]3.1	Terms
For the purposes of the present document, the terms given in ETSI GS NFV 003 [i.1] and the following apply:

Security Agent: a distributed security function performing security monitoring with a local actionable behaviour
Security Agent Service: a composition of security agents arranged as a set of functions in a network service
Security Function Service: a composition of security functions arranged as a set of functions in a network service

[bookmark: _Toc455504145][bookmark: _Toc481503683][bookmark: _Toc482690132][bookmark: _Toc482690609][bookmark: _Toc482693305][bookmark: _Toc484176733][bookmark: _Toc484176756][bookmark: _Toc484176779][bookmark: _Toc487530215][bookmark: _Toc38986412]3.2	Symbols
[bookmark: _Hlk527022222]For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

[bookmark: _Toc455504146][bookmark: _Toc481503684][bookmark: _Toc482690133][bookmark: _Toc482690610][bookmark: _Toc482693306][bookmark: _Toc484176734][bookmark: _Toc484176757][bookmark: _Toc484176780][bookmark: _Toc487530216][bookmark: _Toc38986413]3.3	Abbreviations
For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

SF		Security Function
VSF	Virtualized Security Function
SA		Security Agent
VSA 	Virtualized SA
ISA	Infrastructure SA
SAS	Security Agent Service
SFS	Security Function Service

[bookmark: _Toc455504147][bookmark: _Toc481503685][bookmark: _Toc482690134][bookmark: _Toc482690611][bookmark: _Toc482693307][bookmark: _Toc484176735][bookmark: _Toc484176758][bookmark: _Toc484176781][bookmark: _Toc487530217][bookmark: _Toc38986414]4	NFV Security Management Overview 
Editor's Note: This section will contain a summary of end to end security management for virtualised networks. This should include an overall architecture diagram, including all parts of the security management eco-system for virtualised networks including hardware and application layer functions.
Editor's Note: Needs to describe whole lifecycle of security management from on-boarding to running VNF security management.
Editor's Note: Describe philosophical reasons due to which security needs to be an overlay over the network. Also, why the SM needs multiple sources of data to verify MANO-reported information, particularly in the case of MANO compromise. 


[bookmark: _Toc38986415]5	Security Management Framework Architecture 

Editor's Note: Details of Management Architecture for on-boarding and in-life. Describe building blocks, roles and flows.
[bookmark: _Toc38986416]5.1 Security Manager Architecture
The logical security management architecture in the context of MANO and OSS/BSS is depicted in Figure 1.
[image: ]
Figure 1. Security Management Architecture

This architecture defines the following functions and interfaces: 
· Security Manager (SM) - A function that centralizes security concerns system-wide, for one, and only one, security trust domain.
· Security Agent (SA) – a security function performing security monitoring with a local actionable behaviour. For a given implementation one or more SAs may be associated with or embedded in VNFs, NFVI and MANO.
· Sm-Ossm Interface (Sm-Ossm) - An interface that passes security-related information between the virtualization and the application layer within one or more trust domains.
· Sm-Sa Interface (Sm-Sa) - An interface that passes security-related information between the SMs and the SAs.  In this document, only the generic types of information to be reported by SAs to SMs are specified, i.e. the ones agnostic about specific SA application.
All dotted line interfaces are outside the scope of the present document. Interfaces Sc-Or, Sc-Vnfm, and Sc-Vi are described in GS NFV-IFA 026 [1].
Editor's note: Ensure that all sections below (5.1.1 to 5.1.4) cover both the VM and the OS container cases.
[bookmark: _Toc38986417]5.1.1 Security Manager
Editor note: cover the 2 functional roles of the Security Manager: security aspects and orchestration [IFA026 requirements]

[bookmark: _Toc38986418]5.1.2 Security Agent
Editor’s Note: Section describing SAs needs to fully breakout the deployment scenarios with diagrams.
The SA is a security function performing security monitoring with a local actionable behaviour. In an NFV-based environment the SAs communicate with the corresponding SM in their security trust domain based on configurable security policies. The SA may provide security data both to the SM and to the OSSM (via the SM), some of which is only intelligible to the OSSM (ref. OSSM section) at the application layer.
Preconfigured data for initial configuration is assumed to be injected or loaded at SA instantiation (e.g., from NFV-MANO). An API for runtime configuration could also be available. 
Editor’s Note: Preconfiguration paragraph needs to be expanded.
If an SA is allowed to take specific actions in its security trust domain, the access rights shall be explicitly authorized in the security policy.  SA management should be proven capable to guarantee SA security trust domain isolation.
NOTE: The security policy may cover two aspects: (1) how the SA agent is secured (e.g., where the SA is to be located, what trust domain it belongs to, what/where are the keys); and (2) and what the SA should do, e.g., enforce monitoring, filtering, collection options.
While different variants of SA can be envisioned (Virtualized SA (VSA), NFVI SA (ISA), SA Service, etc.), the present document describes the differences in the management of such SAs with their NFV-MANO/SM interactions. 
NOTE: The following SA variants description do not preclude any other SA design, deployment or combination. For instance, a VSA could be a composition of sub-functions arranged in a set as an NS. 
1) Embedded VSA
The embedded VSA is an SA integrated with the VNF/VNFC it monitors and/or protects. The VSA contains information relevant to the VNF layer. The VSA implicitly follows the NFV-MANO LCM of the VNF/VNFC it is embedded into and relies on NFV-MANO to perform secure instantiation and to provide VSA initial application configuration. 
Editor Note: add a picture for this case
2) Adjunct VSA
The VSA is not embedded in a VNF/VNFC but it can be associated with one or several VNF/VNFC. The adjunct VSA contains information relevant to the VNF layer. 
The VSAs may form an overlay network of SAs and may be orchestrated by the SM. VSAs could operate in a security trust domain different from the VNF one. The security policy shall state that the VSAs trust domain is allowed to monitor the VNF one.
Editor Note: add a picture for this case
3) Infrastructure SA (ISA)
The SA functionality is associated with, and with concerns limited to one NFVI. ISAs communicate with the corresponding SM for their given security trust domain. The ISAs contain information relevant to the NFVI layer. They may be life-cycle managed by the NFV layer or separately managed.

Editor's note: The following is the type of detail that needs to go in these sections: The type of information that the ISA will report is the existence or non-existence of HMEEs on a particular host, geographical location for use in geofencing, etc.
Editor Note: composite VSA-ISA agent would violate trust domain and layer separation principles, i.e., an SA spanning both VNF and NFVI layers. Given that the VNF tenant network is often separated from the NFVI operations and management network, such SA implies breaking network isolation. Nonetheless, it is expected that the benefits of an VSA-ISA solution can be achieved by combining the VSA-SM, ISA-SM and VIM-SM information at the SM or OSS level.
Editor Note: an SA associated to the VNF accesses the tenant network including this VNF. Accessing NFVI from the VNF layer is likely to require opening, for example, the OpenStack REST API or local orchestration to the SA. If the Operations and Management (OAM) is deployed as a separate tenant ([see tenant definition]), most likely different from the tenant including the VNF the SA is associated with, then the SA would also access the OAM network. The network isolation is broken. If such network or tenant boundary crossing is accepted by the operator, this must be explicitly stated in the security policy and the risk in case of a compromised SA must be mitigated. As a result, the SA needs to be defined as a security asset to protect for SM.
Editor Note: add a picture for this case
4) SA Service for PaaS environnements 
SA implements either VSAs or ISA for PaaS environments. The SA LCM may be detached from associated VNF/VNFC, i.e., the SA may persist at VNFI/VNFCIs termination [sec 5.1.2.1 ifa029] and may be orchestrated by PaaS services management.
Editor Note: there might be 2 cases: 1) when the SA Service for PaaS is instantiated with the VNF (hence its LCM is tied to the one of the VNF; and 2) when the SA Service for PaaS has instances that are LCM’ed independently from the VNF (hence if SA is in this case, then it’s instances have no relationship with the VNF LCM .
Editor Note: add a picture for this case
5) NFV-MANO SA
SA functionality is part of or deployed together with NFV-MANO functional blocks, e.g. a SA in VNFM. Like ISA, it follows the NFVO-MANO infrastructure blocks lifecycle.
Editor Note: add a picture for this case
Editor note: from NFV-SEC003, we expect long-life NFV-MANO entities. Given also IFA033, what type of information such SAs should provide to SM is FFS.

[bookmark: _Toc38986419]5.1.3 Sm-Ossm Interface
[bookmark: _Toc38986420]5.2 Security Manager Modes
The SM and NFV-MANO shall support three modes of operation:
Passive: SM is able to subscribe to applicable lifecycle management events passed to it by NFV-MANO but the SM does not take any active part in the lifecycle management of the VNFs. 
Semi-Active: SM analyses applicable lifecycle management events passed to it by NFV-MANO. The SM may provide security policies (e.g. geographical restrictions) to NFV-MANO as part of VNF lifecycle management, but the SM takes an otherwise passive part in VNF lifecycle management. The SM is able to request NFV-MANO, or other entities (e.g. other SMs, OSSM, OSS/BSS), to undertake security mitigation actions (e.g. terminate a VNF instance, or surrounding it with firewalls without affecting its lifecycle). NFV-MANO (or the other entities) can refuse to comply with the request.
Fully-Active: NFV-MANO passes applicable VNF lifecycle events to the SM and requests approval from the SM. The SM authorizes, modifies, or rejects NFV-MANO requests per applicable security policy. The SM is also able to instruct NFV-MANO to take security mitigation actions (e.g. immediately terminate a VNF instance). In fully active mode, the SM applied policy will supersede MANO-level attributes (e.g. in the VNFD).
[bookmark: _Toc38986421]5.3 Multiple Trust Domains and Security Managers
In networks with multiple trust domains or where a CSP wishes to achieve security role separation, there may be one or more SMs. Each SM may operate in Passive, or Semi-Active or Fully Active mode as described in clause 5.2. 
It shall be possible for the SMs to act independently of each other, or for SMs to operate in a hierarchical arrangement, where one SM may be able to issue VNF termination instructions across trust domains of one or more sub SMs.
In hierarchy terms, a sub SM is an SM which is overseen or controlled by another higher security level SM. For example, a sub SM in Semi-Active Mode may be subservient to a network wide Fully Active SM. In this case, the sub SM is able to fulfil its role autonomously but the higher-level SM would be able to overrule it at any time. NFV-MANO needs to be able to support such hierarchical models and provide interface instance isolation for such sub SM to SM relationships.
Editor's Note: Link to existing capabilities in IFA, SOL and SEC specifications.
[bookmark: _Toc38986422]5.4 Security Domain Bootstraping
[bookmark: _Toc38986423]5.4.1 General Introduction
In order for a new VNFI/VNFCI containing an SA to be configured for use, the VNFI/VNFCI needs to be able to establish communication with the SM. This presents an issue as instance specific SA configuration data and keys cannot be provided in the generic VNF image.
Clauses 5.4.2 and 5.4.3 consider two scenarios for establishing initial communication with the SM/OSSM. Where practical, the trusted MANO is considered to be the preferred option. However, the aim of both clauses is to arrive at the same secure running LI implementation.

[bookmark: _Toc38986424]5.4.1 Low criticality deployments
Editor's Note: Use standard MANO procedures, no separation.
In the low criticality deployment scenarios (e.g. consumer retail services), ...
[bookmark: _Toc38986425]5.4.2 Medium criticality deployments
In the medium criticality deployment scenario (e.g. enterprise services), MANO is considered sufficiently trusted by the OSSM to issue initial SA VNFI/VNFCI identities and communications certificates. In addition, the OSSM acts as a sub-CA for the security domain, under a common operator root CA, which is shared by both MANO and the OSSM.
When MANO instantiates new VNFI/VNFCI containing an SA function, or a new VNFI/VNFCI with an SA function associated with it, MANO will allocate a MANO level identity to the VNFI/VNFCI. MANO performs initial configuration based on the VNFD and other SA configuration information provided to MANO by the SM. MANO will also provide the VNFI/VNFCI with initial identity verification and communication certificates.
Once configured, the VNFI/VNFCI will initiate communications to the SM using the initial MANO issued certificates to perform authentication and IPSEC or TLS tunnel establishment. Once the secure configuration tunnel has been established, the SM will configure the VNFI/VNFCI as an SA, ready for use by the OSSM. This will include provision of security domain specific OSSM sub-CA certificates for use with the application layer security interfaces. The MANO level certificates would be retained and used for MANO level maintenance and mobility of the SA associated with the particular VNFI/VNFCI, etc.
This scenario is considered to be recommended approach for initial provisioning and communications establishment as SAs can be instantiated by MANO using the same basic identity and security procedures used for other VNFs. In addition, the OSSM is able to explicitly trust the MANO issued certificates as both the OSSM and MANO trust the same operator root CA.
[bookmark: _Toc38986426]5.4.3 High criticality deployments
In the high criticality deployment scenario (e.g. national critical infrastructure), the OSSM does not rely on MANO to manage the initial communications establishment of SAs with the SM. In this scenario the OSSM root certificate is not provided from a common operator root CA. The OSSM will act as the dedicated root CA for the security domain, independent of other security domain functions and MANO.
Since MANO is not fully trusted the SM and a newly initiated VNFI/VNFCI SA need to be able to establish trust independently of MANO, and an initial secure communication channel over which the SA instance specific keys and configuration can be downloaded. It is assumed that MANO is trusted to apply a unique name to the new VNFI/VNFCI SA according to the normal MANO naming scheme and that MANO will provision the VNFI/VNFCI SA with certificates for the purpose of managing the VNFI/VNFCI SA at a MANO level (e.g. mobility and scaling).
In this scenario the SM may be able to verify that the VNFI/VNFCI SA is a valid SA function through verification of the signing applied to the SAs when they are stored into the VNF catalogue, but cannot use the MANO certificates for initial connection as they are considered untrusted. The mechanism required to allow establishment of initial connection and trust in the low trust MANO scenario is not defined in the present document.

[bookmark: _Toc38986427]5.5 OSSM, VNFI/VNFCI and SA Connectivity Tracking
[bookmark: _Toc38986428]5.5.1 General
In a legacy network, the OSSM and SAs are implicitly configured to know from where to obtain information required to enable security functionality (e.g., firewalls), and the relationships between network elements required to allow the OSSM to correlate the information being received from the CSP network.
With NFV both the number of VNFIs/VNFCIs and associated SAs, and the number of interconnecting VNFIs/VNFCIs is potentially highly dynamic. In order to reliably perform security monitoring and management, and provide necessary correlation information to the application layer, the OSSM and SM both need to be able to derive the total numbers of SAs at any point in time. In addition, the OSSM and SM need to understand the SDN level interconnectivity between the various VNFIs/VNFCIs.
At the cost of increased visibility of the SAs by MANO, it may be possible for the SAs to dynamically adapt to the VNFIs/VNFCIs interconnected around them utilizing default MANO procedures. However, elements of the correlation information required by the OSSM are likely to require the OSSM and SM to generate and maintain a real-time service level (and potentially NFV level) network map. Similarly requiring the SAs to be overtly visible to MANO in order to utilize standard MANO procedures likely violates SA confidentiality requirements across security trust domains.
The adjunct (non-embedded) SA scenario is likely to be even more difficult, as a change in the number or relationships around a VNFI/VNFCI for which external SA targeting is being applied (e.g. number of peers or SDN links), may result in the external SA no longer being in the correct place, or no longer monitoring 100% of the traffic, unless the OSSM or SM is able to constantly adapt to network changes.
[bookmark: _Toc38986429]5.5.2 OSSM VNFI/VNFCI Tracking
The OSSM and SM are responsible for signing embedded VNF SAs as part of the software catalogue on-boarding process if required by CSP policy. Therefore, the OSSM/SM needs to be aware of all VNF/VNFC types requiring or containing SAs. This information is either acquired through the onboarding process, or by other means outside the scope of the present document. However, the OSSM or SM needs to understand the meaning of all VNF/VNFC types within the MANO VNF catalogue in order to understand the function of any new VNFI/VNFCI when it is instantiated.
A manual process/naming scheme or a standard automated process may be required in order for the OSSM or SM to understand the meaning or function of VNFs in the MANO catalogue.
MANO is required to be able to notify the SM the start of every VNFI/VNFCI instantiation request and subsequent confirmation of the success or failure. This provides the SM and OSSM the basic information required to construct a list of running VNFIs/VNFCIs.
In order to maintain the list, MANO also needs to provide notifications of VNF de-instantiation, so that VNFIs/VNFCIs can be removed from the OSSM's running list.
To support error recovery and auditing, MANO should be able, when requested by the OSSM or OS, to provide a complete list of all current running VNFIs/VNFCIs. The OSSM should be able to establish control over already running SAs following a restart of the associated VNFI/VNFCI. The OSSM or OS should be able to dynamically re-establish control and security associations without requiring a re-instantiation of running SAs.
[bookmark: _Toc38986430]5.5.3 OSSM VNFI/VNFCI Connectivity Tracking
Assuming the OSSM is able to maintain a running list of VNFIs/VNFCIs, as per clause 5.5.2, then the OSSM also needs to maintain a network map of the interconnectivity relationships between the VNFIs/VNFCIs.
At a minimum, MANO needs to report to the SM the interface connectivity requirements for each VNFI/VNFCI as included in the VNFD for that VNF type, and, for a successful VNFI/VNFCI Instantiation, the subsequent IP address/FQDN naming applied to those interfaces (as known by MANO). For a full NFV network this may be sufficient to determine the full network service connectivity map.
However, where the SDN applies NAT between VNFI/VNFCI connections, or there is other network routing information which the OSSM cannot resolve from the VNFI/VNFCI connectivity information supplied by MANO, then the OSSM may need additional network service layer information. Such information provision to the OSSM is outside the scope of NFV. This is also likely to be an issue in part NFV, part legacy, mixed deployments.
As with clause 5.5.2, the OSSM/SM should be able to obtain sufficient information to re-establish the current VNFI/VNFCI connectivity map following an OSSM/SM restart, or where security monitoring/management is enabled in the network (SAs started) after the first VNFIs/VNFCIs are instantiated.
[bookmark: _Toc38986431]5.5.4 VNFI Scaling/Migration
A VNFI/VNFCI's scaling or migration will have a number of potential impacts on the OSSMs VNFI connectivity map:
1. If a VNFCI is added to an existing VNFI, the number of, or bandwidth, of the SDN links may change. The OSSM should be able to receive sufficient information over the Sm-Ossm interface from MANO via the SM to understand such changes, as part of the scaling process.
If a VNFI is migrated from one location to another, the OSSM needs to receive sufficient information over the Sm-Ossm interface from MANO via the SM to understand such changes and update the VNFI/VNFCI list and VNFI/VNFCI connectivity map accordingly.
Editor's Note:	Extensions to existing MANO procedures may be required to provide sufficient information to the OSSM/SM as a result of VNFI migrations or scaling.

Editor's Note: Formalise the start-up procedures described in SEC 011?.
[bookmark: _Toc38986432]6 	Procedures and Policy Management
Editor's Note: This will contain the flows and messages between the architectural functions including referencing IFA026/033.
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