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JT2A Task Force

Authenticity Guarantee Task Force
• Support for creating guidelines

• Leader : Tadakazu Yamanaka
• Mitsubishi Electric Corporation.,
• JNSA Electronic signature WG member 

Remote Signature Task Force
• Create Remote Signature Guidelines

• Leader : Shinichi Murao
• Seiko Solutions Inc.,
• JNSA Electronic signature WG member 
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Authenticity Guarantee TF activities

Participated in the technology study of digital government
https://cio.go.jp/node/2361
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Authenticity Guarantee TF activities

Standard Guidelines Group Government CIO Portal
https://cio.go.jp/guides
Guidelines for methods of online identification and 
authentication in administrative procedures.
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Remote Signature TF activities

Japan-Europe Internet Trust Symposium 2017
https://itc.jipdec.or.jp/event/20170704.html
https://itc.jipdec.or.jp/English/event/20170704.html
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EU Remote Signature configuration

https://docbox.etsi.org/workshop/2018/201806_ETSISECURITYWEEK/REMOTE_SIGNATURE_CREATION/ETSI%20_TC_ESI_POPE.pdf
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EU Remote Signature Standard
仕様名 タイトル
EN 419 241-1 Security Requirements for Trustworthy Systems Supporting 

Server Signing
EN 419 241-2 Trustworthy Systems Supporting Server Signing - Part 2: 

Protection profile for QSCD for Server Signing
EN 419 221-5 Protection profiles for Trust Service Providers (TSP) 

Cryptographic modules - Part 5: Cryptographic Module for 
Trust Services

TS 119 431-1 Policy and security requirements for trust service providers; 
Part 1: TSP service components operating a remote QSCD / 
SCDev

TS 119 431-2 Policy and security requirements for trust service providers; 
Part 2: TSP service components supporting AdES digital 
signature creation

TS 119 432 Protocols for remote digital signature creation 
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Japanese Remote Signature configuration

Remote signature system

HSM

Key management application

Key management function

User management function

Key use function

Log Data

DB
Key Data

DB
User Data

Signature application server

Signature application

Remote signature 
linkage function

Signature application 
client

(Web browser etc.)

DTBS/R
（PDF etc. ）

DB
Key-Info

DB
User-Info

CA/TSA
linkage function

③Certificates
⑤Signature value

②Certificate request
④Signature request

Signature processing

Signer
Interaction
Component

Signature
Activation
Module

Signer
Signing 

Application

Cypto.
Module

Tamper Protected 
Environment

Signer DTBS/R
（PDF etc. ） ⑥Signed data

①Signature request
With

Authentication data
DTBS/R



9

Comparison of Japan and EU
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SCAL1/SCAL2

CEN Standards on remote signing , Franck Leroy
https://itc.jipdec.or.jp/common/images/kouensiryou_6.pdf
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Create Remote Signature Guidelines ..Under review

• Describe remote signature technical standards (security 
requirement specifications), operation and management, general 
security, etc.

• Minimum security requirements
• Overview and commentary of remote signature
• General security including organizational measures, environment, 

operation

• Recommended criteria
• Criteria to add to the Minimum security requirements
• Multi-Factor Authentication
• Verified cryptographic module

• Recommended criteria + additional rules
• Add additional clauses to recommended criteria
• Assume QES level in Europe (SAM, SCDev etc)
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Future issues and examinations

Date:2018-05-11, 419 241-2, CEN/TC 224, Secretariat: AFNOR, Trustworthy Systems Supporting 
Server Signing Part 2: Protection Profile for QSCD for Server Signing
https://www.ssi.gouv.fr/uploads/2018/09/anssi-cc-pp-2018_02fr_pp.pdf

??

??

??



13

JT2A activities

・Security functional requirements
・operation guideline
・service policy etc.

Remote signature guidelines

Cooperation with related organizations

Industrie 4.0 and Society 5.0.
People and things connect. Business and 
services are connected, making it more efficient 
and advanced. For this purpose, we consider 
technologies supporting the service platform.

Japan Trust Technology Association
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