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[bookmark: _Toc418757512][bookmark: _Toc486258482][bookmark: _Toc486258520][bookmark: _Toc486323633][bookmark: _Toc499632896]Intellectual Property Rights
Essential patents 
IPRs essential or potentially essential to the present document may have been declared to ETSI. The information pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web server (https://ipr.etsi.org).
Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.
Trademarks
The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.
[bookmark: _Toc499632897][bookmark: _Toc418757513][bookmark: _Toc486258483][bookmark: _Toc486258521][bookmark: _Toc486323634][bookmark: For_tbname]Foreword 
[bookmark: _Toc418757514][bookmark: _Toc486258484][bookmark: _Toc486258522][bookmark: _Toc486323635]This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and Infrastructures (ESI).
[bookmark: _Toc499632898][bookmark: _Toc418757515][bookmark: _Toc486258485][bookmark: _Toc486258523][bookmark: _Toc486323636]Modal verbs terminology 
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).
"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
[bookmark: _Toc499632899][bookmark: _Toc418757517][bookmark: _Toc486258487][bookmark: _Toc486258525][bookmark: _Toc486323638]Introduction 

Regulation (EU) No 910/2014 [i.1] of the European Parliament and of the Council of 23 July 2014 on electronic identification and trust services for electronic transactions in the internal market and repealing Directive 1999/93/EC (commonly called eIDAS) defines requirements on specific types of certificates named "qualified certificates". 
Directive (EU) 2015/2366 [i.2] of the European Parliament and of the Council of 25 November 2015 on payment services in the internal market, amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation (EU) No 1093/2010, and repealing Directive 2007/64/EC (commonly called PSD2) defines requirements on communication among payment and bank account information institutions. 
The Commission Delegated Regulation with regard to Regulatory Technical Standards on strong customer authentication and secure communication (RTS henceforth) [i.3] is key to achieving the objective of the PSD2 (Directive (EU) 2015/2366 [i.2] ) of enhancing consumer protection, promoting innovation and improving the security of payment services across the European Union. The RTS defines requirements on the use of qualified certificates (as defined in eIDAS ) for website authentication and qualified certificates for electronic seal for communication among payment and bank account information institutions.
This document defines a standard for implementing the requirements of the RTS [i.3] for use of qualified certificates as defined in eIDAS (Regulation (EU) No 910/2014 [i.1]) to meet the regulatory requirements of PSD2 (Directive (EU) 2015/2366 [i.2]).




[bookmark: _Toc499632900][bookmark: _Toc418757518][bookmark: _Toc486258488][bookmark: _Toc486258526][bookmark: _Toc486323639]1	Scope 

The present document: 

1. Specifies profiles of qualified certificates for electronic seals and website authentication, to be used by payment service providers in order to meet the requirements of the PSD2 Regulatory Technical Standards (RTS) [i.3]. Such certificates can be used for providing evidence with legal assumption of a transaction, identification and authentication of the communicating parties and securing communications. Communicating parties may be Payment Initiation Service Provides, Account Information Service Providers, payment service providers issuing card-based payment instruments or Account Servicing Payment Service Providers. These profiles are based on: ETSI EN 319 412-1 [1], ETSI EN 319 412-3 [2], ETSI EN 319 412-4 [3], IETF RFC 3739 [6].	Comment by Nick Pope: RFC on QC Statement
2. Specifies additional TSP policy requirements for the management (including verification and revocation) of additional certificate attributes as required by the above profiles. These policy requirements extend the requirements in: EN 319 411-2 [4]. 


[bookmark: _Toc418757519][bookmark: _Toc486258489][bookmark: _Toc486258527][bookmark: _Toc486323640][bookmark: _Toc499632901]2	References 
[bookmark: _Toc418757520][bookmark: _Toc486258490][bookmark: _Toc486258528][bookmark: _Toc486323641][bookmark: _Toc499632902]2.1	Normative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at https://docbox.etsi.org/Reference.

NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.

The following referenced documents are necessary for the application of the present document.
[bookmark: REF_ISOIEC15408][bookmark: REF_EN3194121][1]	ETSI EN 319 412-1: Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 1: Overview and common data structures
[bookmark: REF_EN3194123][2]	ETSI EN 319 412-3: Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 3: Certificate profile for certificates issued to legal persons
[bookmark: REF_EN3194124][3]	ETSI EN 319 412-4: "Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 4: Certificate profile for web site certificates"
[bookmark: REF_EN3194112][4]	ETSI EN 319 411-2: Electronic Signatures and Infrastructures (ESI); Policy and security requirements for Trust Service Providers issuing certificates; Part 2: Requirements for trust service providers issuing EU qualified certificates
[bookmark: REF_ASN1][5]	Recommendation ITU-T X.680-X.699: "Information technology - Abstract Syntax Notation One (ASN.1)".
[6]	IETF RFC 3739 Internet X.509 Public Key Infrastructure: Qualified Certificates Profile

[bookmark: _Toc499632903][bookmark: _Toc418757521][bookmark: _Toc486258491][bookmark: _Toc486258529][bookmark: _Toc486323642]2.2	Informative references 
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[bookmark: REF_199993EC][bookmark: REF_2014910EC][i.1]	Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic identification and trust services for electronic transactions in the internal market and repealing Directive 1999/93/EC.
[bookmark: REF_20152366EC][i.2]	Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 November 2015 on payment services in the internal market, amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation (EU) No 1093/2010, and repealing Directive 2007/64/EC.
[bookmark: REF_EBARTS][i.3]	Commission Delegated Regulation (EU) No …/.. of XXX supplementing Directive 2015/2366 of the European Parliament and of the Council with regard to regulatory technical standards for strong customer authentication and common and secure open standards of communication (RTS)	Comment by Michal Tabor: The RTS is not published! 
[bookmark: REF_201336EU][i.4]	Directive 2013/36/EU of the European Parliament and of the Council of 26 June 2013 on access to the activity of credit institutions and the prudential supervision of credit institutions and investment firms, amending Directive 2002/87/EC and repealing Directives 2006/48/EC and 2006/49/EC 
[bookmark: _Toc499632904][bookmark: _Toc418757522][bookmark: _Toc486258492][bookmark: _Toc486258530][bookmark: _Toc486323643]3	Definitions, symbols and abbreviations 
[bookmark: _Toc499632905][bookmark: _Toc418757523][bookmark: _Toc486258493][bookmark: _Toc486258531][bookmark: _Toc486323644]3.1	Definitions 
For the purposes of the present document, the terms and definitions given in PSD2 [i.2], in ETSI EN 319 412-1 [1], in ETSI EN 319 411-2 [4] and the following apply. 

third party provider: Payment Initiation Service Provider or Account Information Service Provider or Payment Service Provider Issuing Card-based payment instruments according to PSD2 [i.2]	Comment by Kornél Réti: according to clause 4.2 PI, AI and IC are included	Comment by Michal Tabor: Yes. Only Account Servicing is not TPP!	Comment by Nick Pope: Keep consistent capitalisation relating to abbreviations.

[bookmark: _Toc499632906][bookmark: _Toc418757525][bookmark: _Toc486258495][bookmark: _Toc486258533][bookmark: _Toc486323646]3.2	Abbreviations 
For the purposes of the present document, the abbreviations given in ETSI EN 319 412-1 [1], in ETSI EN 319 411-2 [4] and the following apply. 

PSD2 – 	Payment Services Directive 2 – Directive (EU) 2015/2366 [i.2]
RTS – 		Regulatory Technical Standards – regulation …/.. of XXX [i.3]
NCA – 	National Competent Authority 
TPP – 		Third Party Provider 	Comment by Nick Pope: Capitalise linked to abbreviations

Suggest full form to be consistent with Directive and definitions above
PSP – 	Payment Service Provider
PSP_AS	Account Servicing PSPPayment Servicing Provider	Comment by Nick Pope: Suggest full form to be consistent with Directive and definitions below
PSP_AI	Account Information Service Provider
PSP_PI	Payment Initiation Service Provider
PSP_IC – 	PSP Payment Service Provider Issuing Card-based payment instruments 
TSP – 	Trust Service Provider	Comment by Kornél Réti: Instead of QTSP I suggest using TSP everywhere, just as EN 319 411-2 does. The definition of TSP is in EN 319 401, and our usage in the present document fits that definition.
However, it is not up to ETSI to say whether this TSP must be qualified or not (that is a legal requirement).	Comment by Michal Tabor: I have changed QTSP to TSP according to suggestion. We need notes in two places to say that TSP shall have Qualified status granted. . 
QSealC – 	Qualified Electronic Seal Certificate
QWAC – 	Qualified Website Authentication Certificate
OCSP - 	Online Certificate Status Protocol
CRL - 		Certificate Revocation List
[bookmark: _Toc418757526][bookmark: _Toc486258496][bookmark: _Toc486258534][bookmark: _Toc486323647][bookmark: _Toc499632907]4	General concepts

[bookmark: _Toc499632908]4.1	Use of Qualified Certificates 

RTS [i.3] requires that payment service providers ensure the confidentiality and the integrity of the personalised security credentials of the payment service user. For this purpose, payment service providers are required to rely on qualified certificates for electronic seals or qualified certificates for website authentication.

A website authentication certificate makes it possible to establish a Transport Layer Security (TLS) channel with the owner of the certificate, which guarantees confidentiality, integrity and authenticity of all data transferred through the channel.
A certificate for electronic seals allows the relying party to validate the authenticity and integrity of the received data, and also prove it to third parties. The electronic seal provides strong evidence, capable of having legal effect, that given data is originated by the legal entity identified in the certificate.
Note: Regulation (EU) No 910/2014 [i.1] requires that TSPs issuing qualified certificates demonstrate that they meet the requirements for qualified trust service providers as per the regulation.  ETSI standards referenced in the present document are aimed at meeting these requirements.  Granting of “qualified” status of a TSP is the decision of the national eIDAS supervisory authority.	Comment by Nick Pope: Moved note from below.  Update to refer to regulation and how ETSI standards are aimed at meeting this requirement.	Comment by Kornél Réti: Good point, I agree.


[bookmark: _Toc499632909]4.2	Roles
According [i.3] to RTS the role of the payment service provider can be one or more of the following:
(i) account servicing (PSP_AS);
(ii) payment initiation (PSP_PI);
(iii) account information (PSP_AI);
(iv) issuing of card-based payment instruments (PSP_IC); 
Every PSP is authorised by the NCA to act in one or more roles.
PSPs which are authorised to at least one of PSP_PI, PSP_AI or PSP_IC roles are recognised as third party providers (TPP). 

[bookmark: _Toc499632910]4.3	Payment Service Provider Authorisation and Passport

According to PSD2 [i.2] the competent authority (NCA) responsible for payment services approves or rejects authorisation of PSPs in its own country. If authorisation is granted the NCA issues an authorisation number and publishes that information in its public register. NCA also approves or rejects in its own country the operation of TPPs authorised in other countries. The acceptance of a TPP in one country that is already registered in another country is called passporting. Information about passporting is published in the public registry in the home country of the TPP. 
Certificates issued according to the requirements laid down in this document do not include any attributes regarding passporting.

[bookmark: _Toc499632911]4.4	Authorisation Number
For identification, the RTS [i.3] requires the registration number used in a qualified certificate, as referred to in the official records in accordance Annex III (C) of Regulation (EU) No 910/2014 [i.1], to be the authorisation number of the payment service provider.   This authorisation number is required to be available in the National Competent Authority public register pursuant to Article 14 of PSD2 [i.2] or resulting from the notifications of every authorisation granted under Article 8 of Directive 2013/36/EU [i.4] in accordance with Article 20 of that Directive.

[bookmark: _Toc499632912]4.5	Registration and Certificate Issuance 

Figure 1 presents the general concept of registration and certificate issuance. The Qualified certificate contains authorisation number of PSPs available in public registry and issued by National Competent Authority (NCA).

[image: ]
[bookmark: _Ref496169460]Figure 1: PSP Registration and certificate issuance


Before the issuance process can start the PSP needs to be registered by NCA and all relevant information needs to be available in public registry. 


1. PSP submits the certificate application and provides all necessary documentation containing PSD2 specific attributes to the Trust Service Provider (TSP). 	Comment by Kornél Réti: I suggest using TSP instead of QTSP.
Please see my comment on clause 3.2.
This applies to all other occurrences below as well.



2. TSP performs Identity Validation as required by its Certificate policy. 
3. TSP validates PSD2 specific attributes using information provided the NCA (e.g. public registry, authenticated letter). 
4. TSP Issues certificate in compliance with profile requirements given in the present document. 
5. PSP accepts certificate. 


[bookmark: _Toc499632913]4.6	Certificate Validation and Revocation
Figure 2 presents the general concept for certificate validation and revocation. Validation process is based on certificate status service provided by the TSP. Revocation request can originate from the certificate subject (PSP) or from NCA. TSP revokes the certificate based on a verifiably authentic revocation request. 

[image: ]
[bookmark: _Ref496170528]Figure 2: PSP Certificate validation and revocation


[bookmark: _Toc499632914]5	General cCertificate profile requirements 	Comment by Nick Pope: General implies that there are other “specific” requirements.  This is the totality of the profile requirements.
[bookmark: _Toc499632915]5.1	PSD2 QCStatement 

The PSD2 specific attributes shall be included in a QCStatement within the qcStatements extension as specified in clause 3.2.6 of IETF RFC 3739 [26].	Comment by Nick Pope: Update Ref

This QCstatement shall contain the following PSD2 specific certificate attributes as required by RTS [i.3] article 34:

(a) the role of the payment service provider, which maybe one or more of the following:
(i) account servicing (PSP_AS);
(ii) payment initiation (PSP_PI);
(iii) account information (PSP_AI);
(iv) issuing of card-based payment instruments (PSP_IC);
(b) the name of the competent authorities where the payment service provider is registered.  This is provided in two forms: the full name string (NCAName)  and an abbreviated unique identifier (NCAId).  See clause 5.2.3 for further details.	Comment by Nick Pope: Need to specify how the name is provided.


The syntax of the defined statement shall comply with ASN.1 [5]. The complete ASN.1 module for all defined statements shall be as provided in Annex A; it takes precedence over the ASN.1 definitions provided in the body of the present document, in case of discrepancy.
NOTE: This extension is not processed as part of IETF RFC 5280 [i.9] path validation and there are no security implications with accepting a certificate in a system that cannot parse this extension.

Syntax:
etsi-psd2-qcStatement QC-STATEMENT ::= 	Comment by Kornél Réti: Do we need a SYNTAX specification here?
How is the etsi-psd2-qcStatement related to the PSD2QCType structure defined below?
{ IDENTIFIED BY id-etsi-psd2-qcStatement }

id-etsi-psd2-qcStatement OBJECT IDENTIFIER ::= 
{ itu-t(0) identified-organization(4) etsi(0) psd2(19495) qcstatement(2) }

PSD2QCType ::= SEQUENCE{ 
	rolesOfPSP	RolesOfPSP,
	nCAName		NCAName,
	nCAId		NCAId } 
[Green above to be added]

[bookmark: _Toc499632916]5.2	Encoding PSD2 specific attributes
[bookmark: _Toc499632917]5.2.1	Authorisation number 	Comment by Michal Tabor: Need to discuss if this can be based on commonly recognized organizationIdentifier .
The authorisation number shall be placed in organizationIdentifier attribute of the Subject Distinguished Name field in the certificate:

for QWACs: as defined in clause 5.3;
for QSealCs as defined in clause 5.4.

The authorisation number shall be encoded using the syntax identified by the legal person semantics identifier as defined in EN 319 412-1 [1] clause 5.1.4. extended for PSD2 authorisation identifier as follows:

Authorisation number shall contain information using the following structure in the presented order:	Comment by Kornél Réti: I liked this syntax because it is easy to recognize, and makes it clear that the certificate is for PSD2 usage.
The drawback might be if the PSP wants to use the same certificate for other purposes than PSD2 communication, the other party might not recognize the identifier.
Let’s discuss!	Comment by Michal Tabor: I have found that the same identifier VAT in certificates for PSD2 will be represented different way than in other certificates. This may cause incompatibilities.
· “PSD” as 3 character legal person identity type reference;
· 2 character ISO 3166 country code representing the NCA country;
· hyphen-minus "-" (0x2D (ASCII), U+002D (UTF-8)); and
· 2-8 character NCA identifier (A-Z uppercase only, no separator)
· hyphen-minus "-" (0x2D (ASCII), U+002D (UTF-8)); and
· identifier (according to country and identity type reference).


EXAMPLE 1: PSDES-BDE-3DFD21 – means certificate issued to TPP or ASPSP where authorisation number is3DFD21, authorisation was granted by Spanish NCA Banco de España (identifier after first hyphen-minus is decided by Spanish numbering system)

Any separator in NCA identifier shall be removed. 
[Green above to be deleted]

If authorisation number of payment service provider is not VAT nor NTR as defined in EN 319 412-1 [1] clause 5.1.4, it shall be based on local national scheme as defined in EN 319 412-1 [1] clause 5.1.4 point 3).	Comment by Kornél Réti: This version is more difficult to implement than the ‘PSD-CC-XXXXXX‘ version.

Where the number is not a VAT/NTR number, this would require the setup of a national naming scheme, including a name registration authority. In this case, the name registration authority would have to be specified according to EN 319 412-1. What to put in that field? Also, what should be the 2-letter identity type reference?
[Green above to be added]


[bookmark: _Toc499632918]5.2.2	Roles of payment service provider 

RolesOfPSP shall contain one or more roles.  A role shall be either one of those defined by the RTS (see clause 5.1) represented by the following object identifiers or a role object identifier registered by an organisation recognised by a NCA.

Syntax:	Comment by Nick Pope: I don’t think that this this meets the requirement of RTS 34.3 for this to be “in a language customary in the sphere of international finance”

Suggest redefine as text string as in RTS:
account servicing
…. Etc

Use of other strings shall be as specified by the NCA identified in the certificate.

Unrecognised roles may be ignored.
	Comment by Kornél Réti: Even if we use text string, I suggest keeping the OID along with it. See also email thread.
Let’s discuss!

RolesOfPSP ::= SEQUENCE OF RoleOfPSP

RoleOfPSP ::= OBJECT IDENTIFER

-- Object Identifier arc for roles of payment service providers
-- defined in the present document
etsi-psd2-roles OBJECT IDENTIFIER ::=
{ itu-t(0) identified-organization(4) etsi(0) psd2(19495) id-roles(1) }
 
-- Account Servicing Payment Service Provider (PSP_AS) role
id-psd2-role-psp-as OBJECT IDENTIFIER ::= 
{ itu-t(0) identified-organization(4) etsi(0) psd2(19495) id-roles(1) 1 }

-- Payment Initiation Service Provider (PSP_PI) role
id-psd2-role-psp-pi OBJECT IDENTIFIER ::= 
{ itu-t(0) identified-organization(4) etsi(0) psd2(19495) id-roles(1) 2 }
 
-- Account Information Service Provider (PSP_AI) role
id-psd2-role-psp-ai OBJECT IDENTIFIER ::= 
{ itu-t(0) identified-organization(4) etsi(0) psd2(19495) id-roles(1) 3 }

-- Payment Service Provider issuing card-based payment instruments (PSP_IC) role
id-psd2-role-psp-ic OBJECT IDENTIFIER ::= 
{ itu-t(0) identified-organization(4) etsi(0) psd2(19495) id-roles(1) 4 }


[bookmark: _Toc499632919][bookmark: _Ref500173423][bookmark: _Ref500173431]5.2.3	Name and identifier of the competent authority 

The NCAName shall be plain text name in English provided by NCA itself for purpose of identification in certificates. 	Comment by Nick Pope:  RTS article 34.3 requires this information to be “in a language customary in the sphere of international finance”

NCAName ::= utf8String (SIZE (256))

The NCAId shall contain information using the following structure in the presented order:
· 2 character ISO 3166 country code representing the NCA country;
· hyphen-minus "-" (0x2D (ASCII), U+002D (UTF-8)); and
· 2-8 character NCA identifier (A-Z uppercase only, no separator)
The NCAId shall be unique within the identified country and provided by NCA itself for purpose of identification in certificates. 	Comment by Nick Pope: We don’t need this to be globally unique.	Comment by Kornél Réti: The 2-8 character suffix shall be unique within the county. Together with the ISO country code, the whole NCAId would then be globally unique.

NCAId ::= utf8String (SIZE (11))


[bookmark: _Toc499632920]5.3	Requirements for QWACs Profile
If the certificate issued is for Website Authentication (QWAC) then the requirements of EN 319 412-4 [3] shall apply.
In addition:
a) The PSD2 QCStatement as identified in clause 5.1 shall be included in the certificate.
b) The organisationIdentifier shall be present in the Subject’s Distinguished Name and encoded with legal person syntax as specified in clause 5.2.1.

[bookmark: _Toc499632921]5.4	Requirements for Electronic Seal Certificates Profile
If the certificate issued is for electronic seal (QSealC) then the requirements of EN 319 412-3 [2] shall apply.

In addition:
a) The PSD2 QCStatement as identified in clause 5.1 shall be included in the certificate.
b) The organisationIdentifier shall be present in the Subject’s Distinguished Name and encoded with legal person syntax as specified in clause 5.2.1.

[bookmark: _Toc499632922]6	Policy requirements 
[bookmark: _Toc499632923]6.1	General policy requirements

For TSPs issuing QSealCs (QCP-l) policy requirements shall be applied as specified in EN 319 411-2 [4]

For TSPs issuing QWACs (QCP-w) policy requirements shall be applied as specified in EN 319 411-2 [4]


[bookmark: _Toc499632924]6.2	Additional policy requirements

6.2.1 Certificate profile

Requirements specified in ETSI EN 319 411-2 [4] clause 6.6.1 shall apply.
The profile requirements specified in clause 5 of the present document shall apply.	Comment by Kornél Réti: The whole clause 5 is required I think

[bookmark: _Toc499632925]6.2.2	Initial identity validation 

Requirements specified in ETSI EN 319 411-2 [4] clause 6.2.2 shall apply.
In addition, the following requirements apply:
a) The PSD2 QCStatement as identified in clause 5.1 shall be included in the certificate.	Comment by Kornél Réti: This is already present in clause 5.3 and 5.4. Do we need to repeat here?	Comment by Nick Pope: Agree all of clause 5 is referred to in  6.2.1 above
b) The organisationIdentifier shall be present in the Subject’s Distinguished Name and encoded with legal person syntax as specified in clause 5.2.1.

The TSP shall verify the PSD2 specific attributes (authorisation number, roles, name of NCA) provided by the subject using authentic information from the NCA (e.g. the official registry). If the NCA provides rules for validation of these attributes, the TSP shall apply the given rules. The TSP shall not issue a certificate containing any requested information which could not be verified.	Comment by Nick Pope: I don’t see the need for PSD2 specific requirement regarding attributes other than the PSD2 specific attributes.

Note: Guidance for NCAs to support Qualified TSP validation of PSD2 specific attributes is given in Annex C.
 

[bookmark: _Toc499632926]6.2.3	Identification and authentication for revocation requests 
The requirements specified in ETSI EN 319 411-2 [4] clause 6.2.4 shall apply.
In addition the following requirements apply:

The TSP shall document the procedure for submission of certificate revocation requests by NCAs in its certificate policy or practice statement. The TSP may specify the content, format and the communication channels to be used to submit the certificate revocation requests. The TSP shall check the authenticity of certificate revocation requests submitted by NCAs.
In addition, the TSP shall provide an email address for notifications from NCA about changes of relevant PSD2 regulatory information of the PSP which can affect the validity of the certificate. These notifications may have any content and format.The content and format of these notifications may be agreed between the NCA and TSP.	Comment by Nick Pope: If it is certain that this affects validity then the revocation channel should be used.	Comment by Kornél Réti: I agree. But since this is not a requirement, I guess we should use ‘can’ or perhaps ‘could’.	Comment by Nick Pope: Surely this is a matter between the TSP and the NCA.  If the TSP wants to ask the NCA to use a specific format for automated processing, and the NCA agrees to this it should be allowed.  Particularly for revocation.	Comment by Kornél Réti: Actually, my goal with this requirement was a bit broader: Yes, if TSP and NCA agree, that should be allowed. However, if the NCA wants to use a specific format which the TSP does not like, the TSP cannot reject the notification, it shall investigate anyway.
I admit that the wording could be improved.

Note: Guidance for NCAs to support revocation of PSD2 certificates due to changes in PSD2 specific attributes is given in Annex C.

[bookmark: _Toc499632927]6.2.4	Certificate acceptance
The requirements specified in ETSI EN 319 411-2 [4] clause 6.3.4 shall apply.
In addition the following requirements apply:

If NCA requires information about issued certificate after certificate acceptance the NCA shall be informed about issued certificate according to obligations stated in the TSP policy.  

Note: Guidance for NCAs for maintaining PSD2 certificate information so that Qualified TSPs can be made aware of to changes in PSD2 specific attributes is given in Annex C.
 

[bookmark: _Toc499632928]6.2.5	Certificate renewal
The requirements specified in ETSI EN 319 411-2 [4], clause 6.3.6 shall apply.
In addition the following requirements apply:

Before certificate renewal the TSP shall repeat the verification of the PSD2 specific attributes to be included in the certificate. If the NCA provides rules for validation of these attributes, the TSP shall apply the given rules. 

[bookmark: _Toc499632929]6.2.6	Certificate revocation and suspension
Note: The requirements identified in ETSI EN 319 411-2 [4], clause 6.3.9 apply.

The TSP shall allow the NCA, as the owner of the PSD2 specific information, to request certificate revocation following the procedure defined in the TSP’s certificate policy or certificate practice statement. The procedure shall require allow the NCA to specify a reason for the revocation. The TSP shall process such requests, and shall validate their authenticity. Based on such an authentic request, the TSP shall revoke the certificate if any of the following conditions holds:	Comment by Nick Pope: Requirements on NCA are outside scope.	Comment by Kornél Réti: Disagree.
This is not a requirement by this ETSI TS, but a requirement in the TSP’s CP, which is free to require this.
If the NCA cannot fulfil the requirement of providing a reason then it should use the notification channel instead of the revocation request channel.
the authorisation of the PSP has been revoked;
the authorisation number of the PSP has changed;
the NCA name or identifier has changed;
a PSP role included in the certificate has been revoked;
revocation is required by law;
any other condition stated in the certificate policy of the TSP.
 

If the NCA as the owner of the PSD2 specific information notifies the TSP, that relevant information has changed which can affects the validity of the certificate, the TSP shall investigate this notification regardless of its content and format, and shall revoke the affected certificate(s) if necessary. This notification need not be processed in 24 hours. 	Comment by Nick Pope: If certain that validity is affected then the certificate should be revoked.	Comment by Kornél Réti: Agree, same as above.
NOTE:	Revocation can be considered necessary if the investigation of the TSP confirms based on authentic information that any of the conditions listed above holds.



[bookmark: _Toc418757530][bookmark: _Toc486258500][bookmark: _Toc486258538][bookmark: _Toc486323651]
[bookmark: _Toc499632930]Annex A (normative):
ASN.1 Declaration 

ETSIPSD2QCprofileMod { itu-t(0) identified-organization(4) etsi(0) id-qc-statements(19495) idmod(0) id-mod-psd2qcprofile(0) }	Comment by Nick Pope: Completing module ASN.1 Module definition.

DEFINITIONS EXPLICIT TAGS ::=

BEGIN
-- EXPORTS All –

IMPORTS

QC-STATEMENT, 
	FROM PKIXqualified97 {iso(1) identified-organization(3) dod(6)
	internet(1) security(5) mechanisms(5) pkix(7) id-mod(0)
	id-mod-qualified-cert-97(35)};

-- statements

etsi-psd2-qcStatement QC-STATEMENT ::= 
{ IDENTIFIED BY id-etsi-psd2-qcStatement }

id-etsi-psd2-qcStatement OBJECT IDENTIFIER ::= 
{ itu-t(0) identified-organization(4) etsi(0) psd2(19495) qcstatement(2) }

PSD2QCType ::= SEQUENCE{ 
	rolesOfPSP	RolesOfPSP,
	nCAName		NCAName,
	nCAId		NCAId } 

RolesOfPSP ::= SEQUENCE OF RoleOfPSP

RoleOfPSP ::= OBJECT IDENTIFER

-- Object Identifier arc for roles of payment service providers
-- defined in the present document

etsi-psd2-roles OBJECT IDENTIFIER ::=
{ itu-t(0) identified-organization(4) etsi(0) psd2(19495) id-roles(1) }
 
-- Account Servicing Payment Service Provider (PSP_AS) role
id-psd2-role-psp-as OBJECT IDENTIFIER ::= 
{ itu-t(0) identified-organization(4) etsi(0) psd2(19495) id-roles(1) 1 }

-- Payment Initiation Service Provider (PSP_PI) role
id-psd2-role-psp-pi OBJECT IDENTIFIER ::= 
{ itu-t(0) identified-organization(4) etsi(0) psd2(19495) id-roles(1) 2 }
 
-- Account Information Service Provider (PSP_AI) role
id-psd2-role-psp-ai OBJECT IDENTIFIER ::= 
{ itu-t(0) identified-organization(4) etsi(0) psd2(19495) id-roles(1) 3 }

-- Payment Service Provider issuing card-based payment instruments (PSP_IC) role
id-psd2-role-psp-ic OBJECT IDENTIFIER ::= 
{ itu-t(0) identified-organization(4) etsi(0) psd2(19495) id-roles(1) 4 }

NCAName ::= utf8String (SIZE (256))

NCAId ::= utf8String (SIZE (11))

END


[bookmark: _Toc499632931]Annex B (informative):
Certificates supporting PSD2 – clarification of the context 
The main purpose of a digital certificate is to identify the owner of a public key (and the corresponding private key). Using the certificate it is possible to communicate securely with its owner. What "securely" means exactly depends on the type of certificate.

A website authentication certificate makes it possible to establish a Transport Layer Security (TLS) channel with the owner of the certificate, which guarantees confidentiality, integrity and authenticity of all data transferred through the channel. This means that the person or system connecting to the website presenting the certificate can be sure who “owns” the end point of communication channel (the owner of the certificate), that the data was not changed between the end points, and that nobody else could have read the data along the way. However, the communicated data is only protected while it is travelling through the TLS channel. The data is produced in plain (unencrypted) form by the sender system, and the data will appear in plain (unencrypted) form in the receiver system. Therefore, once the TLS channel is closed, the data loses the protection of its authenticity, integrity and confidentiality, unless it is protected by other means.

A website authentication certificate may also be used to identify the calling party (client) when using TLS as described above.  This means that the called party (server) can authenticate who “owns” the calling end of communication channel (the owner of the certificate).Thereby, if both communicating parties have website authentication certificates, they can use them to set up a secure TLS channel providing mutual authentication,	Comment by Nick Pope: Need to also cover mutual authentication	Comment by Kornél Réti: Good point! I propose to elaborate a little more, as suggested in the text.

An electronic seal is a digital signature of a legal person. A certificate for electronic seals makes it possible for the owner of the certificate to create electronic seals on any data. The digital signature technology guarantees the integrity and authenticity of the signed/sealed data. This means that the person receiving digitally signed data can be sure who signed the data (the owner of the certificate), that the data was not changed since it was signed, and they can also present this signed data to third parties as an evidence of the same (who signed it, and that it was not changed since). Therefore, digitally signed data can keep its authenticity and integrity over time when appropriately maintained, regardless of how it is stored or transferred. (An electronic seal can be validated by anyone, at any time, to check whether the integrity and authenticity of the data still holds.) The electronic seal provides strong evidence that given data is originated by the legal entity identified in the certificate.  An electronic seal can also protect the authenticity of data when relayed through a third party although on its own does not protect against replay attacks.

Certificates for both website authentication and electronic seals can be qualified or non-qualified. The requirements on the issuance of a qualified certificate are more stringent, so using a qualified certificate provides a stronger association of the protected data with the identity of the owner of the certificate. As an example, before issuing a qualified certificate the issuer CA will verify the identity of the owner in a face-to-face meeting and based on government-issued photo ID documents, or by equivalently secure procedures. Hence, qualified certificates can have a stronger legal assumption of the evidential value than non-qualified ones.

Both QWACs and QSealCs are based on widely implemented technology.  QWACs are derived from website certificates supported by all the modern web browsers and commonly used to provide system-to-system secure channels.  QSealCs are derived from certificates used with digital signature technology such as widely employed for document security, business to business and in modern banking networks.

In consequence:
•	A qualified website authentication certificate (QWAC) should be used to establish a secure TLS channel to protect the communication (in the transport layer) from potential attackers on the network. The person or system connecting to the website can be sure who they are communicating with, but cannot prove this to third parties.  Using QWAC does not give legally assumed evidence of a transaction.
•	A qualified certificate for electronic seals (QSealC) should be used to protect the data or messages (in the application layer) from potential attackers during or after the communication. The electronic seal does not provide confidentiality (i.e. there is no encryption of application data). The person receiving the sealed data can be sure who sealed the data, and can also prove this to third parties even after the communication has ended.  QSealC provides evidence of a transaction with legal assumption and can protect the authenticity of data when relayed through third parties.
•	A certificate can be either for website authentication or electronic seals, but not both. Therefore, these two types of certificates are not interchangeable.




[bookmark: _Toc499632932]Annex C (informative):
Guidance for PSD2 National Competent Authorities 


1. What information is in a certificate

RTS [i.3] requires that payment service providers (PSPs) ensure the confidentiality and the integrity of the personalised security credentials of the payment service user.	Comment by Nick Pope: Minor editorial
For this purpose, payment service providers are required to rely on 
· qualified certificates for electronic seals or 
· qualified certificates for website authentication.

Qualified Ccertificates are issued by Qualified Trust Service Providers (TSPs) on request from payment service provider (PSP). It is aimed that Ccertificates issued by TSPs for PSPs are compliant with standard the requirements described in this the present document. 	Comment by Michal Tabor: Here we need Qualified to clarify! But abbreviation can be TSP. 	Comment by Nick Pope: We can only propose.  It is up to others to enforce this.	Comment by Kornél Réti: It is going to be a TS (at this stage), which is technically not a standard.

The certificate contains:
· identity information about the PSP, including a PSD2 specific identifier, which makes it possible to unambiguously identify the PSP,
· PSD2 specific attributes, specified in the present document, which can be used by relying parties communicating with the PSP to ascertain its role(s) as authorised by the home NCA,
· the public key of the PSP, which can be used to (depending on the type of certificate) validate the electronic seal or authenticate the website of the PSP.

The certificate is a verifiable electronic document, whose integrity and authenticity is protected by the digital signature of the issuing CA.


2. PSD2 specific attributes in certificates

Certificates contain PSD2 Specific Attributes which are:
· authorisation number
· role or roles of PSP
· NCA name and unique identifier


3. NCA Own Naming Conventions

The NCA provides their own naming convention name for the purpose of the PSD2 specific attributes. Certificates to contain the NCA Name.	Comment by Nick Pope: “Convention” not relevant here. The convention is how to name things rather than the name itself. 

NCA provides the following which will be included in the certificate:
· Long Name (English Language) Registered name – name registered in appropriate registry for PSD2
· NCA Identifier containing 
· 2 character ISO 3166 NCA Country 	Comment by Kornél Réti: I think we don’t need the ISO code here. Once the NCA specifies the country the TSP can look up the appropriate code.
· 2-8 character NCA identifier (A-Z uppercase only, no separator) unique within the country
It is expected that reference information will be published by European Commission.


4. Validation of Regulatory information about a requesting PSP 


Before the issuance of any PSD2 certificate, the TSP validates the identity of the requesting PSP and then PSD2 specific attributes in public registry of the Home NCA. NCA provides information on PSD2 specific attributes validation procedures related to their own processes, if any.  

It is expected that NCA provides rules for TSPs so that there is a clear definition of how to verify access  authorisation and roles in the NCA registry (e.g. contact information or online web site) and use this information to verify those attributes (e.g. how the information provided may be related to the information to be placed in the certificate, any additional checks the TSP should make directly with the NCA). 	Comment by Nick Pope: Make clear that this is the expectation.
Clarify more about what these rules are about.


5. Validation of the Authorisation Status of the PSP, if TSP relies solely on the NCA Public Register 	Comment by Nick Pope: Not clear how this differs from above and below.	Comment by Kornél Réti: In my understanding this section is specifically about the verification of authorisation of the PSP…

If no additional rules of validation are required by the NCA, then TSPs relies on the NCA Public Register information with no direct confirmation from the NCA. In this case, the status of authorisation must be shown clearly and unambiguously in the Public Register, in order to provide assurance for the TSP that the PSP has a valid Authorisation at the point of issuance.


6. Provision of PSD2 Regulatory information about the PSP, if TSP relies solely on the NCA Public Register 

As per PSD2 Article 14, the NCA shall provide an online Public Register containing a clear record of the PSP and associated Regulatory information.	Comment by Nick Pope: This again seems to cover what is also mentioned above.

Merge ?	Comment by Kornél Réti: …while this section is only about the verification of roles.

I agree it is not apparent and should be clarified.

In order for TSPs to accurately verify, embed the information about the PSP in a Qualified Certificate as required by the RTS, the NCA is expected to provideprovides:

· Clear and Unambiguous Roles of the PSP, related to a unique Authorisation Number, in the context of PSD2, shall be shown in the form:
· (i) account servicing (PSP_AS);
· (ii) payment initiation (PSP_PI);
· (iii) account information (PSP_AI);
· (iv) issuing of card-based payment instruments (PSP_IC); 

· If not clearly stating the Role of the PSP, in the context of PSD2, then a clear referencing table for the NCA and their Public Register, must is expected to be shown for the Payment Services Authorised for that PSP, showing a clear mapping between the Services 1-8 as shown in Annex I of PSD2 [refi.2], and how the NCA expects unambiguous translation to the following roles:
· (i) account servicing (PSP_AS);
· (ii) payment initiation (PSP_PI);
· (iii) account information (PSP_AI);
· (iv) issuing of card-based payment instruments (PSP_IC); 


7. How NCAs can get information about issued Certificate(s) for PSPs

For the purpose of reporting and management of Authorisations by the NCA, involving PSD2 Qualified Certificates, the following may be made available by QTPSs to NCAs: 

· In the case of direct confirmations required byinteraction between TSP and NCAs about the issuance of each certificate, then it is suggested that the NCA may  holds records on which TSP issued which certificates to which PSPs have been issued which Certificates and by which TSP. 
· NCAs may could require information about issued certificate after certificate issuance and acceptance. This information is could be provided by TSP or PSP, as specified in depending on the certificate policy or certificate practice statement of the TSP. 


8. How NCA can request a TSP to revoke issued certificate

NCA may request a TSP to perform a revocation of certificate(s) issued to a given PSP by that TSP.  This could include the , in the following recommended scenarios:

· information in the Public Registry has changed to substantially affect the validity of the PSD2 attributes in the certificate:
· The Authorisation Status granted by that NCA has changed (e.g. that PSP is no longer Authorised).


The TSP will specifyies the content, format and the communication channels to be used to submit certificate revocation requests in its certificate policy. (E.g.: A certificate revocation request typically identifies the certificate in question, the submitter of the request and the reason for revocation.) The TSP will revokes the certificate based on an authentic certificate revocation request from the NCA within 24 hours after a successful NCA identity validation. 

As an alternative to certificate revocation requests, the NCA as the owner of the information can notify the TSP that relevant information in its public registry has changed and it could affects the validity of the certificate. Such a notification can can be have any with content and format to be agreed with the TSP, and can be submitted to the TSP using any an agreed communication channel, however, the email address will be provided by the TSP for this purpose should be usedas a default means of submission. The TSP will investigates such notifications and revokes the certificate if necessary (e.g. if it finds authentic information which proves that data included in the certificate is not valid any more). The processing of Tthis notification can could be processedtake longer than the 24 hours required for revocation requests. 	Comment by Kornél Réti: The TSP should not be allowed to put unreasonable limits on the content and format of these notifications.
See also my reply comment on clause 6.2.3.
Let’s discuss!

. 


.
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