Public Review: Comments on Draft ETSI TS 119 495 V0.0.3
Electronic Signatures and Infrastructures (ESI); Sector Specific Requirements; Qualified Certificate Profiles and TSP Policy Requirements under the payment services Directive 2015/2366/EU
Note: Comments to be later anonomised removing names in first column and elsewhere.
	Organization name
	Clause/ Subclause
	Paragraph Figure/ Table
	Type of comment (General/ Technical/Editorial)
	COMMENTS
	Proposed change
	RESOLUTION
on each comment submitted

	Cryptolog
	
	
	G
	It is not really clear where to find the specific requirements.
	Like in the new versions of EN 319 411-2 number each requirement.
	Accepted: To be applied later for submission at ESI 62.

	Cryptolog
	
	
	G
	It is not at all clear which requirements of EN 319 411-2 apply. In the current document we have:

In 6.1: 

For TSPs issuing QSealCs (QCP-l) policy requirements shall be applied as specified in ETSI EN 319 411-2 [4]. 

For TSPs issuing QWACs (QCP-w) policy requirements shall be applied as specified in ETSI EN 319 411-2 [4].

In 6.2.1 

Requirements specified in ETSI EN 319 411-2 [4], clause 6.6.1 shall apply.

In 6.2.2

Requirements specified in ETSI EN 319 411-2 [4], clause 6.2.2 shall apply.

Etc

It is not that easy to see which requirements of EN 319 411-2 applies.

It is not clear if the requirements of the other parts of EN 319 411-2 apply.
	Define two clear profiles 

· PSD2-w

· PSD2-l

Do the referencing similar to how EN 319 411-2 references EN 319 411-2

[PSD2-w] All requirements defined for

QCP-w in ETSI EN 319 411-2 shall apply. 

[QSD2-l] All requirements defined for QCP-l in ETSI EN 319 411-2 shall apply.

For EACH clause in EN 319 411-2, put a specific clause in TS 119 495 and state clause xx of ETSI EN 319 411-2 shall apply


	Accepted with changes: Update to 6.2.x clarifying thich applies to “For TSPs issuing QWACs”, or “For TSPs issuing QSealCs” or “For TSPs issuing QWACs or QSealCs” …..

	IBM
	
	
	General
	The content of the certificates defined in the document include the PSP role granted by the NCA, but not the pasporting rights that the PSP has obtained in other countries.

This forces ASPSP to connect to the registries of every single NCA before granting access to the PSP. This makes the ecosystem inefficient.
	Extend the information carried by the certificate to include passporting rights.

When a PSP has obtained new passporting rights the NCA will notify the TSP and this will issue a new certificate.
	Rejected: 

1) Passporting is not functionality required by the RTS (ref: 2018/389 article 34) and during technical and legal discussions on this document the need for the Qualified Certificate.  It is not considered that ETSI have the mandate to extend requirements beyond those regulatory required.
2) Adding attributes to the certificate such as passporting which can change dynamically is not appropriate to Qualified Certificates which are commonly changed on yearly basis.

3) Making this attribute available as an option would result in fragmentation and could have unintended consequences.

4) It is foreseen that the primary aim of the certificate is identification.

	H.Biely

(Stuzza)
	Introduction
	2nd/3rd 
	Gen
	“…communication among payment and bank account information institutions.” is rather misleading
	“..communication among payment service providers and account servicing institutions.”

Note: the communication concerned is always between a TPP and an ASPSP (bank). PSD2 subsumes AISPs under PSPs  s  
	Accepted. 

	Capgemini UK

	
	
	
	Add the scenario of adding a role to a party (f.e. and AISP also becomes a PISP). To my current understanding this may not impact the validity of the certificate as such and might not be changed in the certificate itself. Since revocation (including the removal of the role of a party) is discussed in the technical scenario it might be useful to make note of the opposite scenario as well.
	
	Accepted: Add NOTE in 6.2.6  


	Capgemini UK

	
	
	
	Highlight the validation protocol at QTSP’s in different scenario’s. The protocol of certificate status validation is the same for each QTSP to my understanding but the URL path is different. This should be clearly highlighted as an obligatory attribute within the certificate. This is especially important where TPP and ASPSP do not use certificates at mutual  QTSP’s and instead need to do an additional check at the joint TSP browser to validate the TSP is indeed a QTSP.
	
	Rejected: certificate validation and status checking is outside scope (e.g. RFC 5280 and EN 319 411-1). 

	Capgemini UK

	
	
	
	Provide guidance (best practice) on the certificate use for TPP’s wanting to connect to ASPSP’s with different geographical footprints, as well as TPP’s with multiple applications (softwares), where the applications may require separate keys
	
	Rejected: Specific use of certificates is not in the scope of the standard. 

	Capgemini UK

	
	
	
	In general the role of the registration of the software is not clearly highlighted while it is quite central in the Open Banking UK OIDC security framework as well as the Open Banking Directory (UK). A small note may suffice the clarification of the distinction between TPP and software registration at the TSP (or potentially NCA) side


	
	Rejected, software and API not in scope of this standard.

	Erik R. VAN ZUUREN
TrustCore.EU

	
	
	
	Great draft standard allowing PSPs to have an « eIdentity »  and even express their « role » as AI or PI. 
Please clarify however what you see as best practice for a PSP possibly have multiple “roles”:
a) use different certificates depending on the role under which the PSP is accessing the ASPSP? Or just one certificates holding all “roles”?

b) clarify how whether you see the certificate per “legal entity” or possible per “ClientID” aka application used by the PSP? Probably the former?

c) could one foreseen if one issue certs at level of legal entities to include also the companies VAT-number?

 

In addition:

> one needs to solve the « authorization » question (linked to passporting to be allowed to operate in an EC Member State aka access ASPSP in a member state) 
> and the element of being able to validate all this online and in real-time (linked to correct « current state » and potential suspension or revocation)... 
> Both NOT  a « nice to have » but rather a « must have » in the current era of cyber-threats...

 

So: 
d) at the lack of an automatically consumable registry >> could the “obtained passports” not be integrated as additional attributes in the certificates? Eg nation-ISO-codes?

e) also:   what will be the obligations / whom and in what maximum delay to revoke a certificate  if eg  a PSP is breached or has a severe lack of compliance?


	
	Rejected Guidance on specific use of certificates is outside scope of current standard.

 

	ETSI Secretariat
	1
	
	ed
	Replace may with can
	Communicating parties can be payment initiation service providers, account information service providers, payment service providers issuing card-based payment instruments or account servicing payment service providers.
	Accepted. 

	Lloyds Banking Group


	4.1

	
	
	Section 4.1 NOTE – outlines that granting a “qualified” status to a TSP is the decision of the national supervisory authority. I’m not sure whether this is intended to read the NCA or whether there is a view that the supervisory body for QTSP’s would differ from the NCA. Either way I think it worth clarifying and if the intent is to have a supervisory body a description of who this would be.

	
	Rejected: NCA and national supervisory body are different entities stated in different regulations. The eIDAS regulation covers requirements for granting qualified status of QTSPs by supervisory bodies.  

	ETSI Secretariat
	4.2
	
	ed
	
	According to RTS [i.3] the role of the payment service provider can be one or more of the following:
	Accepted. 

	ICCREA BANCA SPA
	4.3
	
	General
	The proposed standard says that: 

certificates issued according to the requirements laid down in the present document do not include any attributes regarding passporting.

Being aware of:

· the current activities by ERPB Identification expert subgroup

· the Open Banking Europe project

· the difference between authentication and authorization

· the need and the difficulty for an ASPSP of verifing NCA registers

· the mandate given in RTS’ art. 34 (and related ones)
nevertheless, it still seems that this choice makes incomplete and inconsistent certificates for the purpose of PSD2, forcing ASPSPs (or other subjects such as consumers) to consult a public register 

For example, if a Dutch TPP (with passporting in Italy) requires to access to an Italian bank, the Italian bank doesn’t know if it can allow immediately the access of Dutch TPP, simply and automatically relying on information of the certificate. 

In this case the bank would have three options:

· To block access to the TPP, maybe violating the indications of the EU Directive.

· To provide a manual control by an human operator on the national registers, temporary blocking the access to the TPP and making de facto useless the service (eg a payment on an e-commerce website)

· To rely on an automatic external register, having additional costs but not any legal guarantee of the validity of this solution, nor that the third person offering the service is effectively authorized and provides true and updated information.

The use of an external register has some requirements and contraindications:

· The bank shall consider an additional control step (that increases costs of development and access if it’s a market solution) and an increase of access time at the expense of UX

· This register shall be public and readable by a real time machine to machine interaction (unlike the EBA Register and National Registers)

· The use of an external register shall be legitimated by an European Regulation or RTS, but in PSD2 there isn’t any reference to an external register (except EBA and NCA one’s not useful in this case as said)     

Furthermore the risk of unauthorized external registers might conflict rationales and principles of PSD2 (e.g. to guarantee consumer safety and trust) and increase phishing risk (e.g. exposure of not authorized, revoked or even fake TPP).

Should be also noted that even customers would be forced to consult an external register to know the real identity and authorization of TPP and couldn’t rely just on the certificate exposed in websites.

About this, please also note that web browser developers shall adapt this Standard to allow the final user to easily read the eIDAS Certificates of PSD2.
	The passporting should be considered as an attribute of any PSP such as the authorization number specified by NCA.

Passporting should be included as a specified attribute of qualified certificates.

The process designed for TQSP to give a certificate should include this step to add information on passporting


	Rejected: See comment from IBM above.



	CONSORZIO CBI 

www.cbi-org.eu

	4.3
	
	General
	Our members underline that Passporting has to be envisaged due to the need to recognize all authorized TPPs across the EU, under PSD2 requirements.
	The passporting should be considered as an attribute of any PSP such as the authorization number specified by NCA.

Passporting should be included as a specified attribute of qualified certificates.

The process designed for TQSP to give a certificate should include this step to add information on passporting


	Rejected: See comment from IBM above.



	Dutch Payments Association 


	4.3 


	
	T
	In 4.3 the last line(s) state “Certificates issued according to the requirements laid down in the present document do not include any attributes regarding passporting.” 

Related to the point above: the certificates do attribute regarding passporting. 
	Please remove the sentence “Certificates issued according to the requirements laid down in the present document do not include any attributes regarding passporting.”. 

The sentence can lead to a wrong interpretation of the use of the certificate. 
	Rejected: See comment from IBM above.



	Dutch Payments Association 


	4.3; 4.4; 4.5; 5.1 and 5.2.3 


	
	T 


	In the various paragraphs ETSI mentions that the certificate shall contain the name and the identifier of the competent authority (singular case). 

There is a discrepancy between this requirement and the RTS on SCA and CSC, where the latter mentions the names of the competent authorities (plural) 
	Please change the ETSI standard to remain aligned with the RTS on SCA and CSC. 

We assume that payment service providers (PSP), needing a certificate in more than one country, can make use of the concept of passporting, as described in PSD2. 

In that case, a PSP must be able to decide to mention the leading competent authority, but also to add the names and identifiers of the National Competent Authorities in the countries where this certificate is also allowed to be used. 
	Rejected: See comment with passporting. Having multiple authorisations within a single certificate is very difficult to manage without ambiguity.  This can be supported through multiple certificates. Further clarification is to be requested from EBA.



	Omikron Systemhaus

Alexander Schierjott
	4.4 Authorization Number 
	First paragraph:
	Technical
	It is stated in the first sentence: “ For Identification, the RTS [i.3] requires the registration number used in a qualified certificate “

- RFC 5280 does not know a registration number. Does ETSI mean the 

serial number instead?


	Serial number instead of  registration number 
	 Rejected: RTS article 34.2 requires that “the registration number as referred to in the official records in accordance with Annex III (c) or Annex IV (c) to Regulation (EU) No 910/2014 shall be the authorisation number”
Authorisation number is based on ETSI EN 319 412-1 V1.1.1 (2016-02) - 5.1.4 Legal person semantics identifier

	H.Biely
	4.5
	2nd 
	Ed
	“…to be registered by NCA..”
	“…to be registered by an NCA..”

Note: there are more cases of missing articles upfront NCA. E.g. in 5.2.3 or 6.2.3 to name just two.
	Accepted: also checked in the other clauses of the standard

	H.Biely
	4.5
	Item 3)
	Ed
	“…information provided the NCA…“


	“…information provided by the NCA…“

	Accepted

	Cryptolog
	4.5
	After Figure 1
	E
	
	Before the issuance process can start, the PSP needs to be registered by the NCA and all relevant information needs to be available in public registry: 

1) The PSP submits the certificate application and provides all necessary documentation containing PSD2 specific attributes to the Trust Service Provider (TSP) with granted qualified status according to eIDAS [i.1]. 

2) The TSP performs identity validation as required by its certificate policy. 

3) The TSP validates PSD2 specific attributes using information provided the NCA (e.g. public registry, authenticated letter). 

4) The TSP issues the qualified certificate in compliance with the profile requirements given in the present document. 

5) The PSP accepts the certificate. 


	Accepted

	ETSI Secretariat
	4.5
	
	ed
	
	3) TSP validates PSD2 specific attributes using information provided by the NCA (e.g. public registry, authenticated letter). 


	Accepted

	Lloyds Banking Group


	4.6

	
	
	Section 4.6  outlines the flow of validation and revocation. I would suggest further work / development to consider the ability to automate the processes of validation and revocation as I can see the potential for significant overhead and potential error. For example if a certificate is revoked late on a Friday the QTSP and those relying on the certificate may not become aware of the revocation until the following Monday. Would it be perhaps better to have an specification which enables NCA’s  present API’s / real-time information / web-hooks etc which can be checked against – or even a form of OCSP? I appreciate that this might not be technically feasible for all NCA’s but do wonder whether without some form of realtime notification the system can be relied upon. In addition it would be worth considering how ASPSP’s, PISP’s and AISP’s will check the certificate status. If there are over 4000 Banks across Europe all hitting a QTSP for example it may cause a denial of service / requiring upscaling of Infrastructure to support (although I appreciate this point may be beyond the scope of a standard per se).

	
	Rejected: certificate validation and status checking is outside scope (e.g. RFC 5280 and EN 319 411-1).

	Cryptolog
	4.6
	First par
	E
	
	Validation process is based on a certificate status service provided by the TSP.” or “Validation process is based on certificate status services provided by the TSP.”
	Accepted with changes:
Validation process is based on certificate status services provided by the TSP

	Cryptolog
	4.6
	Figure 2
	E
	It is not completely clear what is meant by the two squares “certificate validation” and “certificate validation”
	Clarify the figure.

“Notification of changes or revocation request” might be clearer
	Accepted

	Cryptolog
	5.1
	a) 
	
	Add missing line beak and remove “(“ before “ii)”
	i) account servicing (PSP_AS);
ii) payment initiation (PSP_PI);
	Accepted

	ETSI Secretariat
	5.1
	
	ed
	Add space between may and be + add carriage return and delete extra bracket
	a) the role of the payment service provider, which may be one or more of the following:

i)
account servicing (PSP_AS);
ii)
payment initiation (PSP_PI);

iii)
account information (PSP_AI);

iv)
issuing of card-based payment instruments (PSP_IC);


	Accepted

	ETSI Secretariat
	5.2.1
	
	ed
	Missing reference for ISO 3166
	Add ISO 3166 reference to normative references and insert reference number
	Accepted

	ETSI Secretariat
	5.2.2 onwards
	
	ed
	Use consistent font for the different fields
	e.g. RolesOfPSP
	Accepted

	První certifikační autorita, a.s.
	5.3
	letter b)
	Technical
	"b) The organizationIdentifier shall be present in the Subject's Distinguished Name and encoded with legal person syntax as specified in clause 5.2.1"

QWAC profile for legal persons is based on EVCG.

EVCG (CA/Browser Forum: Guidelines For The Issuance And Management Of Extended Validation Certificates) in chapter 9.2.8 states "CAs ... SHALL NOT include any Subject Organization Information except as specified in Section 9.2."  In section 9.2 attribute organizationIdentifier is not presented.

As to our opinion this EVCG formulation prevents including organizationIdentifier atribute in Subject's Distinguished Name of QWAC issued to legal persons.
	Consult and clarify with CA/Browser Forum.
	Accepted: CABF uses serial number as specified in EV document section 9.2.6.  This adds to this document the Authorisation Number as required by RTS.
Authorisation number is based on ETSI EN 319 412-1 V1.1.1 (2016-02) - 5.1.4 Legal person semantics identifier.
[Arno with input from Nick & Luigi: to raise question clarifying with CABF and Mozilla clarification of 9.2.8 allows the inclusion of Organisation Identifier.] 

	První certifikační autorita, a.s.
	5.2.1
	letter a)
	General
	The same as precedent.
	Conditional change driven by resolution of precedent comment.
	Rejected: For Electronic Seals organizationIdentifier is required and is based on ETSI EN 319 412-1 V1.1.1 (2016-02) - 5.1.4 Legal person semantics identifier. 

	Omikron Systemhaus, Cologne, Germany

Alexander Schierjott
	5.2.1 Authorization number
	First paragraph
	Technical
	It is stated in the first sentence: “The authorization´number shall be placed in organizationIdentifier”

Neither 5280 nor RFC 2253 refer to the term 'organizationIdentifier'. 

Should We take organizationName attribute instead?


	OrganizationName instead of 'organizationIdentifier'.
	Rejected: OrganisationName includes information other than registration number.
Authorisation number is based on ETSI EN 319 412-1 V1.1.1 (2016-02) - 5.1.4 Legal person semantics identifier

	GoCardless Ltd
	5.2.1
	
	Technical
	Why is the “3 character legal person identity type reference” (PSD) separated from the 2 character ISO 3166 country code representing the NCA country in the authorization number?

This makes the authorization number less readable for no technical benefit that I can see.
	Separate the “3 character legal person identity type reference” (PSD) from the 2 character ISO 3166 country code representing the NCA country (e.g. the example provided, “PSDES-BDE-3DFD21”, becomes “PSD-ES-BDE-3DFD21”.
	Rejected: Format is aligned with earlier standard: ETSI EN 319 412-1 V1.1.1 (2016-02) - 5.1.4 Legal person semantics identifier


	Alain BENEDETTI BNP Paribas,

On behalf of :

STET and Berlin Group

PSD2 API

initiatives
	5.2.1
	
	Technical
	Minor Remark:

About "Authorization number" as presented in chapter 5.2.1, with the example: PSDES-BDE-3DFD21

We find it "not symmetric" since all identifiers are separated by a hyphen, but the first one.
It would then look more logical to read: PSD-ES-BDE-3DFD21, so that all relevant parts to interpret from the "Authorization number" are clearly separated.

Unfortunately, this naming scheme seems to stem from [Final draft ETSI EN 319 412-1 V1.1.0 (2015-12)] chapter 5.1.4 "Legal person semantics identifier".
The only new part here is that "PSD" seems to be a new naming scheme.
	
	Rejected: Format is aligned with earlier standard: ETSI EN 319 412-1 V1.1.1 (2016-02) - 5.1.4 Legal person semantics identifier


	H.Biely
	5.2.2
	3rd 
	Tec
	“…shall be defined and registered by an organization recognized by the NCA or recognized at the European level.”
	“…shall be defined and registered by an organization recognized by the NCA or recognized at the European level.

Adding roles should be limited to the EC or EBA acting on her behalf. You provide the reason in your NOTE.
	Accepted  

	GoCardless Ltd
	5.2.3
	
	Technical
	Why is the National Competent Authority’s English name included in the certificate? This seems to provide minimal value, is duplicative (i.e. a map could just be provided of NCAId to English name) and is liable to be changed (e.g. when the UK’s Financial Services Authority was renamed to Financial Conduct Authority).
	Do not include the plain text name in English of the NCA
	Rejected: Requirements from RTS regulation!

	Cryptolog
	6.2.2
	Par 2
	E
	Separate lines to have one requirement per line
	The TSP shall verify the PSD2 specific attributes (authorization number, roles, name of NCA) provided by the subject using authentic information from the NCA (e.g. the official registry).

 If the NCA provides rules for validation of these attributes, the TSP shall apply the given rules.
	Accepted

	Cryptolog
	6.2.2
	NOTE
	E
	In EN 319 411-2, “qualified TSP” is used. 
	qualified TSP

Check also other occurrences in the document.
	Accepted. Consistent throughout document.

	ETSI Secretariat
	6.2.2
	
	tec
	No should in notes
	Rephrase to "information used to validate authorization number needs to be clear"
	Accepted 

	ETSI Secretariat
	6.2.6
	
	Ed/tec
	About 'This notification needs not be processed within 24 hours.'

Suggestion: add a note explaining that revocation requests are processed within 24 hours, while this specific notification needs not
	
	Accepted 

Proposed note:
NOTE:
Regulation (EU) No 910/2014 [i.1] requires that TSPs issuing qualified certificates publishes the revocation status of the certificate in a timely manner, and in any event within 24 hours after the receipt of the request.


	Lloyds Banking Group


	 Annex A

	
	
	The attributes are fairly straightforward within the declaration, however should other attributes as follows also be specified (note – some of this may be implicit given X.509 format?) :

o   Certificate version 
o   Signature algorithms (also wonder whether the algorithms to be supported by the standard should be specified)

o   QTSP issuer 
o   Validity period / expiration (again should this be in the standard?)

o   Key use (e.g. QWACS vs QSEAL)

o   Domain names valid with the certificate

o   QTSP CRL and OCSP


	
	Rejected: All other atribbutes are described in referenced standards: 

ETSI EN 319 412-1 

ETSI EN 319 412-3 

ETSI EN 319 412-4 

ETSI EN 319 412-5 

And after that on

IETF RFC 3739: "Internet X.509 Public Key Infrastructure: Qualified Certificates Profile".



	Ministry of the Interior of the Czech Republic
	B
	Use QWAC to identify the calling party (client) when using TLS
	General
	* At first, let me please to thank you for drafting new ETSI technical specification for Qualified Certificate Profiles and TSP Policy Requirements under the payment services Directive 2015/2366/EU. 

I would like to ask you, if you could add more clarification or information regarding the use of QWAC (Qualified Website Authentication Certificate) to identify the client when using TLS. In the Annex B is written: 

 “A website authentication certificate may also be used to identify the calling party (client) when using TLS as described above. This means that the called party (server) can authenticate who "owns" the calling end of the communication channel (the owner of the certificate). Thereby, if both communicating parties have website authentication certificates, they can use them to set up a secure TLS channel providing mutual authentication (MATLS).” 

Similar information is also written in the document “Security guidelines on the appropriate use of qualified website authentication certificates” created by ENISA.  

As you know, ETSI standard references to the Guidelines For The Issuance And Management Of Extended Validation Certificates  [EV SSL Guideline] with regard to the TSP Policy Requirements which should apply QTSP issuing QWAC according to eIDAS Regulation [Regulation (EU) No 910/2014] and also with regard to the purpose of use QWAC and certificate profile of QWAC.  

In the EV SSL Guideline it is stated that the EV SSL certificates should be used only by webservers (clause 2.1.1.) - Identify the legal entity that controls a Web site and Enable encrypted communications with a Web site. In the extendedKeyUsage attribute of EV SSL certificates could be either the value id‐kp‐serverAuth [RFC5280] or id‐kp‐clientAuth [RFC5280] or both values MUST be present. Thus it seems that EV SSL certificates (respectively QWAC) could be used also for client identification when using TLS, but this function could be probably used  only by webservers acting as a clients and connecting to other webserver. 

We would be glad, if you can add more information about this presumed use of QWAC. Currently, we are not aware, that for example Microsoft IIS IIS, or application running under the Microsoft IIS, could act as a client which connects to other webservers.
	Please add more clarification or information regarding the use of QWAC (Qualified Website Authentication Certificate) to identify the client when using TLS
	Reject: Client use of QWAC currently out of scope.

 

	Lloyds Banking Group


	 Annex B

	
	
	– An electronic seal is a digital signature of a legal person… should this read legal person or legal entity?

QWAC is designed for website authentication but what about mobile app? Perhaps simply a terminology point but the standard should be agnostic / cater for different device use cases.


	
	Rejected: Legal person is term used is in eIDAS regulation. 
. 



	Cryptolog
	C.3
	Title
	E
	
	NCA’s  naming conventions
	Corrected

	EBA European Banking Authority
	C
	
	
	We welcome the opportunity to respond to the ETSI Technical Specification on Electronic Signatures and Infrastructures (ESI);
Sector Specific Requirements; Qualified Certificate Profiles and TSP Policy Requirements under the Payment Services Directive 2015/2366/EU (PSD2).
 
The European Banking Authority (EBA) is an independent EU Authority which works to ensure effective and consistent prudential regulation and supervision across the European banking sector. Its overall objectives are to maintain financial stability in the EU and to safeguard the integrity, efficiency and orderly functioning of the banking sector. The EBA also plays an important role in promoting convergence of supervisory practices.

The EBA is mandated under PSD2 to produce a number of Technical Standards and Guidelines including the Regulatory Technical Standard on Strong Customer Authentication and Common and Secure Open Standards of Communication (RTS). The RTS was published in the Official Journal on 13 March 2018 and will take effect on 14 September 2019.

The RTS, as identified in the ETSI Technical Specification, mandates the use of qualified web authentication certificates (QWACs) and qualified seals (Qseals) as defined in Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic identification and trust services for electronic transactions in the internal market (eIDAS Regulation). The RTS also requires specific additional attributes in these QWACs and Qseals (specific attributes) and we note that the ETSI Technical Specification seeks to provide a consistent and harmonised application of these specific attributes in the issuance of these certificates and seals by qualified trust service providers (QTSPs). 
We also note that the ETSI Technical Specification sets some expectations (Annex C) on the interaction between QTSPs and competent authorities as defined in Article 100 PSD2 (PSD2 CAs). Annex C has been produced without any input from PSD2 CAs and the expectations set out in the document go beyond any requirements placed on PSD2 CAs by PSD2 or other legislation. We therefore request that Annex C is, at this time, removed from the ETSI Technical Specification to allow PSD2 CAs to consider these expectations.
	
	Accepted with changes: Annex C updated to remove any implications that the NCA is expected to carry out any specific action.  However, it does clarify what would assist QTSPs in meeting its oblications.

	ETSI Secretariat
	C.6
	
	ed
	
	· A clear definition of the sole Authorization Number to be used by the Qualified TSP to represent the PSP, and how it can be identified within the registry. 
	Accepted

	ETSI Secretariat
	C.7
	
	ed
	The text before the 2 bullet says "the following may be made available by QTSPs to NCAs'

However the 2 bullets do not clearly and solely cover what QTSP may make available. 1st bullet is for NCA et 2nd bullet is for QTSPs and PSP
	rephrase
	Accepted with changes

	ETSI Secretariat
	C.8
	
	ed
	Use right verbal form
	An NCA can request a Qualified TSP to perform a revocation of certificate(s) issued to a given PSP by that Qualified TSP. This can include the following scenarios:


	Accepted

	Lloyds Banking Group


	
	
	
	Of final note I do wonder whether the standard goes far enough and / or needs to be coupled with an implementers guide to make it more specific on how and when certificates and the public keys contained are used in the context of PSD2 and the RTS. As an example there could be debate on the ciphers to be used, whether or not all payloads require signing or just payments, the level of certificate checking that must occur at what point as well as key storage and management requirements. I appreciate some of that is perhaps beyond the standard but the more optionality / interpretation there is the less standardised the ecosystem will become. I apologise also that I have not read all the supporting standards due to time and perhaps some of these are addressed elsewhere.

	
	Rejected: Out of current scope which is aimed at RTS based secure communications requirements.
Additional information on requirements is given in referenced standard EN 319 411-2 which references EN 319 411-1


�Include only those referenced directly.
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