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Essential patents 
IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web server (https://ipr.etsi.org).
Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.
Trademarks
The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.
[bookmark: _Toc451532664][bookmark: _Toc526143643]Foreword
[bookmark: For_doctype][bookmark: For_tbname]This Technical Report (TR) has been produced by ETSI Technical Committee SmartM2M.
[bookmark: _Toc451532665][bookmark: _Toc526143644]Modal verbs terminology
In the present document "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).
"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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[bookmark: _Toc526143647]	Scope
[bookmark: _Toc526143648]	Context for the present document
The design, development and deployment of – potentially large – IoT systems require to address a number of topics - such as privacy, interoperability or privacy - that are related and should be treated in a concerted manner. In this context, several Technical Reports have been developed that each address a specific facet of IoT systems.
In order to provide a global a coherent view of all the topics addressed, a common approach has been outlined across the Technical Reports concerned with the objective to ensure that the requirements and specificities of the IoT systems are properly addressed and that the overall results are coherent and complementary.
The present document has been built with this common approach also applied in all of the other documents listed below:
TR 103 533	Security; Standards Landscape and best practices
TR 103 534	Teaching Material: Part 1 (Security) and Part 2 (Privacy)
NOTE:	TR 103 534-1 is the present document
TR 103 535	Guidelines for semantic interoperability in industry
TR 103 536	Interoperability / interworking of existing IoT Platforms
TR 103 537	Plugtests preparation on Semantic Interoperability
TR 103 591	Privacy; Standards Landscape and best practices
[bookmark: _Toc526143649]	Scope of the present document
The present document presents teaching material to allow readers, identified by role, to gain knowledge of the fundamentals of IoT security.
The document is structured as a set of annexes each containing the outline of training material. 
NOTE:	In some cases the complete training material is provided in linked applications or modules, particularly where animated, audio or video content forms a part of the material.
The annexes contain training material in the following areas:
Threat, Vulnerability and Risk Analysis (TVRA) in IoT
The role of TVRA is primarily to ensure that a system is designed and deployed with a thorough understanding of the environment in which it will be deployed, the purpose of the system, the components or assets of the system, the links between the deployment and its environment, and the technical/procedural/regulatory basis of the system. Having this core understanding alongside an analysis of the threats and threat agents that will seek to attack the system leads to an understanding of the risks to the system.
The material in this section extends from material prepared for the ETSI TVRA Workshop (March 2009) and is based on the TVRA method published in ETSI TS 102 165-1 [i.2] with specific IoT use cases to drive the TVRA exercise.
Secure configuration of IoT devices
The vast majority of security failures occur as a result of poor configuration. For example reliance on default security attributes (the default password conundrum). The purpose of this module is to give guidance on how to securely configure IoT devices to minimise their attack surface.
Cryptographic security basics as they apply in IoT
Cryptography is the mathematical toolset that underpins the majority of countermeasures (i.e. authentication, encryption, integrity proof and verification). The purpose of this module is to give a simple grounding in the role and purpose, and the underlying mechanisms of cryptography. Amongst the topics to be covered are the following:
Role of cryptography in security
Historic roots of cryptography
Relationship identification to pre-select cryptographic architecture
Core cryptographic modes
Secure operation of IoT devices
Closely related to secure configuration is secure operation and this module addresses the measures required to assure that a securely configured device can be operated securely. 
Applying best practices to IoT security
The purpose of this module is to give specific training in how to apply the best practices identified in TR 103 533 [i.1] to real IoT systems. 
Programming guide for secure IoT
The purpose of this module is to give guidance on secure or safe programming. By means of coding examples (in programming languages including Swift, C, C++, Java) the steps to minimise security flaws in programming of IoT devices. This addresses such topics as the use of … 
Guide to selecting a training provider
A guide to the identification and selection of training providers and training programmes in IoT.

	Develop teaching materials on IoT Security such as an electronic textbook and a set of slides, lectures / workshops with developers and operational managers to initiate a widespread dissemination of the developed teaching materials 

	
	
	
	
	
	





[bookmark: _Toc526143650]	References
[bookmark: _Toc526143651]	Normative references
Normative references are not applicable in the present document.
[bookmark: _Toc526143652]	Informative references
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
NOTE:	While any hyperlinks included in this clause were valid at the time of publication ETSI cannot guarantee their long term validity.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]	ETSI TR 103 533: "SmartM2M; Security; Standards Landscape and best practices"
[i.2]	ETSI TS 102 165-1: "CYBER; TVRA method"
[bookmark: _Toc526143653]	Definitions, symbols and abbreviations
[bookmark: _Toc526143654]	Definitions
For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:

[bookmark: _Toc526143655]	Symbols
For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

[bookmark: _Toc526143656]	Abbreviations
For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Sec

[bookmark: _Toc526143657]	Security in the context of IoT
[bookmark: _Toc526143658]	A global approach to IoT Systems
[bookmark: _Toc526143659]	Major characteristics of IoT systems
Editor's note: 	This text is subject to review and may be modified before publication
IoT systems are often seen as an extension to existing systems needed because of the (potentially massive) addition of networked devices. However, this approach does not take stock of a set of essential characteristics of IoT systems that push for an alternative approach where the IoT system is at the centre of attention of those who want to make them happen. This advocates for an “IoT-centric” view. 
Most of the above-mentioned essential characteristics may be found in other ICT-based systems. However, the main difference with IoT systems is that they all have to be dealt with simultaneously. The most essential ones are:
Stakeholders. There is a large variety of potential stakeholders with a wide range of roles that shape the way each of them can be considered in the IoT system. Moreover, none of them can be ignored.
Privacy. In the case of IoT systems that deal with critical data in critical applications (e.g., e-Health, Intelligent Transport, Food, Industrial systems), privacy becomes a make or break property.
Interoperability. There are very strong interoperability requirements because of the need to provide seamless interoperability across many different systems, sub-systems, devices, etc
Security. As an essential enabling property for Trust, security is a key feature of all IoT systems and needs to be dealt with in a global manner. One key challenge is that it is involving a variety of users in a variety of use cases.
Technologies. By nature, all IoT systems have to integrate potentially very diverse technologies, very often for the same purpose (with a risk of overlap). The balance between proprietary and standardised solutions has to be carefully managed, with a lot of potential implications on the choice of the supporting platforms.
Deployment. A key aspect of IoT systems is that they emerge at the very same time where Cloud Computing and Edge Computing have become mainstream technologies. All IoT systems have to deal with the need to support both Cloud-based and Edge-based deployments with the associated challenges of management of data, etc.
Legacy. Many IoT systems have to deal with legacy (e.g., existing connectivity, back-end ERP systems). The challenge is to deal with these requirements without compromising the “IoT centric” approach.
[bookmark: _Toc526143660]	The need for an "IoT-centric" view
[bookmark: _Toc526143661]	Introduction
In support of an “IoT-centric” approach, some elements have been used in the present report in order to:
Support the analysis of the requirements, use cases and technology choices (in particular related to interoperability);
Ensure that the target audience can benefit from recommendations adapted to their needs.
[bookmark: _Toc526143662]	Roles
A drawback of many current approaches to system development is a focus on the technical solutions, which may lead to suboptimal or even ineffective systems. In the case of IoT systems, a very large variety of potential stakeholders are involved, each coming with specific – and potentially conflicting – requirements and expectations. Their elicitation requires that the precise definition of roles that can be related to in the analysis of the requirements, of the use cases, etc.
Examples of such roles to be characterised and analysed are:
System Designer
System Developer
System Deployer
End-user
Device Manufacturer
…
<the list has to be evaluated and modified if needed in the context of the report>

More roles can be defined but the current report will focalise on the ones above.
[bookmark: _Toc526143663]	Reference Architecture(s)
In order to better achieve interoperability, many elements (e.g., vocabularies, definitions, models) have to be defined, agreed and shared by the IoT stakeholders. This can ensure a common understanding across them of the concepts used for the IoT system definition. They also are a preamble to standardisation. Moreover, the need to be able to deal with a great variety of IoT systems architectures, it is also necessary to adopt Reference Architectures, in particular Functional Architectures.
[bookmark: _Toc526143664]	Guidelines
The very large span of requirements, Use Cases and roles within an IoT system make it difficult to provide prototypical solutions applicable to all of the various issues addressed. The approach taken in the present report is to outline some solutions but also to provide guidelines on how they can be used depending on the target audience. Such guidelines are associated to the relevant roles and provide support for the decision-making.
[bookmark: _Toc526143665]	Main objectives of the present document
See scope section 1.2
[bookmark: _Toc526143666]	Purpose and target group
See scope section 1.2
[bookmark: _Toc526143667]	Content of the document
See scope section 1.2
[bookmark: _Toc526143668]	Overview of IoT security problem
	Conventions and terminology
Security documents often use a distinctive terminology. The primary stakeholders are given names: Alice, Bob and Eve. Alice and Bob are the parties to a secure transaction, so in general terms Alice is trying to establish a relationship with Bob. Eve, is the generalised adversary, whose purpose is to attack the relationship between Alice and Bob.
One of the common models is to consider security in broad terms as determination of the triplet {threat, security-dimension, countermeasure} such that a triple such as {interception, confidentiality, encryption} is formed. The threat in this case being interception which risks the confidentiality of communication, and to which the recommended countermeasure is encryption. More detail discussion of the security dimensions is given below. However the nature of threats needs greater examination. Threats can be gathered into several families:
Masquerade: In this case Eve attempts to impersonate Bob such that Alice will interact with Eve in the belief that she is talking to Bob. Masquerade attacks are most often countered by the use of authentication schemes.
Manipulation: In this case Eve attempts to modify data that Alice is trying to access (generally given to Alice by Bob). Examples include falsifying location, falsifying an account balance, introducing malicious code to an application. Countering manipulation is often difficult but include the use of cryptographic checksums, error detection and correction codes, digital signatures. The security problem is to ensure that identification and proof of manipulation cannot be manipulated too.
Interception: In this case Bob is sending something to Alice and Eve views it in transit. Conventionally interception threats are countered by encryption (in which case Eve can see that communication exists between Alice and Bob but is unable to see the content of that communication).  
Theft: The theft attack extends the interception attack in that whilst Eve not only observes the communication between Alice and Bob she may also intercept and redirect such that Alice never receives the data, or copies the data such that whilst Alice receives the data Eve also has the data. The means to counter theft include various forms of access control, encryption (if data is stolen it cannot be read), manipulation control including things such as proof of source (if stolen data is re-presented this uses techniques that can reveal it does not actually belong to the presenting party).
A further set of terms in security relate to the nature of an attack. Attacks can be direct, but can also be indirect. A direct attack is just that, Eve directly attacks Alice or Bob or the link between them. However Eve can also attack Alice, Bob or their relation by attacking something else altogether. For example in the internet there are several tools and protocols used to ensure that Alice and Bob can connect, so Eve can attack one of those tools or protocols and prevent Bob from ever being able to attach to Alice, this could be achieved by poisoning the DNS system, or attacking the network in such a way that valid traffic never reaches Alice (a Denial of Service (DoS) attack, or a Distributed Denial of Service (DDoS) attack).
In addition to attacks against device function there are a class of attacks that use devices owned by Alice to act as adversaries on behalf of Eve. Commonly these are referred to as “Trojan” devices, in reference to the myth of the gift of the wooden horse from the Greeks to the people of Troy containing a hidden cadre of Greek soldiers who when inside the city launched an attack (in other words an apparently benign package contains a hidden payload used to attack the host).

	Simple introduction
Notwithstanding the discussion across TR 103 533 [] the purpose of security technologies is multi-fold:
Confidentiality: Information shared by Alice with Bob is only visible to Bob and Alice. If Eve can access the information she cannot ascertain the meaning of the content. Primarily achieved using encryption.
Integrity: Information shared by Alice with Bob can be proven by Alice not to have been manipulated by a 3rd party (Eve). Bob can verify this is the case. Primarily achieved using hash functions with have specific characteristics. 
Availability: This addresses the aim of ensuring that an authorized party (i.e. Alice) is able to access services or information when needed. In other words, that Alice has access only to those assets she is allowed to access and that they are available to Alice when legitimately demanded, and that an adversary, Eve, does not have access. The technologies that address this include Identity Management, Authentication and Access Control, in addition considerations in the availability domain include reliability and resilience which, whilst not strictly addressed by security technology, impact on availability. 
One of the many characteristics of IoT is that the number of communicating entities is very large and the number of possible relationships per device is larger than, say, cellular telecommunication. 
As a trivial example we can imagine that IoT communications security is equivalent to sending presents to somebody. To ensure the recipient does not know the content before unwrapping, the sender masks the content by wrapping the gift – this makes the content confidential. The intended recipient is clearly indicated on the label as is the sender – this identifies the parties to the transaction and depending on how names are written may confer some proof of identity. Finally, in order to ensure the package is not damaged the sender adds packaging that protects it – this is some means of ensuring the integrity of the package is maintained in transit. Translating this to IoT data from A to B the data can be encrypted to confer confidentiality, the parties A and B have to be able to prove their identity to confer authenticity to the exchange, and the parties can add data to the package that will be used to assure and verify the integrity of the package.
There are a number of complexities in IoT that arise from the nature and number of both devices and connections. The most obvious of these is key management. 

[bookmark: _Toc526143669]	Review of landscape and best practices
<<This to act as a very short summary of the content of TR 103 533>>
[bookmark: _Toc526143670]	 Rational for training and education in IoT security

<<This to pick up on the perceived gap in awareness that underpins the best practice guidance in TR 103 533>>


[bookmark: _Toc451532678][bookmark: _Toc526143671]Annex A:
Threat, Vulnerability and Risk Analysis in IoT
[bookmark: _Toc526143672]A.1	Role of TVRA
The purpose of the TVRA exercise is to identify where risks exists, to classify the level of the risk, and to guide the application of countermeasures that manage risk to an acceptable residual value.

[bookmark: _Toc526143673]A.2	Identification of IoT Security environment
In general terms an IoT device requires connectivity to services or components across a network. This IoT pre-requisite implies the existence of at least one open interface that can be used to attack the IoT device. It is also implied that the network expects connections from IoT devices which again implies an open interface that can be used to attack the IoT dependent infrastructure.  

[bookmark: _Toc526143674]A.3	Modelling of threats and vulnerabilities
[bookmark: _Toc526143675]A.4	Determination of risk
[bookmark: _Toc526143676]A.5	Monitoring of threat level
[bookmark: _Toc526143677]A.6	Determination of applicable countermeasures



[bookmark: _Toc526143678]Annex B:
Applying best practices to IoT security
<<The consumer IoT document from TC CYBER addresses an awful lot of this>>


[bookmark: _Toc526143679]Annex C:
Cryptographic security basics
[bookmark: _Toc526143680]C.1	Role of cryptography in security

[bookmark: _Toc526143681]C.2	Historic roots of cryptography

[bookmark: _Toc526143682]C.3	Relationship identification to pre-select cryptographic architecture

[bookmark: _Toc526143683]C.4	Core cryptographic modes






[bookmark: _Toc526143684]Annex D:
Secure configuration of IoT devices



[bookmark: _Toc526143685]Annex E:
Secure operation of IoT devices



[bookmark: _Toc526143686]Annex F:
Programming guide for secure IoT
F.1	Overview
Some programming languages are more open to allowing security errors than others. How data is passed between functions is one concern, and the interpretation of data at source and destination is often a difficulty.
F.2	Data passing issues
Data can be passed essentially in one of 2 ways: By reference; By value. In the former all that is actually passed is a pointer to some memory location where the data is expected to be found, in the latter the actual data is passed. 
F.3	Memory allocation issues
Using more memory than is required allows unexpected data to leak into and out of a system. For example if a programmer wants to store 10 characters, he can (using C) use the code:
char *ptr = (char *) malloc(10);

This allocates 10 bytes of storage at the memory address of ptr.
Now the programmer can attempt to store something at that location.
char  name[20];
memcpy (name, ptr, 20);

This tries to store a 20 byte record at a 10 byte location. 
There are a number of ways to avoid such errors including not using malloc() but using calloc() which initialises the memory location to a known value. The programmer should also ensure that the data is going to fit:
If len(name) < len(ptr) … 


F.4	Data type issues



[bookmark: _Toc526143687]Annex G:
Guide to selecting a training provider
[bookmark: _Toc524689515]G.1	Overview
As part of best practice, it is important to also consider how security knowledge and expertise is disseminated and developed. There are a number of recognised training and certification schemes described in this annex. All of them address elements of the CIA paradigm, some with a broad-brush approach, some at a much more detailed level. 
[bookmark: _Toc524689516]G.2	Certified Information Systems Security Professional (CISSP)
[image: ]
[bookmark: _Toc524689546]Figure G.1: Topics in the CISSP examination by %-age of cover (from ISC2)
[bookmark: _Toc524689517]G.3	Cyber Security & Governance Certification Program
This certification program consists of 7 different certification tracks aligned based on the European e-Competence Framework (e-CF).
[bookmark: _Toc524689518]G.4	CompTIA Advanced Security Practitioner (CASP)
CompTIA's CASP - CompTIA Advanced Security Practitioner, is a vendor-neutral certification that validates IT professionals with advanced-level security skills and knowledge. This certification course covers the technical knowledge and skills required to conceptualize, design, and engineer secure solutions across complex enterprise environments. It involves applying critical thinking and judgment across a broad spectrum of security disciplines to propose and implement solutions that map to enterprise drivers, while managing risk.
[bookmark: _Toc524689519]G.5	Systems Security Certified Practitioner
SSCP is taught from the bottom up giving, it covers the following domains:
Access Controls
Security Operations and Administration
Risk Identification, Monitoring, and Analysis
Incident Response and Recovery
Cryptography
Network and Communications Security
Systems and Application Security
[bookmark: _Toc524689520]G.6	DevSecOps
The growing demand for faster software delivery using the strategies of agile and DevOps, with technologies such as containers and the public cloud, has caused a rift between software production teams and security teams. Organizations are realizing that putting security reviews at the end of a production cycle is not effective, because that often causes security problems that could have been caught if security expertise had been involved from the design phase forward.
The best solution is to have security practices integrated into the entire software delivery cycle. But teams are still reluctant, fearing that these practices will just be sand in the gears, making them unable to meet business demand for DevOps-level speed. Security teams are also leery of trying to match pace with DevOps practices, since that would involve using more automation—and security tooling hasn't always been up to the task [https://techbeacon.com/secure-devops-whats-it-dev-sec-ops].
Secure DevOps, also referred to as DevSecOps or Rugged DevOps by practitioners, applies the same battle-tested practices of DevOps to security practices. Just as developers and operations needed to start collaborating with one another and understanding how their practices applied to the other side of the coin, security professionals also need to understand how their practices can be applied in the development and production stages. Developers and operations need to help facilitate this change by understanding more about what security teams do.
Security teams also need to apply another idea popularized by DevOps to their strategies—the idea of infrastructure as code (IaC). The DevSecOps manifesto says the key to integrating security processes into DevOps is security as code [http://www.devsecops.org].
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